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Abstract

Developed by Elektra Solar, an official spin-off of the DLR Institute for Robotics and Mechat-
ronics (DLR-RMC), the Elektra 2 is a solar-powered autonomous aircraft designed to endure
long distances as well as high altitudes. The main motivation of this work is to develop
a sensor fault detection and reconfiguration (FDR) approach to be applied to the Elektra 2
Aircraft. Currently, the Elektra 2 Solar aircraft provides a simple limit-checking of certain
IMU measurements such as aircraft angular velocities and pitch, roll and yaw angles. In the
proposed FDR approach, residual generation for both longitudinal and lateral dynamics of
the aircraft is achieved based on the design of Kalman filters. Combined with the sequential
probability ratio test (SPRT) as a decision function, selected aircraft sensor residuals are eval-
uated using an adaptive threshold with low sensitivity to control signal variation and noise
and high sensitivity to fault symptoms. Due to the critical aspects of IMU faults, the recon-
figuration action is defined as switching from primary IMU to backup IMU in case of fault
occurrence.
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1 Introduction

Sensors are the most critical components for aircraft safety
and it is well known that hardware redundancy plays a fun-
damental role in fault tolerant systems [[1], [2]. In order to
reduce cost limitations and system complexity, analytical re-
dundancy approach arises as a suitable option for navigation
sensor fault detection of such systems [3]], [4]. Analytical re-
dundancy uses a mathematical model of the monitored system
and it is here achieved by properly designed estimators that
provide robust residual generation for fault detection frame-
work [5]. These residuals are then evaluated using an ad-
aptive threshold with low sensitivity to control signal vari-
ation and noise and high sensitivity to fault symptoms. The
main motivation of this work is to develop a fault detection
and reconfiguration approach to be applied to the Elektra 2
Aircraft (fig. [T). Currently, the aircraft provides a simple
limit-checking of certain measurements such as aircraft an-
gular velocities and pitch, roll and yaw angles. Developed by
Elektra Solar, an official spin-off of the Institute for Robot-
ics and Mechatronics at the German Aerospace Center, the
Elektra 2 is a solar-powered autonomous aircraft designed to
endure long distances as well as high altitudes.

2 Proposed Fault Detection Approach

The proposed fault detection and reconfiguration approach for
the Elektra 2 aircraft is illustrated in figure 2] Residual gen-
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Figure 1: Autonomous solar-powered aircraft: Elektra 2.

eration for both longitudinal and lateral dynamics of the air-
craft is achieved based on the design of Kalman filters [6].
The sequential probability ratio test (SPRT) is then used as
a decision function to be evaluated with adaptive thresholds
(ATLMYS) for each of the aircraft measurements. Due to the
critical aspects of IMU faults, the reconfiguration action is
defined as switching from primary IMU to backup IMU in
case of fault occurrence. Therefore, a hot standby reconfigur-
ation scheme is used for sensor fault tolerant purposes.

2.1 Aircraft Model and Flight Conditions

The six-degree-of-freedom, linearized model of the aircraft is
decoupled into longitudinal and lateral-directional dynamics
as follows
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Figure 2: wy,, and vy, are the control signals for the de-
coupled longitudinal and lateral aircraft dynamics, respect-
ively. Yion and Y4 are the aircraft measurements from longit-
udinal and lateral aircraft dynamics, respectively. Ry, and
Ry, are the aircraft residuals from longitudinal and lateral
aircraft dynamics, respectively. AF,, and AF, refer to the
longitudinal and lateral alarm flags, respectively.

Xlon — Alon 0 X/on + Blon 0 Won (1)
Xlat 0 Alat Xlat 0 Blat Wy

Yion Clon 0 Xion
= 2
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The longitudinal dynamics describes the aircraft motion in the

(x, z) body plane and it has 3 degrees of freedom: pitch, lon-
gitudinal motion and vertical motion.

The state vector for longitudinal motion is given by

Xion £ (u7 W, g, 97 h)T (3)

where u and w are the linear velocities along the x and z axes
respectively,in body frame; g corresponds to the pitch rate; 8
indicates the pitch angle; / indicates the altitude above ground
the aircraft. The respective input vector is defined as

Won £ (567 51‘)T- 4
where 8, and &, are the elevator and throttle commands, re-
spectively.

The lateral dynamics describes the aircraft motion around the
z-axis and consists of roll, yaw and lateral motion. The state
vector for lateral motion is given by

Xluté (Vy P, r,(]), W)T (5)
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where v is the linear velocities along the y axis, in body frame;
p and r correspond to the roll and yaw rates, respectively; ¢
and y the roll angle and yaw angle, respectively;

and the respective input vector is defined as
A T
W = (64, 6,)" (6)
where 8, and O, are the aileron and rudder commands, re-
spectively. All states and measurements are provided in the

International System of Units (SI). The measured output vec-
tors used here are rewritten in terms of V,,, a, and f3 as follows

Yion,, £ (Va, @, q, 6, h)T @)

YIutm é(ﬁapv r7¢7W)T' (8)

where V,, is the true airspeed, « is the angle of attack and
the sideslip angle, which are measurable by air data sensors
on the aircraft as in equation (9)

Vo= Vu?+v24+w?

B w
o = arctan u) ©)
B = arcsin (;/}a)

2.2 Proposed IMU Faults

In this work, three different types of additive IMU faults are
presented in table

o Abrupt Fault: modelled as a step-wise function. It rep-
resents bias in the monitored signal;

o [ncipient Fault: modelled by ramp signals. It represents
drift of the monitored signal;

e Extra Noise Fault: modelled by an abrupt change of the
signal standard deviation.

Table 1: Proposed IMU Faults

Fault Measurement Amplitude
Incipient 0 0.2 rad/s
Extra Noise q A (=0,0=0.01)
Abrupt ¢ 0.2 rad

2.3 Adaptive Threshold based on the LMS Filter
(ATLMS)

The adaptive threshold (ATLMS) presented here is based on
the technique exposed in [[7]. The ATLMS technique allows
the threshold to be tuned by changing well known paramet-
ers independently of the application and is based on SPRT
algorithm, the LMS (Least-Mean-Square) algorithm, and re-
sidual sensitivity. The residual is said to be fault-sensitive if
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it is highly influenced by fault occurrence and consequently
deviates significantly from non-faulty mode. In contrast, a
residual is said to be fault-insensitive if it is not influenced
by fault occurrence or such influence is negligible in compar-
ison with the sensitive residual. Differently from the applica-
tion proposed by [7] and taking advantage of the decoupling
nature of the system, the design of sensitive and insensitive
residuals was obtained by the decoupling of the lateral and
longitudinal aircraft linear models. Once this is not always
possible for other systems, sensitive and insensitive residuals
can also be accomplished by structured residual technique as
presented in [8]] or by a bank of observers/estimators as in [9],
for example.

The basic idea behind the proposed adaptive threshold is to
use the adaptability of the LMS algorithm to reinitialize the
SPRT algorithm automatically (fig. [3) and the requirements to
the dynamic behavior of such threshold are (i) low sensitivity
to control signal variation; (ii) low sensitivity to noise and (iii)
high sensitivity to faulty residuals.

Insensitive Sensitive
Residual Residual
ro Iy

Control Signal
u

SPRT ~

|
Adaptation
Law

w

Input Signal
¢

f

Figure 3: ATLMS Scheme: u is the control signal vector, ry
is the insensitive residual, ry is the sensitive residual, r is the
instantaneous SPRT response, W is the weight vector of the
LMS algorithm, and ¢ is the input signal vector composed
of u and recursions of the insensitive residual. A fault alarm
flag is raised if the adaptive threshold f crosses the insensitive
residual ry.

The adaptive threshold f is computed at each sample period
as:

fi = & Wy (10)

where W is the weight vector of the LMS algorithm, and ¢ is
the input signal vector composed of the control signal u and
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recursions of the insensitive residual 3. The SPRT can be
calculated as

lnPO(r0k|r0k71a- - 7r0k7d)

Ly=Li 1+
P1 (Vlk|rlk—la o a’"lk—d)

(1)

where pg and p; are the probability density function of the in-
sensitive and sensitive residuals rg and r|, respectively. Con-
sidering that r9p and r; present normal distribution with zero

. . 0 . .
mean and same variance Gg, the ratio In (p can be simpli-
P1

2 2
Tox =7 .
fied by %. For each data sample, three decisions can
Lo
0
be made:

e In favor of a faulty mode (Hypothesis 777);
e In favor of a normal mode (Hypothesis 77);

e There is insufficient information to decide in favor of
faulty or normal mode.

For this reason, under different hypotheses, the expected
value of the SPRT response presents trends in opposite dir-
ections as follows

e ,
EQ-O M om b <0 [y <0
204

(12)

r —r .
E{Okz”‘L%ﬁ} >0— L >0
205
dE{L;}
e~

The SPRT decision update is based on the difference between
the adaptive threshold f and the insensitive residual rq as fol-
lows

where [, =

Yy=rf—no (13)

The update term 7y should also be affected by a varying term
e as

ezeo—alk (14)

where I is the expected trend of the SPRT, ¢ is the safe
distance between the adaptive threshold f and insensitive re-
sidual rg, and a is the sensitivity due to changes in the trend of
the SPRT at instant k. More details about these tuning para-
meters are shown in section 2.4 Without loss of generality
and for the sake of implementation procedures, the derivative
of the expected value of Ly, Ly, is simplified by the approxim-
Ly — Ly
T
sampling period. Thus, the objective function to the synthesis
of the adaptive threshold is defined as

ation ik = , where the additional parameter 7j is the

min(y, —ex)? (15)
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and the LMS algorithm is used to find the optimal weight vec-
tor Wy that minimizes such objective function.

The quadratic performance index can be rewritten as

2
a
(h—ex) = <¢1<TW1< —rok —eo+ () (rox — V%k))
27,08

Sk

= W ¢ df Wi — 28] Wy +s7

(16)

The weight vector Wy, that minimizes the quadratic perform-
ance index can be found by the gradient method as in the LMS
algorithm as follows

(% — ek)2

Wi=W, 1 +u —aW] (17
W=W;_,

An approximate estimate of the gradient at each sampling in-
stant is given by

I(%—er)
oW

(% —ex)

W 2(%—ex )t (18)

=2(%—ex)
and its proof is provided below.

Proof. The expected value of equation (I6) is

E{(n—e0?} = E{ WL 00/ Wi} ~ E{26] Wisi } + E{57)
(19)

and its partial derivative regarding the weight vector W is

IE{ (% —er)*}

W =2E{&xWid) } —2E{¢/ s}

5 (20)

=2[E{¢xWi¢{ } — ©]

The result presented in eq. must be the same as the ex-
pected value of eq. (I8), as follows

E{Q2(%— e )0} = 2[E{%d} — E{exdc}]

E{fudx — rocde} — E{(eo — aLy) 9y}
E{¢{ Wid — roedic} — E{(eo — aLi) ¢y }]
E{¢! Wi} — E{(roc+eo — aLi)¢i}]

= 2[E{9{ Wit} — E{dusi} ]
Q]
=2[E{9] Wiy} — O]

— — —

2
2
2
2

21
This proves that

IE{ (% —er)’}
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and therefore W, gets closer to the optimal weight vector W*.
O

The final form of the adaptive threshold is defined as

fi =0l Wi
Wi =W —2u(% —ex)fx

2.4 ATLMS Tuning Parameters

A fault flag is raised if the ATLMS crosses the insensitive
residual ro(¢). Therefore, the dynamics of the insensitive re-
sidual ro(¢) must be taken into account in order to minim-
ize false/missed alarms. For this reason, the parameter Safety
Offset (ep) is set to prevent undesired false alarms during the
transient response of ry(¢) or to decrease the distance between
the adaptive threshold and ro(¢) in case of r;(¢) signal is not
very sensitive to the applied fault.

(23)

The Sensitivity Rate (a) describes the sensitivity of the adapt-
ive threshold due to changes in the trend of the residuals as
determined by the SPRT. In case of fault occurrence and for
a < 0, the adaptive threshold increases in the direction of the
insensitive residual ry(¢). Otherwise, the adaptive threshold
increases in the opposite direction of the insensitive resid-
ual. This is a useful feature of ATLMS to avoid erroneous
interpretations of adaptive threshold responses due to possible
mistakes in the design of residual generators (when sensitive
and insensitive residuals are incorrectly interchanged, for ex-
ample), or by unexpected behavior of the residuals.

The ATLMS Convergence Rate (1) is originally from the LMS
algorithm and it is responsible for the adaptation stability and
convergence speed of the ATLMS.

3 Simulation Results and Discussion
3.1 Simulation Methodology

The simulation methodology consists of three different flight
scenarios with each of the proposed IMU faults presented in
table [T] with following assumptions:

e Occurrence of single faults;
e Backup IMU does not fail;

e Reconfiguration procedure is defined as switching from
primary IMU to standby/backup IMU once a fault is de-
tected.

For the sake of simplification, all faults are introduced at 50
s. For incipient faults, the amplitude values described in table
[T] refer to the slope of the faulty signals. For the extra noise
faults, additive white noise is introduced with the indicated
distribution. These faults cover both longitudinal and lateral
aircraft dynamics and were chosen based on a priori know-
ledge and discussions with Elektra 2 Solar team. Due to the
critical aspect of IMU faults, the fault detection flag is ac-
tivated - and kept active - if any of the dedicated adaptive

T
OW =E{2(% —ex) 9} = 2[E{ o } Wi — O] thresholds indicates a fault. Figure [] illustrates the scheme
(22) of the bank of ATLMS for longidutinal dynamics. A similar
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scheme is used for the lateral dynamics. For the longitud-
inal measurements, the bank of ATLMS uses the yaw angle
v as the insensitive residual. For the lateral measurements,
the bank of ATLMS uses the pitch angle 0 as the insensitive
residual.

Ry, — AkFy,
ATLMS;
Ry —
Ry — AFy
ATLMS,
Ry —»
R, —] AFq Logical | A Fion
ATLMS; Operator |————»
Ry —
OR
Rg — AFQ
ATLMS,
Ry —
Ry, — AFy
ATLMS;s
Ry —

Figure 4: Bank of ATLMS for Longitudinal Dynamics. R; is
the residual of measurement i. V, is the aircraft airspeed, o,
is the angle of attack, q is the pitch rate, 0 is the pitch angle,
and h is the aircraft altitude. The bank of ATLMS uses the
yaw angle  residual as the insensitive residual. The label
AF; refers to the alarm flag of measurement i and AF,, is
the combined alarm flag for longitudinal dynamics used for
sensor switching reconfiguration in case of fault occurrence.

3.2 Incipient fault in pitch angle 6

The first simulation scenario illustrates an incipient fault in
pitch angle 0 at 50s. As expected, a fault in pitch angle affects
the longitudinal alarm flag Lon Flag but not the lateral alarm
flag Lat Flag (fig[5)and fig. [6). The lateral adaptive thresholds
present responses in the opposite direction of the insensitive
residual. The overall aircraft performance would not remain
in an acceptable flight condition if the reconfiguration action
does not take place. As illustrated in figure [§] the aircraft
airspeed/altitude suddenly increases/decreases in case of the
proposed incipient fault occurs. This behavior could lead to
overall system failure. However, due to the fault detection
promptness and reconfiguration, the aircraft was slightly af-
fected. Figure[7]presents the faulty and reconfigured aircraft
roll, pitch and yaw angles.

3.3 Extra noise fault in pitch rate g

The second simulation scenario illustrates extra noise fault in
angular rate g at 50s. As expected, the proposed fault affects
the longitudinal alarm flag Lon Flag but not the lateral alarm
flag Lat Flag (fig[9 and fig. [I0). Although the overall air-
craft performance remains in an acceptable flight condition,
the elevator control signal &, shows an undesired intermittent
behavior (fig. [T2). In the worst case scenario, this behavior
could damage the elevator control surface and lead to overall
system failure. However, due to the fault detection prompt-
ness and reconfiguration, the unpermitted behavior of the el-
evator surface is minimized. Figure[TT]presents the faulty and
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Figure 5: Dedicated adaptive thresholds and fault flag for
longitudinal measurements with an incipient fault in pitch
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Figure 7: Faulty and reconfigured aircraft roll, pitch and yaw
angles (rad) for an incipient fault in pitch angle 0.

reconfigured aircraft angular rates (rad/s) for the second sim-
ulation scenario.
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Figure 8: Faulty and reconfigured aircraft airspeed (m/s),
aerodynamic angles (rad), and altitude above ground (m) for
an incipient fault in pitch angle 6.
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Figure 10: Dedicated adaptive thresholds and fault flag for
lateral measurements with extra noise fault in angular rate q.
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Figure 11: Faulty and reconfigured aircraft angular rates
(rad/s) for extra noise fault in angular rate q.
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Figure 12: Faulty and reconfigured signals of aircraft control
surfaces (degrees) for extra noise fault in angular rate q.

3.4 Abrupt fault in roll angle ¢

The third simulation scenario illustrates an abrupt fault in roll
angle ¢ at 50s. As expected, a fault in roll angle affects the
lateral alarm flag Lat Flag but not the longitudinal alarm flag
Lon Flag (fig[T4), since longitudinal and lateral linear mod-
els are decoupled as presented in equations (I) and (Z). In
the case of the proposed abrupt fault occurrence, the over-
all aircraft airspeed and altitude would remain in an accept-
able flight condition even if the reconfiguration action does
not take place (fig. [I6). However, this is not the case for the
aircraft attitude once roll and yaw angles would deviate from
normal condition as illustrated in figure [I5] Figures [I3] and
[T6] present the faulty and reconfigured aircraft attitude angles
(rad), airspeed (m/s), aerodynamic angles (rad), and altitude
above ground (m).
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Figure 13: Dedicated adaptive thresholds and fault flag for
longitudinal measurements with an abrupt fault in roll angle
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Figure 14: Dedicated adaptive thresholds and fault flag for
lateral measurements with an abrupt fault in roll angle ¢.
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Figure 15: Faulty and reconfigured aircraft roll, pitch and
yaw angles (rad) for an abrupt fault in roll angle ¢.

4 Conclusion

The main contribution of this work was the development of a
model-based sensor fault detection and diagnosis approach to
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3
I

495

Figure 16: Faulty and reconfigured aircraft airspeed (m/s),
aerodynamic angles (rad), and altitude above ground (m) for
an abrupt fault in roll angle ¢.

be used in the Elektra 2 Solar aircraft. An adaptive threshold
(ATLMS) based on the Least Mean Squares algorithm was
used to detect different types of faults in IMU measurements.
One of the major advantages of the ATLMS technique is the
possibility - not fully explored in this work - of parameter tun-
ing. This may result in a better fault detection performance.
Besides that, the adaptive threshold is able to to handle dy-
namic effects on the insensitive residual. Such effects may
arise due to plant perturbations caused by control actions or
due to the dynamic nature of the residual generator. As a con-
sequence, non-zero residual values can be generated in fault-
free scenario, resulting in a set of undesired false alarms. This
drawback could also be minimized with suitable tuning of
ATLMS parameters. Due to time constraints, the proposed
FDD approach have not been integrated and tested in real
flights yet.
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