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Abstract

The community related to the avionics systems domain tends to be conservative mainly due
to the safety-critical requirements this kind of system has to comply with. With respect to the
presented context, this paper addresses and discusses the next challenges of future avionics
systems always considering the safety-critical aspects and the possibility of formal models
of computation application together with domain-specific architectures. Runtime partial re-
configuration, for example, is one promising way to mitigate the increasing failure rate and
thereby fulfill safety requirements. N-modular redundancy implementation with different
hardware architectures is also analyzed considering reconfigurable computing.
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1 Introduction

The industry community related to the avionics systems do-
main tends to be conservative mainly due to the safety-critical
requirements this kind of system has to comply with. In that
case, the majority of development follows the DO-178 [1] for
the software, and the DO-254 [2] for the hardware guidance.

On the other hand, high-volume commercial electronics usu-
ally dictates some trends such as environmental concerns like
the restriction of hazardous substances and packing more and
more functionality with enhanced performance into smaller
packages also taking into account lower power-consumption.
Along the time, this led to chip geometries in the order of
nanometers.

Nowadays, computer architecture improvement to deliver
performance enhancements is getting harder to achieve, com-
pared to the renascence period from about 50 years ago. The
more relevant facts are the end of Dennard scaling and the
slowdown of Moore’s Law. Chien [3] points out the end
of Dennard’s scaling, shift to multicore, and slowing in the
clock rate growth as disruption from bellow. That author also
mentions the considerable architectures customization in mo-
bile and embedded devices. Those facts have impact on the
avionics systems domain as the system complexity increases
exponentially from one generation to the next.

In view of this, one current trend in high-performance com-
puter architecture is the use of domain-specific architectures
(DSA) instead of the general-purpose ones [4]. DSA is able
to provide performance and power benefits to face general-

purpose architectures that are not having significant perform-
ance improvements in the last years. Potential research areas
include high-quality implementations of open source archi-
tectures and reconfigurable computing which are nowadays
supported by system-on-chip (SoC) composed by a hard pro-
cessor and FPGA with runtime full and partial reconfiguration
enabled [5].

With respect to the presented context, this paper addresses
and discusses the next challenges of future avionics systems
always considering the safety-critical aspects and the possib-
ility of formal models of computation application together
with DSA. Runtime partial reconfiguration, for example, is
one promising way to mitigate the increasing failure rate and
thereby fulfill safety requirements. N-modular redundancy
implementation with different hardware architectures is also
analyzed considering reconfigurable computing.

2 Software & Hardware Working Together
Notice that software and hardware always needed to work to-
gether, especially with respect to embedded systems.

One of the basic concepts of embedded systems is hardware
and software tightly coupled to address an specific function.
However, the modern concept may be slightly different in
the sense embedded systems are becoming more “general-
purpose” concerning its hardware architecture and computing
power.

In this scenario, the following sections introduce the four
standards used to develop a safety-critical class of real-time
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embedded systems, i.e. avionics. Next, it is presented a
general overview of domain-specific architectures, reconfig-
urable computing, and models of computation.

2.1 System, Software & Hardware Avionics Standards

Typically, safety-critical systems are developed in regulated
environments by norms and standards. Examples are found
in domains such as: aviation, automotive, medical, railway,
space, and nuclear [6].

In avionics systems development, there are four standards
typically required to be used as part of the aircraft certific-
ation process: SAE ARP-4754A [7], RTCA DO-178C [1],
RTCA DO-254 [2], and RTCA DO-297 [8]. The relationship
among these standards is presented in Fig. 1.

Figure 1: Relationship among certification standards

All those standards use safety classification. The system fail-
ures are classified within five categories: catastrophic, haz-
ardous, major, minor, and no safety impact. The products
(systems, software, or hardware) which malfunction, cause or
contribute to a system failure occurrence have an attributed
design assurance level (DAL) according to the most critical
system failure condition.

2.1.1 SAE ARP-4754A

According to Xiaoxuna et al. [9], the SAE ARP-4754A [7]
has been prepared primarily for electronic systems which, by
their nature, may be complex and are readily adaptable to high
levels of integration. However, the guidance is also applicable
to engine systems and related equipments. It provides updated
and expanded guidelines for processes used to develop civil
aircrafts and systems that implement aircraft functions.

The SAE ARP-4754A has 47 objectives presented in Table
A-1, published in Appendix A of the standard. Those object-
ives are organized in 8 processes: Planning; Aircraft and sys-
tem development process and requirements capture; Safety
assessment; Requirements validation; Implementation veri-
fication; Configuration management; Assurance; and Certi-
fication authority coordination. These processes are organ-
ized in process model as presented in Fig. 2.

2.1.2 RTCA DO-178C

The first version of RTCA DO-178 was released in 1982.
The European Organization for Civil Aviation Equipment

Figure 2: General processes available at SAE ARP-4754A

(EUROCAE) has an Equivalent Document ED-12. In 2011,
the current RTCA DO-178C [1] was released.

The RTCA DO-178C has five software levels broken down
into objectives to be satisfied. The satisfaction of applicable
objectives enables the software approval as part of the aircraft
certification process. Among the five existing software levels
(A, B, C, D, and E), level A is the most rigorous and requires
compliance with all objectives of the standard. The level E
refers to software products which malfunction does not result
in loss of safety margins.

As presented in Table 1, the classification of the failure con-
dition is associated with the defined software levels. For each
software level, a set of objectives are required for compliance
demonstration.

Table 1: RTCA DO-178C software levels

Failure Condition Software Level Objectives

Catastrophic A 71
Hazardous B 69
Major C 62
Minor D 24
No Safety Impact E None

The 71 RTCA DO-178C objectives are presented in 10 tables,
published in Annex A of the standard. The tables identify
software process objectives with the following characteristics:
Planning (Table A-1); Development (Table A-2); Verification
of the high and low-level requirements and software architec-
ture (Tables A-3, A-4, and A-5); Verification of source and
executable codes (Tables A-5 and A-6); Testing and analysis
(Table A-7); Configuration control (Table A-8); Quality as-
surance (Table A-9); and Certification (Table A-10). These
processes are organized and presented in Fig. 3.

As part of the effort of the DO-178C release, other supple-
mentary standards were also developed, including special re-
commendations, regarding tool qualification (RTCA DO-330
[11]), model-based development and verification (RTCA DO-
331 [12]), object-oriented technology (RTCA DO-332 [13]),
and formal methods (RTCA DO-333 [14]).

2.1.3 RTCA DO-254

According to Kounish et al. [15], the RTCA DO-254 [2] is
the standard which is used for the airborne and safety-critical
application providing a proper guidance to assure the design
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Figure 3: RTCA DO-178C processes organization [10]

of airborne electronic hardware. It has many similarities with
RTCA DO-178C. As an example, the RTCA DO-254 has also
five design assurance levels broken down into objectives to be
satisfied.

The RTCA DO-254 objectives are presented in Table A-1 and
published in Appendix A of the standard. It has 6 processes:
Planning; Requirements; Conceptual design; Detailed design;
Implementation; Validation; Verification; Configuration man-
agement; Assurance; and Certification. These processes are
organized and presented in Fig. 4.

Figure 4: RTCA DO-254 processes organization [2]

2.1.4 RTCA DO-297

According to RTCA DO-297 [8] glossary, the integrated mod-
ular avionics (IMA) is

“a shared set of flexible, reusable, and interoper-
able hardware and software resources that, when
integrated, form a platform that provides services
designed and verified to a defined set of safety and
performance requirements, to host applications per-
forming aircraft functions”.

An IMA system architecture is composed of one or more plat-
forms and includes interfaces to other aircraft systems and
users.

The IMA typical approach consists of the following levels of
acceptance: component; module; application; platform; IMA

system; and IMA aircraft. These levels of acceptance are or-
ganized as illustrated in Fig. 5.

A component is a self-contained hardware part, software part,
database, or combination thereof that is configuration con-
trolled. A component does not provide an aircraft function by
itself.

A module may be software, hardware, or a combination of
hardware and software, which provides resources to hosted
applications. Modules may be distributed across the aircraft
or may be co-located.

An application is a collection of software and/or hardware
modules with a defined set of interfaces that, when integrated
with a platform, performs a function.

At component, module, and application levels, the develop-
ments of such parts should follow the RTCA DO-178C and/or
the RTCA DO-254.

A platform is a group of modules that establishes a computing
environment, support services, and platform-related capabil-
ities, such as health monitoring and fault management.

An IMA system-level consists of platform(s) and a defined set
of hosted applications.

The IMA aircraft-level should demonstrate that each aircraft
function and hosted application functions as intended, sup-
ports the aircraft safety objectives, and complies with the ap-
plicable regulations. However, during the installation activ-
ities, the interactions between hosted applications relative to
the provided aircraft functions should be verified and valid-
ated during aircraft ground and flight testing.

Figure 5: Levels of IMA approval

2.1.5 Wrap-Up

Together, these four standards are closely pursued in the de-
velopment of avionics systems. From the system perspective,
passing through modules, down to the software and the hard-
ware.

The conservatism from the avionics system community is
mainly due to the levels of impact a failure may cause, for ex-
ample, level A in DO-178. Therefore, new trends are almost
always seen as “dangerous” to be included or considered in
avionics.

However, if those trends are backed-up by sound basis, they
can be step by step introduced in future generation systems.
We argue that it is the case regarding domain-specific archi-
tectures supported by reconfigurable computing and models
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of computation.

2.2 Domain-Specific Architectures

During the semiconductor boom, supported by the Moore’s
Law, general-purpose code was accelerated in general-
purpose cores, including techniques such as cache hierarchy;
512-bit single instruction, multiple data (SIMD) floating-
point units; various pipeline stages; dynamic branch pre-
diction; out-of-order execution; speculative execution; mul-
tithreading; and multiprocessing. Nowadays, it is needed
a paradigm shift in computer architecture to achieve a new
level of efficiency. This shift concerns moving from general-
purpose hardware to domain-specific architectures [4].

Gupta [16] mentions three different architectures, as shown in
Table 2.

Table 2: Architecture paradigm and domain [16]

Architecture Domain

Scalar (e.g. CPU) Complex algorithms with diverse de-
cision tree. Limited in performance
scaling.

Vector (e.g. GPU) Efficient in reduced set of parallel-
izable functions. Suffers latency
and penalties related to memory hier-
archy.

Programmable
logic (e.g. FPGA)

Customized to computer a particular
function. May take hours to compile
and synthetize.

Central Processing Unit (CPU); Graphics Processing Unit (GPU);
Field Programmable Gate Array (FPGA).

Different from general-purpose architectures, the hardware
can be specific and optimized for a particular domain in DSA.
Moreover, this can be done in runtime, as discussed in the
next section.

In this sense, computers will be more and more heterogen-
eous.

2.3 Reconfigurable Computing and Formal Models of
Computation

Reconfigurable computing includes computation research to-
wards the use of reconfigurable devices. In this case, for a
specific application requirement, i.e. domain-specific, and at
given time frame, the reconfigurable devices’ spatial structure
is changed to comply with a given objective [17, 18].

Reconfigurability is the "art of engineering degrees of free-
dom into embedded systems", as highlighted by [19]. Notice,
that this concept is different from the adaptiveness. The lat-
ter stands for a possible behavioral ability a system can have
that aids to decide how the system should be reconfigured in
a optimized fashion. Adaptive computing is stated as one of
the reconfigurable computing research areas.

A reconfiguration design is presented in [5]. The author in-
troduces a hardware and software composition which shows

the application of both partial and full runtime hardware re-
configuration based on a heterogeneous computer. In other
words, a SoC with scalar and programmable logic elements
integrated in a single package. Then, that reconfiguration
design, composed by hardware and software, can be classi-
fied as a domain-specific architecture.

Architectures like that can be applied to the avionics systems
domains, as far as they are able to provide the safety inherent
from this domain.

In this sense we can use formal models of computation (MoC)
together with runtime reconfiguration to provide flexibility
and performance along with safety to future avionics systems.

Different models types exist to address different purposes.
Functional modeling is used to address the functional beha-
vior of a system. On the other hand, design and synthesis
refine into implementation details. A model is defined as an
abstraction of an entity, e.g. a physical system or even another
model, according to [20]. That author also states that abstrac-
tion is a method for choosing which aspects will be taken into
account when modeling a system.

A MoC is an abstraction of a physical computing device, and
so, different MoCs serve to different objectives.

MoCs are based on three main points: processes, events, and
signals. The following definitions are derived from [20, 21].

Definition 1. Event. Elementary information unit exchanged
between processes.

Definition 2. Signal. Processes communicate to each other
by writing to and reading from signals, which are a sequence
of events. Signals preserve the order that events are entered.
Each event has a tag and a value. Tags can be used to model
physical time, events order, and other key properties of a
MoC.

Definition 3. Process. Receives and send events. The process
activity is comprised of evaluation cycles, i.e. an application
of a function which maps inputs to outputs. Then, in each
evaluation cycle the process receives inputs, computes, and
sends outputs.

Definition 4. Process Constructor. Parameterizable tem-
plates for instantiating processes, i.e. a higher-order func-
tion.

Processes constructors are used to create processes. New pro-
cesses can be created to form a hierarchical concurrent pro-
cess network.

Definition 5. Model of Computation. Set of processes and
process networks implemented by a well-defined set of pro-
cesses constructors.

The modeling task can be supported by a tool or framework.
Horita et al. [22] introduced a framework comparison method
with a number of desirable characteristics the tools should
have to aid in the formal modeling and simulation of systems.
ForSyDe was one of the frameworks analyzed.
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Formal System Design (ForSyDe) [23] is a transformational
design methodology based on the functional programming
paradigm. It targets heterogeneous embedded systems [20].

A system is modeled as a hierarchical concurrent process net-
work in ForSyDe. Processes communicate with each other by
signals.

In ForSyDe, we model a signal as a list of events, where the
event tag is implicitly given by the event position in the list.
The semantics of a tag is defined by the currently in-use MoC,
i.e., an identical tag of two events in different signals does not
imply these events happened at the same time. All events in a
signal must have values of the same type [21].

The synchronous (SY) MoC splits the time domain into slots.
Everything inside a slot occurs at the same time. The eval-
uation cycle of processes lasts exactly one time slot in syn-
chronous MoC [20], according to the perfect synchrony hy-
pothesis, i.e. neither computation nor communication takes
time.

Synchronous processes consume and produce exactly one
event on each input and output in each evaluation cycle. This
implies the total order of all events in any signal in the SY
MoC. Events with the same tag appear at the same time in-
stant.

Taking these fundamental basis explored so far, the runtime
reconfiguration can be modeled as higher-order function [24],
as follows.

The adaptive process reconfigSY definition is illustrated in
Fig. 6.

reconfigSYn

i1

...in

o

sf

Figure 6: Process con-
structor for reconfigSY [21]

ap f = recon f igSYn

where:

o = ap f (s f ,(i1, . . . , in))

o[k] = s f [k](i1[k], . . . , in[k])

reconfigSY synchronous reconfigurable process can be
modeled by using the mapSY ForSyDe process constructor.

recon f igSY = mapSY ($) (1)

Let’s assume an N-modular redundancy [25]. Typically, this
is applied to safety-critical system to provide dependability.
Different modules may be implemented differently even using
distinct hardware architectures, as long as their final output is
the same. This is totally possible to be implemented using
runtime reconfiguration, as shown in [26].

Concerning the aeronautics trend towards the second genera-
tion of integrated modular avionics adoption, DSA is certainly
a very good candidate to be used in future avionics systems.

Examples of applications combining DSA and runtime recon-
figuration are reduced instruction set computers (RISC) de-
signed for a specific computation, and software-defined radio

(SDR). In the first case, it is possible to have many different
RISC bitstreams in the memory and load or unload them in
runtime using partial reconfiguration, according to the current
need. Regarding SDR, it is possible to have different imple-
mentations and use them depending on the present context to
address challenges such as size, weight, and power (SWaP).

Some benefits of this scheme are hardware reuse resulting in
a reduced circuit area thus contributing to minimizing single
event upset (SEU), and the full control of the trade-off in-
volving power consumption and performance.

3 Next Challenges and Trends
Hennessy and Patterson [4] mention that a current DSA chal-
lenge is how to port software, generally written in program-
ming languages such as C/C++ and Ada, to different architec-
tures. This challenge is similar to the one faced back in the
80’s: how to port code written in Assembly to different mi-
crocontrollers without the need to rewrite almost all of it. The
answer for the latter was high level languages and hardware
room. i.e. memory, to fit more and more code.

Another challenge to the integrated modular avionics is the
runtime hardware reconfiguration application. The question
is how to ensure the reconfiguration is safely performed in a
deterministic way.

Confidently, DSA together with formal models of computa-
tion figure as a promising trend for the next years.

4 Summary
This paper presented some considerations, supported in the
literature, on domain-specific architectures applicability to fu-
ture avionics systems.

A research path is open concerning more and more applica-
tion of formal models in real-time embedded safety-critical
systems such as avionics. Besides, reconfigurable computing
figure as one promising underlying element to achieve power-
consumption and performance efficiency in domain-specific
architectures.
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