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Abstract 

The present paper uses information theo
retic entropy as a means to evaluate the au
thenticity of homophonic substitution ci
phers. We motivate the use of entropy on 
n-grams and then validate its applicabil
ity, by using it on various true ciphers and 
pseudo-ciphers. Differences in entropy al
low us to apply further formal analyses, 
e.g. support-vector machines, in order to 
make predictions about a potential cipher's 
status. We train several support-vector ma
chines and validate them. We then ap
ply the models to two classic ciphers, the 
Zodiac Killer's first major cipher, z408, 
which has been solved, and his second ci
pher, z340, which remains unsolved. The 
models correctly identify z408 as a substi
tution cipher. z340 is classified as an ad
vanced cipher or pseudo-cipher. 

1 Introduction 

For unsolved ciphers, it is often difficult to de
termine which type of cipher is applicable. A 
seemingly encrypted text might be a simple homo
phonic substitution cipher, a transposition cipher, 
a Vigenere cipher, and the like, or it might not even 
be a bona fide cipher at all. Even if one suspects 
that a cipher is a simple homophonic substitution 
cipher, then there are only a few known analyses 
that count as formal evidence, such as e.g. Ravi 
and Knight (2008), Corlett and Penn (2010), and 
Ravi and Knight (2011). 

The present paper presents another formal 
measure that can be used to detect underlying 
language-like information in a possible homo
phonic substitution cipher (in the following short
ened to just substitution cipher). The measure 
quantifies differences in (information theoretic) 
entropy between a cipher and a meaningless base
line. Critically, in contrast to previous analyses, 

the measure can be used to train classifiers like 
support-vector machines or k-means clusters to 
make predictions about the status of a text. 

The present paper is structured as follows: In 
Section 2, we review common types of substitu
tion ciphers, including one-to-one ciphers, one-to
many ciphers, and many-to-many ciphers. Our fo
cus is on one-to-many ciphers and many-to-many 
ciphers. 

The Zodiac Killer's second major cipher, z340, 
is often assumed to be a substitution cipher, but it 
is generally accepted that it has not been solved 
yet. Section 3 briefly introduces z340 and com
pares it to the Zodiac Killer's first major cipher, 
z408, which has been deciphered, cf. Graysmith 
(1987). 

We give basic analyses of z340 and z408, viz. 
character frequency analyses and n-gram analyses, 
in Section 4.1. We compare the two ciphers to a 
pseudo-cipher that we have created, to illustrate 
the limitations of character frequency analyses. N
gram analyses, on the other hand, give useful hints 
about the authenticity of a cipher. However, even 
more powerful measures are needed to give more 
definite insights. 

For this, we use the information theoretical 
measure of entropy, cf. Shannon (1948). We cal
culate entropy based on bigrams and trigrams and 
we apply the measure to various texts and ciphers. 
To be able to train a classifier model, some sort 
of baseline is needed and we establish such base
lines for plain texts and ciphers. All this is done 
in Section 4.2. In Section 4.3, we then use the re
sults to train a support-vector machine, which we 
validate on further test data. The classifiers give 
very good results for plain texts and one-to-many 
substitution ciphers and good results for many-to
many substitution ciphers. The models correctly 
classify z408, the Zodiac Killer's solved cipher, as 
a substitution cipher. z340, the unsolved cipher, is 
classified as an advanced cipher or pseudo-cipher. 
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Section 5 discusses a few issues with the measure 
and Section 6 concludes the paper. 

2 Substitution ciphers 

Common substitution ciphers include one-to-one 
ciphers, one-to-many ciphers, and many-to-many 
ciphers. For an introduction to ciphers (and cryp
tography in general), see e.g. Hoffstein et al. 
(2008). In the following, we use "letter" to refer to 
a unit of an unencrypted plain text, "symbol" for a 
unit of a cipher, and "character" for both. 

In a one-to-one cipher, any plain text letter is 
mapped to exactly one cipher symbol, e.g. "/\' to 
"X", "B" to "Y", etc. Let l be a letter of the set of 
letters L, s a symbol in the set of symbols S. This 
is expressed through the relation r in Equation 1: 
Any given letter l maps to exactly one symbol s; 
and any given symbol s maps to exactly one letter 
l. 

In a one-to-many cipher, some or all plain text 
letters are mapped to more than one cipher sym
bol, e.g. "/\' might be mapped to both "X" and 
".Q", "B" might be mapped to "Y" and "'I'", etc. 
Here, too, each cipher symbol is used for one plain 
text letter only. In our example, "Q" is always "/\', 
etc. One-to-many ciphers are expressed through 
the relation in Equation 2: Any given letter l maps 
to at least one symbol s; but any given symbol s 

maps to exactly one letter l. 
In a many-to-many cipher, there is no restriction 

of having exactly one mapping back from symbol 
to letter. Each plain text letter can map to more 
than one cipher symbol and vice versa. "/\' might 
be mapped to both "X" and ".Q'', "B" might be 
mapped to "Y", but also ".Q", etc. "Q" now repre
sents both"/\' and "B". Many-to-many ciphers are 
expressed in Equation 3: Any given letter l maps 
to at least one symbol s; and any given symbol s 
maps to at least one letter l. 

r(l) H :3ls s ES and r(s) H :311 l EL (1) 

r(l) H ::ls s ES and r(s) H :311 l EL (2) 

r(l) H ::ls s ES and r(s) H :3l l EL (3) 

Table 1 gives an example of a many-to-many 
cipher. Note how e.g. "S" maps to both "10" and 
"57'' and how "31" represents both "Y" and "G". 
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Figure 1: The beginning of the z340 cipher. 

The text is the beginning of The Confession, the 
first letter attributed to the Zodiac Killer, cf. Gray
smith (1987). The letter can be found on Wik
isource (The Wikimedia Foundation, 2018b). The 
Confession also features as one of the texts used in 
Section 4.2. 

One-to-one substitution ciphers are relatively 
easily detected - unless some other trick is em
ployed. The focus of the present paper is on one
to-many ciphers and many-to-many ciphers. Such 
ciphers come in degrees. While weak instances 
can be rather easy to decrypt, strong instances can 
be very hard, sometimes virtually impossible to 
decrypt (see below for details). 

3 z340 

The Zodiac Killer's second major cipher, z340, is 
often assumed to be a substitution cipher. How
ever, even 50 years after its appearance, a gener
ally accepted solution is lacking. Figure 1 illus
trates the beginning of the cipher and the full ci
pher can be found on Wikisource (The Wikimedia 
Foundation, 2018b). This contrasts to the Zodiac 
Killer's first major cipher, z408. z408 is gener
ally assumed to have been solved by Donald and 
Bettye Harden. Parts of the cipher and the full 
solution can also be found on Wikisource (The 
Wikimedia Foundation, 2018b). Zodiackillerci
phers.com (2012) contains the full cipher and the 
Harden solution. 

4 Analyses 

4.1 Character frequencies and n-gram 
frequencies 

To gain first insights into a potential substitution 
cipher, there are two basic analyses: A character 
frequency analysis and an n-gram analysis. Char
acter frequencies provide the number of occur
rences per character of a plain text or cipher. N
gram analyses of characters give the number of oc
currences per n-gram (bigram, trigram, etc.) in a 
text - see e.g. Jurafsky (2019) for an introduction 
ton-grams. 



Plain text: 
Encrypted: 

S H E W A S Y O U N G A N D B E A U T I F 
10 21 48 40 57 47 31 53 51 28 31 7 44 26 6 25 4 30 1 8 29 

Table 1: An example of a many-to-many substitution cipher. The top row is the plain text, below it is the 
encrypted message, using the encryption algorithm described in Section 4.2. 

For example, if the cipher text was sim
ply "DADAISM", then the character frequen
cies are as follows: 'A':2, 'D':2, 'I':1, 'M':1, 
'S':1. The bigram counts are as follows: 'DA':2, 
'AD':1, 'AI':1, 'IS':1, 'SM':1.1 The trigrams are: 
'DAD':1, 'ADA':1, 'DAI':1, 'AIS':1, 'ISM':1. 

However, character frequency analyses are only 
of limited value when one wishes to assess the 
authenticity of substitution ciphers. When using 
character frequencies, it is difficult to distinguish 
a semi-random string that observes common char
acter frequencies and that is then encrypted using 
a true cipher. However, differences will show up 
in an n-gram analysis. This is illustrated in Fig
ure 2. Figure 2 (left) plots the character frequen
cies of a true cipher, z408, and those of a com
parable pseudo-cipher, which is based on a semi
random string. The pseudo-cipher is comparable 
in length and has a similar symbol set to z408. 
For details regarding the encryption algorithm, see 
Section 4.2. 

Character frequencies of both ciphers are plau
sible. However, as Figure 2 (right) illustrates, the 
bigram frequencies reveal differences - while the 
bigram frequencies of z408 are plausible, the bi
gram frequencies for the pseudo-cipher fall "flat", 
i.e. the pseudo-cipher seems to lack a plausible bi
gram count. 

It has been noted that the Zodiac Killer's un
solved z340 also seems to lack plausible n-gram 
counts (Knight, 2013, p. 91). Figure 3 gives the 
character frequencies and bigram frequencies for 
z340. Note how z340 rather resembles the pseudo
cipher than the true cipher. 

The n-gram analysis of z340 indicates that it 
might not be a bona fide cipher. However, a more 
formal analysis is needed for more conclusive evi
dence. We provide such evidence by analysing the 
entropy of various texts, including true ciphers and 
pseudo-ciphers, and then training several support
vector machines on the results. 

1 And '~D': 1 and 'M$': 1 if one wishes to account for be
ginning of line ('"'") and end of line ("$"). In the following, 
we will not include those two. 
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4.2 Entropy as a measure of authenticity 

Entropy in information theory, as introduced by 
Shannon (1948), is a measure of order of a system 
and can be applied to various levels of a linguistic 
sequence, including characters, n-grams, words, 
multiple words, and entire sentences. The general 
formula for entropy, H, is given in Equation 4. In 
our case, F is the frequency of the respective bi
and trigrams. 

H = - L,ft log(ft) (4) 

For instance, the bigram entropy for 
"DADAISM" is 0.68, the entropy for "IADS
DMA'' is 0.78. However, it can be difficult to 
make sense of the values, especially when it is 
compared across sequences with different symbol 
sets and of different lengths. Consider the bigram 
entropy for the pseudo-cipher from above: It 
comes out at 2.52 - but it is not clear what this 
exactly means. 

Thus, for ease of interpretation, we compare 
a sequence's entropy, Hs, to the entropy of a 
meaningless baseline, Hb. For any sequence, we 
pseudo-randomly shuffle the sequence in question 
and use the shuffle as the baseline. To avoid distor
tions of an unlucky shuffle, we take 1 OOO shuffles 
and average their entropy values. This is Hb. The 
absolute difference between Hs and H b is what we 
abbreviate by l~H 1- Creating the pseudo-random 
baselines and calculating l~H I is done with a script 
that we wrote in Python (Python Software Founda
tion, 2018) (all scripts can be found on GitHub2• 

l~H I is easier to interpret: A value of O means that 
the sequence lacks any order, just like the pseudo
random baselines. The greater the value, the more 
ordered a sequence is. Accordingly, the l~H I for 
"IADSDMA'' is 0.0, but the l~H I for "DADAISM" 
is 0.1. l~HI for the pseudo-cipher from above is 
0.0, but l~H I for the true cipher z408 comes out at 
0.06. 

However, even a l~H I can be hard to interpret. 
What does a l~HI of 0.06 mean? Some contextu
alisation is needed and in order to provide it, we 

2https://github.com/superpumpie/z340_2. 
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Figure 2: Left: The relative character frequencies, y-axis, for the true cipher z408 (top) and for a pseudo
cipher based on a semi-random string (bottom). Items are ordered on the x-axis by their frequencies in 
descending order. Right: The bigram frequencies, y-axis, for the same two ciphers, again in descending 
order as per rank. 
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Figure 3: Left: The relative character frequencies, y-axis, for the unsolved z340 cipher. Items are ordered 
on the x-axis by their frequencies in descending order. Right: The bigram frequencies, y-axis, for the 
z340 cipher, again in descending order as per rank. 

120 



analyse various plain texts vs semi-random strings 
and various true ciphers vs pseudo-ciphers. We 
begin with a training set, which we then use to 
train several support-vector machines. We later 
validate the models with further test data sets. 

As a first step, we analyse 32 plain texts and 
32 semi-random strings. The majority of those are 
snippets from the Top 100 books on Project Guten
berg (2018), others were extracted from various 
sources, incl. Wikipedia (The Wikimedia Foun
dation, 2018a) and Wikisource (The Wikimedia 
Foundation, 2018b). All data sets, whose length 
varies between 255 and 459 characters, can be 
found in the above mentioned GitHub repository, 
including their sources. The semi-random texts, 
with a length of 255 to 425 characters, were cre
ated with a script that we wrote in Python (Python 
Software Foundation, 2018). The texts are semi
random in the sense that they observe English 
letter frequency. The corresponding l~H I's for 
bigrams and trigrams are illustrated in Figure 4 
(left). 

We encrypt all true texts and pseudo-texts 
with an algorithm modelled after the encryption 
method used for z408, also using one of our 
Python scripts. Each letter is, partly depending on 
its frequency, pseudo-randomly mapped to one to 
five unique symbols, resulting in one-to-many ci
phers with symbol sets of 52 to 66 symbols. The 
encryption script can also be found in the above 
mentioned GitHub repository. The l~Hl's in en
tropy for the one-to-many ciphers are illustrated 
in Figure 4 (right). 

We also create many-to-many ciphers. The 
encryption algorithm for this has two layers. 
First, similar to the algorithm above, each let
ter is, partly depending on its frequency, pseudo
randomly mapped to one to five symbols. This 
is the first encryption layer. Then, the first layer 
is encrypted again: Each first layer symbol is 
pseudo-randomly mapped to one to four second 
layer symbols. The second mapping is not unique, 
in the sense that most second layer symbols map 
to more than one first layer symbol, resulting in 
a many-to-many cipher. The ciphers have second 
layer symbol sets of 60 to 64 symbols, which is 
similar in size to the symbol sets of the one-to
many ciphers. 

The l~Hl's for the many-to-many ciphers are il
lustrated in Figure 5 (left). As Figure 5 (left) indi
cates, the many-to-many encryption algorithm is a 
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lot stronger than the one-to-many algorithm. True 
many-to-many ciphers and pseudo-ciphers over
lap to some degree, illustrating that a very strong 
many-to-many cipher might be indistinguishable 
from a pseudo-cipher. 

In a last step, we add the two ciphers by the 
Zodiac Killer to the picture. Their l~Hl's are il
lustrated in Figure 5 (right), including a compar
ison with our other ciphers. Z340 sits among the 
pseudo-ciphers. And compared to our encryption 
algorithms, z408 uses a fairly weak encryption 
technique. The latter is not a surprise. In their 
selection of symbols, humans are biased. For in
stance, if the mappings for ''N.' are "X" and "Q", 

then a human might tend to choose "X" if e.g. "/'\' 
precedes an "N" but choose ".Q" if "/'\' precedes 
a "T". Our pseudo-random encryption algorithm 
has no such biases. 

4.3 Training and testing support-vector 
machines for classification 

We use the results from above to train three 
support-vector machines (SVMs), cf. Ben-Hur et 
al. (2002). One SVM for the plain texts vs the 
semi-random strings, one for the true one-to-many 
ciphers vs the one-to-many pseudo-ciphers, and 
one for the true many-to-many ciphers vs the 
many-to-many pseudo-ciphers. The one-to-many 
SVM and the many-to-many SVM are illustrated 
in Figure 6. 

In a second step, we validate the SVMs on fur
ther test data sets. We use another 32 true plain 
texts and 32 semi-random strings, 32 true one-to
many ciphers and 32 one-to-many pseudo-ciphers, 
and 32 true many-to-many ciphers and 32 many
to-many pseudo-ciphers. This gives us a 50-50 
training-testing split. The texts and ciphers were 
obtained in a similar fashion as described in Sec
tion 4.2. The results of the testing phase are given 
in Table 2. 

5 Discussion 

The SVM for plain texts makes excellent predic
tions, the one-to-many SVM also makes very good 
predictions. The many-to-many still makes good 
predictions, but with a somewhat lower accuracy 
than the other models, presumably because the en
cryption technique is rather strong. 

According to the one-to-many model and the 
many-to-many model, z408 is classified as a true 
substitution cipher. z340, on the other hand, is 
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texts and 32 semi-random texts in our training set. Right: The I.L\H I's for the 32 true one-to-many ciphers 
and the 32 one-to-many pseudo-ciphers in our training set. 
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text predicted predicted 
true pseudo 

actual 32 0 
true 
actual 0 32 
pseudo 

o-t-m predicted predicted 
true pseudo 

actual 30 2 
true 
actual 0 32 
pseudo 

F1 = 0.96 

m-t-m predicted predicted 
true pseudo 

actual 25 7 
true 
actual 6 26 
pseudo 

F1 = 0.80 

Table 2: Confusion matrices and FI-scores for the 
three support-vector machine models. Top: The 
model that classifies plain texts vs semi-random 
strings (text). Middle: The model that classifies 
true one-to-many ciphers vs one-to-many pseudo
ciphers (o-t-m). Bottom: The model that classi
fies true many-to-many ciphers vs many-to-many 
pseudo-ciphers (m-t-m). 
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extremely close to zero and both models predict 
that it is not a true substitution cipher. However, 
it should be noted that z340 sits relatively close to 
the decision boundary of the many-to-many model 
and that in some of the re-runs of the procedure, 
the many-to-many model places z340 right above 
the decision boundary. 

Considering that z408 is a rather weak one-to
many cipher, we think that it is unlikely that the 
same author had been able to produce another sub
stitution cipher, i.e. z340, such that its encryption 
mechanism became stronger by several orders of 
magnitude. We interpret this as evidence that z340 
is either not a bona fide substitution cipher or uses 
a different, more sophisticated encryption mecha
nism altogether. For instance, it might be a trans
pose cipher or a Vigenere cipher. 

There are a few things to note about the pre
sented measure. First, the measure is not absolute. 
Consider for instance Kryptos Passage 4 by Jim 
Sanborn, also available on Wikipedia (The Wiki
media Foundation, 2018a). Here are the first three 
lines of Kryptos 4: 

NGH/JLMNQUVWXZKRYPTOSABCDEFGH/JL 

OH/JLMNQUVWXZKRYPTOSABCDEFGH/JL 

P/JLMNQUVWXZKRYPTOSABCDEFGH/JLM 

The entropy for Passage 4 comes out as 1.55 
and the l~HI is 0.92. This, of course, does not 
mean that Passage 4 is a plain text or a substitu
tion cipher. Upon visual inspection, it becomes 
immediately clear that neither is likely. This is a 



limitation one has to keep in mind using entropy 
on potential ciphers. 

Another issue is that there is no definite cut off 
point between strong many-to-many ciphers and 
pseudo-ciphers. Very strong many-to-many ci
phers can become indistinguishable from pseudo
ciphers. However, this is a good reflection of the 
underlying reality: As the strength of the encryp
tion mechanism increases, the probability of being 
able to make sense of it decreases. l~H I reflects 
this inverse relationship. 

Finally, while we use SVMs, other analyses can 
be used as well. For instance, one could use a 
k-means clustering analysis, cf. Lloyd (1982) and 
Forgy (1965), in addition to an SVM. 

6 Conclusion 

We have shown that using differences in informa
tion theoretical entropy can be used to evaluate 
the authenticity of substitution ciphers. We cre
ated 64 true ciphers and another 64 pseudo-ciphers 
and split those into training and test data sets. We 
then trained and tested support-vector machines 
on our data sets. The model for one-to-many ci
phers makes very good predictions, the model for 
many-to-many ciphers makes decent predictions. 
We applied those two SVM models to the the Zo
diac Killer's two major ciphers, z408 and z340. 
z408, which has been solved, is correctly predicted 
to be a real substitution cipher. z340, which re
mains unsolved, is predicted to not be a substitu
tion cipher. We think that it is likely that z340 is 
either another type of cipher, e.g. a transpose ci
pher or a Vigenere cipher, or that it might not be a 
bona fide substitution cipher after all. 

As a next step, it would be interesting to apply 
the measure to other, unsolved ciphers. Also, ide
ally, further measures could be developed for other 
types of ciphers, like transposition ciphers or Vi
genere ciphers. 
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