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Preface: Program Chair

We are very pleased to introduce the proceedings of the International Conference on
Historical Cryptology (HsTOCRYPT 2018), held at the Department of Linguistics and
Philology on the English Park Campus, Uppsala University, Sweden, between June 18
and 20, 2018.

HiISTOCRYPT addresses all aspects of historical cryptology/cryptography includ-
ing work in closely related disciplines (such as history, history of ideas, computer
science, Al, computational linguistics, linguistics, or image processing) with rele-
vance to historical ciphertexts and codes. The subjects of the conference include, but
are not limited to the use of cryptography in military, diplomacy, business, and other
areas, analysis of historical ciphers with the help of modern computerized methods,
unsolved historical cryptograms, the Enigma and other encryption machines, the his-
tory of modern (computer-based) cryptography, linguistic aspects of cryptology, the
in uence of cryptography on the course of history, or teaching and promoting cryp-
tology in schools, universities, and the public.

HiSTOCRYPT represents a continuation of the friendly events of European Histor-
ical Ciphers Colloquiums (EuroHCC) held in Heusenstamm (2012), Kassel (2016),
and Smolenice (2017) to discuss on-going research in historical cryptology in Europe.
Considering EuroHCC's growing popularity among the crypto-historians and cryp-
tographers and the establishestRYPT network on historical cryptology with over
90 members from 20 countries around the world, our aim is to establshd€ryYPT
as an annual, world-wide event. The rst event in the series takes place in 2018 at
Uppsala University, Sweden. We are very happy that the conference has been inter-
nationally recognized outside Europe as well, and submissions are received from all
over the world. It is a great honor to serve as the Program Chair feT&CRYPT
2018, to be held in Uppsala for the rsttime.

The scienti ¢ program was carefully planned by an international scienti ¢ pro-
gram committee, consisting of researchers in cryptology, history, intelligence and lan-
guage technology. The program committee invited paper submissions in two distinct
tracks: regular papersup to 10 pages on substantial, original, and unpublished re-
search, including empirical evaluation results, where appropihtat paperaup to
4 pages on smaller, focused contributions, work in progress, negative results, surveys,
tutorials, or opinion pieces; or summarizing a software system to be accompanied by
a live demonstration at the conference.

The conference received 24 submissions from all over Europe (Czechia, Den-
mark, France, Germany, Hungary, Italy, Netherlands, Poland, Slovakia, Sweden, and
the UK) as well as from Ghana, Israel, New Zealand, Russia, the United States, and
Uruguay.

Our primary goal in the program committee was to achieve a high quality program
using a double-blind, rigorous review process. All papers were reviewed by at least
three experts invited by the program committee members for reviewing. After dis-



cussion among the reviewers to synchronize recommendations, the nal selection of
the papers was made by the program committee. The decision was not an easy task
due to many submissions with high scores and overall positive reviews, and the time
and space constraints of the two day long main conference. Our goal was to include
papers dealing with a wide variety of topics from various scienti ¢ areas of relevance

to historical cryptology. We aimed at achieving balance between regular and short
papers, and chose to accept papers—being regular or short—with high scores as oral
talks, while we were more lenient with poster presentations. 66% of the regular papers
and 33% of the short papers were accepted for oral presentations, while 22% of the
regular papers and 50% of the short papers were accepted as posters and/or demos. In
the nal program, there are 16 regular, and 5 short papers, all collected in this volume,
thematically structured, in the same order as they are presented during the conference.

In addition to the accepted papers, we are proud to present six invited keynote
speakers, distinguished researchers from France, Germany, Israel, and the US. They
cover different areas of the conference. Craig Bauer (York College of Pennsylvania)
presents highlights from his book on the world's greatest ciphers. Katherine Ellison
(lllinois State University) talks about the central role of cryptology in the history of
reading. Rmi Géraud tells us about his and David Naccache's wéitofe normale
superieure) on a French code from the late 19th century. Ephraim Lapid (Bar-llan
University and IDC Herzliya) presents the thrilling story behind the British “Israeli
Enigma”.

Given the location of HSTOCRYPT at Uppsala University, special attention is
given to the heritage of Prof. Arne Beurling and his role in breaking the German
teletype ciphers. Therefore, we invited Kjell-Ove Widman, professor emeritus in ap-
plied mathematics (University of Liriping) to talk about Arne Beurling as a math-
ematician and code breaker, and George Lasry (University of Kassel) to tell us about
his very new methods to solve the “completely hopeless” T52, which Arne Beurling
worked on and which can be found in the archives of the Swedish National Defence
Radio Establishment (FRA). And in connection to the poster and demo session, we
organize an exhibition to show four Enigma machines, usually hidden in the FRA
archive.

Lastly, the conference program also includes two workshops, organized by their
own committees. The workshop ¢Automated) Cryptanalysis of Classical Ciphers
with CrypTool 2demonstrates the open-source e-learning tool consisting of several
classical and modern cryptographic algorithms where participants can learn and prac-
tice how to use CrypTool. The workshapolving codes rather than ciphers. Is there
a software challengefocuses on the fascinating codes, encrypted messages word by
word, aiming at nding solutions for breaking these.

These proceedings will provide a permanent record of the program. The confer-
ence proceedings are published by the Northern European Association for Language
Technology (NEALT) Proceedings Series by Laging University Electronic Press,
as freely available Gold Open Access. The proceedings are indexed in the DBLP com-
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puter science bibliography and also published in the anthology of the Association of
Computational Linguistics (ACL Anthology) in parallel.

Organizing a conference with an interesting and diverse program in a highly cross-
disciplinary eld is far from easy and relies on the goodwill of many researchers in-
volved in the various scienti ¢ areas, all with their own traditions. | would like to
express my gratitude and appreciation to my great fellows on the program committee
for their invaluable work, for fruitful discussions, and for sharing the effort of creating
the program. A special thank goes to the steering committee, especially Arno Wacker,
for his support and generous advice. | would also like to record my appreciation for
the work of the 23 reviewers and 4 subreviewers for their time and effort to contribute
to the reviewing, give constructive and collegial feedback, and help the program com-
mittee in the selection of papers. Wholehearted thanks go to the six keynote speakers,
and the workshop organizers, as well as Anders H. Wik&salLjungqvist for bring-
ing to light the Enigma machines and arranging the exhibition in connection to the
demo session. | would also like to thank all authors without whom this conference
would not have taken place! Nils Blomqvist deserves a huge and special thank for
professionally serving as the proceedings co-manager. My greatest debt goes to the
local organization, Eva Pettersson, for carrying the burden of the local organization,
and Bengt Dahlqvist, for helping out with the on-line registration and the conference
website. We are also extremely pleased to have received generous sponsorship from
the Swedish Foundation for Humanities and Social Sciences allowing free registra-
tion and covered accommodation and travel costs for many conference participants.
Lastly, I am grateful to my nearest and dearest—my twins, bonus kids, and partner—
for generously giving me the space to disappear into our world of hidden secrets from
the past.

| wish you all a fruitful conference and hope you will enjoydtoCRYPT 2018!

Beata Megyesi (Program Chair)
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INVITED TALK:

Updates on the World's Greatest Unsolved Ciphers

Craig Bauer
York College of Pennsylvania, USA

Abstract

Craig's book,Unsolved! The History and Mystery of the World's Greatest Ciphers from An-
cient Egypt to Online Secret Societisaw print a little over a year ago. Many updates can
now be made. The talk includes highlights from the book, progress that has been made on sev-
eral ciphers contained therein, and images of more historic unsolved ciphers, as challenges for
conference attendees.

Bio
Craig P. Bauer is professor of mathematics at York College of Pennsylvania and the editor-
in-chief of Cryptologia. He was the 2011-2012 Scholar-in-Residence at the National Security
Agency (NSA) Center for Cryptologic History and is the author of two bo@ecret History:
The Story of Cryptologyand Unsolved!: The History and Mystery of the World's Greatest

Ciphers from Ancient Egypt to Online Secret Societi¢is television appearances include the
mini-seriesThe Hunt for the Zodiac Killeand two episodes d€odes and Conspiracies
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INVITED TALK:

Cryptology and the Fantasy of Reading

Katherine Ellison
lllinois State University, USA

Abstract

This presentation will explore the central role of cryptology in the history of reading, when lit-
eracy became a goal of the masses rather than a special skill reserved only for the educated elite.
Beginning in the seventeenth century, instructional cryptography manuals established the foun-
dational terms and methodologies of literacy training. Cryptologers including John Wilkins,
Gustavus Selenus, Gasparis Schotti, Noah Bridges, and John Falconer sought not only to edu-
cate the public in ciphering and deciphering but to establish multimodal habits of everyday lit-
eracy; they had a vision of the future of citizen literacy that resisted the dominance of alphabetic
reading and insisted that literacy must encompass alphabets as well as mathematics, algorithms,
scienti ¢ symbols, musical notation, visual images, and digital technologies (and they did use
the term “digital”, as in requiring the use of the digits). Cryptology also provided the framework

for teaching audiences how to see the ways in which the habits of printing, page layout, and the
physical materiality of books and paper all make meaning in relation to the symbols on the
page. Though their methods did not heavily in uence eighteenth- and nineteenth-century edu-
cational theorists, the revival of cryptologic curiosity during World War 1, in particular, brought

the seventeenth-century methods to the attention of gures like John Matthews Manly, Edith
Rickert, the Friedmans, and others. Riverbank Laboratory even began publishing primers for
teaching kindergarteners how to read — by teaching them the bilateral cipher of Francis Bacon.

Bio

Katherine Ellison is co-editor oA Material History of Medieval and Early Modern Ciphers:
Cryptography and the History of Litera¢2017) and author o4 Cultural History of Early Mod-
ern English Cryptography Manua{016) and-atal News: Reading and Information Overload
in Early Eighteenth-Century Literatur2006). Professor of English at lllinois State Univer-
sity, she has published widely on cryptology, media history, and literacyaimes and War
Early Modern TraumalLiterature Compassthe Journal for Early Modern Cultural Studies
the Journal of the Northern Renaissand&ook History Eighteenth-Century FictignEduca-
tional ResearchAcademic Exchange Quarterlilaternal PedagogiesandSex and Death in
Eighteenth-Century LiteratureShe is beginning a new collection with Medievalist Dr. Su-

san Kim on John Matthews Manly and Edith Rickert and a monogragfoprintelligencean
investigation of cryptology and gender identity.

Xiii






INVITED TALK:

A French Code from the Late 19th Century
David Naccache and&mi Geraud

Ecole normale sugrieure, Paris, France

Abstract

The Franco-Prussian war (1870-1871) was the rst major European con ict during which ex-
tensive telegraph use enabled fast communication across large distances. Field of cers would
therefore have to learn how to use secret codes. But training of cers also raises the probability
that defectors would reveal these codes to the enemy. Practically all known secret codes at the
time could be broken if the enemy knew how they worked.

Under Kerckhoffs' impulsion, the French military thus developed new codes, meant to
resist even if the adversary knows the encoding and decoding algorithms, but simple enough to
be explained and taught to military personnel.

Many of these codes were lost to history. One of the designs however, due to Major H.
D. Josse, has been recovered and this article describes the features, history, and role of this
particular construction. Josse's code was considered for eld deployment and underwent some
experimental tests in the late 1800s, the result of which were condensed in a short handwritten
report. During World War 1l, German forces got hold of documents describing Josse's work,
and brought them to Berlin to be analysed. A few years later these documents moved to Russia,
where they have resided since.

Bio
David Naccache heads the ENS' ISG. His research areas are code security, forensics, the au-
tomated and the manual detection of vulnerabilities. Before joining ENS Paris (PSL) he was
a professor during 10 years at the Univeérditaris 2 (Sorbonne Univeras). He previously
worked for 15 years for Gemplus (now Gemalto), Philips (now Oberthur) and Thomson (now
Technicolor). He is a forensic expert by several courts, and the incumbant of the Law and IT

forensics chair at EOGN. David is the inventor of 170 patent families and the author of 200
publications in information security and cryptography.

Dr. Remi Géraud is cryptologist, security researcher, member of the Information Security
Group ofEcole normale sigrieure. His research interests include the mathematics of public-
key cryptographic protocols, information security, physical and network intrusion, defensive
design, and on a broader scale the economics and geopolitics of information.
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INVITED TALK:

The Israeli Enigma

Ephraim Lapid

Bar-llan University and IDC Herzliya, Israel

Abstract

From its early days, the Israeli military has developed a Signals Corp to provide effective and
secure communication to the needs of the defense establishment. From the start, there was good
cooperation between the functions of cyphering and deciphering, although they were conducted
by different organizations, to assure the security and reliability of military communications.

As soon as Israel gained its independence, it became a key target for British intelligence col-
lection. British espionage activities on Israel were coordinated from the Security Intelligence
Middle East (SIME) headquarters near Cairo, and later from Cyprus. The nascent Israeli cryp-
tography was of special interest for British intelligence, as Britain still maintained a substantial
military presence in the region, especially at the Suez Canal in Egypt and in Jordan. In the
early 1950s, British intelligence embarked on a covert operation aimed at giving them access to
Israel's most secret communications. The Israeli Defense Forces (IDF) looked for an advanced
cypher machine to replace the hand-cypher, which caused bottlenecks of huge numbers of mes-
sages. Israel succeeded in purchasing from the United Kingdom 50 Enigmas in good order, and
believing in the Enigma's invincibility, invested substantial effort and cost to transform them in
great secrecy into Hebrew. However, before these Enigmas were put to operational use, a warn-
ing was received from several Israelis, who were former members of Bletchley Park's staff, on
British successes in cracking the Enigma during WWII. A decision was made to abandon the
Israeli Enigmas. Most of the Hebrew Enigmas were sadly destroyed, only one example was
retained and is today on display at the IDF heritage center.

In the British Bletchley Park team were several persons who later immigrated to Israel,
including Prof. Joseph Gilis, who founded the Department of Mathematics at the Weizmann
Institute and Dr. Walter Eytan, the First Director-General of Israel's Ministry of Foreign Affairs.
Two other Jewish experts from South Africa, Shaul Bar-Levav and Meir Shapira, were the
founders of the IDF units of ciphering at the Signal Corp and deciphering in the Sigint unit.
Colonel Shaul Shamai, a prodigious decoder of Arabic codes, was the only soldier who was
decorated by an IDF Chief of Staff who had not fought on the battle eld, a testimony to his
crucial contribution to deciphering key Arab cyphers.

Bio
Brigadier General (Res.) Dr. Ephraim Lapid is a lecturer at Bar-llan University and IDC Her-
zliya Israel. He served as a Senior Intelligence of cer in the Israel Defense Forces (I.D.F)

and was the I.D.F. Spokesperson and Instructor in the Israeli National Defense College. After
retiring from the Israeli Military, he was a senior of cial in the Jewish Agency.
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INVITED TALK:
SPECIAL SESSION ONARNE BEURLING

Arne Beurling:
Mathematician and Code Breaker

Kjell-Ove Widman

Professor Emeritus, Sweden

Abstract

Arne Beurling was a 34-year old professor of mathematics at Uppsala University when the Sec-
ond World War broke out in 1939. He reported immediately to the Swedish SIGINT service
and was rst entrusted with Soviet military codes which he helped solve, partly in cooperation
with Finnish colleagues. After the occupation of Norway in 1940, a hitherto unknown type
of encrypted traf c was picked up from telegraph cables running from Norway to Germany
through Sweden. Given the task of analysing the traf c, Beurling took the collected material
from two days in May and retreated to his of ce. Two weeks later he reappeared, having diag-
nosed the type of the transmission, deduced the ciphering algorithm, and found a way to attack
it. Special machines were built, and over a three-year period, more than 250 000 messages
sent between Berlin and the occupying forces in Norway were deciphered and forwarded to the
relevant Swedish authorities.

Beurling's achievement is surely one of the more remarkable ones in the history of cryptog-
raphy, in particular since he worked with ciphered messages only and feagfriosi knowledge
of the system. This talk will try to give a hint of his cryptanalytic work and the Swedish code
breaking effort during the war, as well as touch on his personality and his career as a mathe-
matician.

Bio
Kjell-Ove Widman has been professor of applied mathematics at the University ajpim
director of The Mittag-Lef er Institute of the Royal Swedish Academy of Science, and guest
professor at universities in Germany, Italy, Poland and the US. He became interested in cryp-
tology while doing his national service, and has worked on and off in the eld since then,

consulting for governmental and private organisations and companies. He has also translated
books in mathematics and related elds.
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INVITED TALK:
SPECIAL SESSION ONARNE BEURLING

Modern Codebreaking of T52

George Lasry
University of Kassel, Germany

Abstract

The Siemens and Halske T52 is a family of teleprinter encryption systems, used in WWII by
the Luftwaffe, the German Navy and Army, and German diplomatic services. Codenamed
“Sturgeon” by the Allied, it was designed to provide enhanced security, compared to the other
German teleprinter encryption system, the Lorenz SZ42 (“Tunny”). In one of the most im-
pressive feats of cryptographic genius, the rst model, the T52a/b, was reconstructed by Arne
Beurling only from encrypted traf c. It was also reconstructed at Bletchley Park. Until the end

of 1942, Sweden was able to read current T52 traf ¢ that passed through its teleprinter lines,
taking advantage of errors by German operators (e.g., messages sent in depth). At the beginning
of 1943, Germany increased their security measures, also introducing a new model, the T52d.
The T52d was a much more secure system, featuring an irregular movement of the wheels, and
a “Klartext” (autokey) function. Sweden could not read its traf ¢, and a Bletchley Park report
from 1944 considers the T52d problem to be “completely hopeless”.

The T52 problem (when no depth is available) is still daunting today, even with modern
computing. Since WWII, no new methods for the cryptanalysis of the T52 have been published.
The machine complexity, and its huge keyspace gi##,, prohibit any brute-force attack. In
this presentation, George will describe how he applied a novel statistical approach, to decipher
rare original telegrams from 1942, encrypted using the T52a/b, and found in FRA archives.
Also, he will present a rst-ever practical attack on the T52d and its successor, the T52e, which
takes advantage of a subtle weakness in the design of their stepping mechanism.

Bio

George Lasry specializes in the codebreaking of historical ciphers using modern optimization
techniques. He has developed state-of-the-art attacks for a series of challenging cipher machines
and systems. In 2013, he deciphered a collection of 600 original ADFGVX ciphertexts from
1918, which provide new insights into key events in the Eastern Front of WWI. In 2017, he also
reconstructed German diplomatic and naval codebooks and deciphered hundreds of encoded
messages from 1910 to 1915. Also, George has solved several public challenges, including
the Double Transposition challenge, Chaocipher Exhibit 6, the M-209 Challenge and the 2015

Enigma Challenge. George Lasry regularly writes about his ndings in Cryptologia. The sub-
ject of his Ph.D. thesis is théryptanalysis of Classical Ciphers with Search Metaheuristics
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CONFERENCE PROGRAM

Welcome Reception 18:00-21:00 at the Linnaeus Gar@meden's oldest botanic garden.

09:00 +09:30 Opening

Arno Wacker Chair of the Steering Committee

Beata Megyesi Chair of the Program Committee

Eva Pettersson Chair of the Local Organizing Committee
09:30 £10:15 Keynote

Chair: Beata Megyesi

Craig Bauer
8SGDWHV RQ WKH :RUOGYYV *UHDWHVW 8QVROYHG &LSKHUV

10:15-11:00 Historical Ciphers/Codes
Chair: Gerhard Strasser

Ekaterina Domnina
Nicodemo Tranchedini's Diplomatic Cipher: New Evidence

Camille Desenclos.
Unsealing the Secret: Rebuilding the Renaissance French CryptographiesSa8:0-1630)

11:00-11:30 Coffee Break

11:30-12:30 Cryptanalysis of Classical Algorithms
Chair: Anne-Simone Rous

Juan José Cabezas, Joachim von zur Gathen, and Jorge Tiscornia
Uruguayan Cryptographic Carpet

Nils Kopal
Solving Classical Ciphers with CrypTool 2

Mark Stamp, Fabio Di Troia, Miles Stamp and Jasper Huang
Hidden Markov Models for Vigenere Cryptanalysis

1 http://www.botan.uu.se/our-gardens/the-linnaeus-garden/visit-the-garden/



12:30-13:30 Lunch

13.30-14.15 Keynote
Chair: Bernhard Esslinger

David Naccache and Rémi Géraud
A French Code from the Late 19th Century

14:15-14:45 Coffee break

14:45-16.15 WW1
Chair: Marek Grajek

Karl de Leeuw
The Solving of a Fleissner Grille during an Exercise by the Royal Nettlsrfamy in 1913

George Lasry
Deciphering German Diplomatic and Naval Attaché Messagesied#-1915

Ingo Niebel

Learning Cryptanalysis the Hard Way: A Study on German Culture of Cryptoidgprid
War |

Paolo Bonavoglia
New Findings in a WWI Notebook of Luigi Sacco

16:15-16:45 Coffee break

16:45-17.30 Keynote
Chair: Benedekang

Katherine Ellison
Cryptology and the Fantasy of Reading

18:30-00:00 Conference Dinner at Norrlands Nation

2 http://www.norrlandsnation.se/



09:00-09:45 Keynote
Chair: OtokarGro &k

Ephraim Lapid
The Israeli Enigma

09:45-10:15 Coffee break

10:15-12:00 WWwW2
Chair: Karl de Leeuw

Anders Wik
The First Classical Enigmas. Swedish Views on Enigma Development1Ba -

Marek Grajek
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Dermot Turing
The Poles and Enigma after 1940: le voile se leve-t-il?

Magnuws Ekhall and Fredrik Hallenberg
US Navy Cryptanalytic Bombe&A Theory of Operation and Computer Simulation

Carola Dahlke
What We Know about Cipher Device "Schliisselg&@t41" so far

12:00-13:00 Lunch

13:0045:00 Business meeting

15:00-15.30 Coffee break

15:30-16:30 Keynote: Special Theme on Arne Beurling

Chair: Anders H. Wik

Kjell-Ove Widman
Arne Beurling Mathematician and Code Breaker

George Lasry
Modern codebreaking of T52



16:30-18:00 Poster and demo session with exhibition and coffee
Posters

Noor R. Al-Kazaz, Sean A. Irvine and William J. Teahan
An Automatic Cryptanalysis of Playfair Ciphers Using Compression

Niels O. Faurholt
Willard's System

Anna Lehofer
The Application of Hierarchical Clustering to Homophonic Ciphers

OLFKDO O0XVtOHN DQG aw SiQ +XEIiORYVNE
Teaching and Promoting Cryptology at Faculty of Science University afddreralové

Klaus Schmeh
Examining the Dorabella Cipher with Three Lesser-Known Cryptaisalethods

Jaap van Tuyll
Design and Strength of a Feasible Electronic Ciphermachinetfret970s

Demos

Eugen Antal and Pavol Zajac
ManuLab System Demonstration

Magnus Ekhall and Fredrik Hallenberg
US Navy Cryptanalytic Bombe - A Theory of Operation and Computeul&fian

Nils Kopal
Solving Classical Ciphers with CrypTool 2

Extra demo by the organizers: Beata Megyesi, Nils Blomqvist and Eva Pettersson
The DECODE database

Exhibitionby FRA: Anders H. Wik and Asa Ljungqvist
Enigma machines
18:00-18:15 Closing

19:00-00:00 Conference DirmigRestaurant Borgén

3 http://www.fra.se/snabblankar/english.10.html
4 https://www.borgenuppsala.se/



09:00-12:00Automated) Cryptanalysis of Classical Ciphers with CrypTool 2

Workshop organizers: Nils Kopal, Armin Krauss, Bernhard Esslinger
Room: 22-1017

12:00-13:00 Lunch
13:00-17:0050lving Codes rather than Ciphers. Is there a Software Challenge?

Workshop organizeiKarl de Leeuw
Room: 22-1017
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/ILNKDFKHYTV D W WidJ UéEtErW toR Q R
Tranchedini was correct or not. Now this can be

GRQH E\ VWXGLQJ 7UDQFKHGLQLTYV
the ltalian archives.

Figure 2 The Scientific and Historical Archive
of the Russian Institute of History, Russian
Academy of Sciences, Saint Petersburg, Coll. 48,
Box 585, no. 35, f. 1v, detail (with permission)

Such an intriguing description definitely
worked well to sparkle coHFWRUV fh th@WHU HVW
document, but at the same time did not cite any
credible source for such an attribution. Indeed
the early twentieth century witnessed a rise of
interest towards medieval and Renaissance

cryptology. It was at that period that Aloys Figure 3 The Scientific and Historical Archive
Meister published his research on Italian ciphergf the Russian Institute of History, Russian
(Meister, 1902). In this sense Likhachev was in axcademy of Sciences, Saint Petersburg, Coll. 48,

good company when he purchased this encodeshx 585, no. 35, wrapper (with permission)
document from the Charavet antiquaries. At the

same time, he evidently never seriously Nicodemo Tranchedini da Pontremoli (1413-
attempted to decode this lett 1481) was one of the most faithful and long-
) standing diplomatic agents of Francesco Sforza
Today the study of thigrcoded letter could (1401-1466), both before the latter rose into
add to the discussion on how ltalian Renalssanc,ﬁ)\,\,er and afterwals He receiveda humanistic
cryptology evolved and, most importantly, education, taking keen interest in collecting and
whether there was any difference betweea thstudying Latin and Greek manuscripts
codes devised by scholars and those employed ffigrentine by birth, Tranchedini worked for
the daily diplomatic practice (Buonafalce, sforza in his home city-state, enjoying
2008:64) When trying to find answers to these continuous favour of the Medici family. As
questions one should definitely take a closer looks | R U JrEpfiedentative, he also resided in Rome
at this ercoded letter from the Likhachev and Genoa, among other places (Sverzellati,
collection and establish its author, contentsg 998). Famous for his impact on the formation of
receiver and purpose. the diplomatic letterper se Tranchedini left
h h fihe | behind a large amount of correspondence,
2 The author of the letter currently preserved primarily in the State

On a wrapper of this document Likhachev left aArchives_ of 'Milan (Archivio di Sta_to di Milano,
note, suggesting that it was written by Nicodemd=arteggio Visconteo Sforzesquassin).
Tranchedini da Pontremoli (Figure 3). However, .
collection this attribution was not taken into n his letters in the Nﬂlanese StategArchi Jes
consideration. Throughout the Soviet era, whef? ] . .

- - A . was able to concludgat it was indeed his own
the majority of Russian scholars working with

this collection had no access to the foreigTUt not from the 1460s or even later, contrary to

: . : : he Charavet attribution. Further study of
archives, it was impossible to check whethe 7U D Q F K EbBdsondevice showed that in the



1450s he primarily resided at the papal court,and +RZHY HU WKH VHDUFK WKURXJK
thus the letter should be attributemithe 1440s, letters from 1450s bore some fruit. Not only did |
when he visited Florencead BU]D vV DJH Q@i a document with a cipher identical to the
letter in question but also a partical deciphering
3 7UDQFKHGLQLTV GLSORRD Wl tode L(&rkhiié) di Stato di Milano,

Carteggio Visconteo Sforzesco, 41, no. 106, fol.

In order to prove this hypothesis one should Ioo% .
. . , 11 March 1454, Rome). Judging by the
at the code itself and search for its key. The mo andwritirg, it is evident that Cicco Simonetta

obvious starting point wouldoe the cipher . : ) .
collection of his son Francesco Tranchedinldmlphere(j this passage himself. Then his

h ~_addition was glued with wax owehe ciphered
(’\i'li“ﬂ%‘lsg%? pre;_erved ttm ii‘{griwwp'estext. (Figure 4). Taking this fragment as a
entored by Cicco Simonetta ( -1480)e starting point and using simple substitution

ducal secretary, Francesco served the Sforza -
: ) . . analysis, | was able to reconstruct the code
family alongside his father. He listed

1LERGHPRYTV FLSK U hiR @eatyr & 9U¢5)

(Cerioni. 1970,1I; Hoeflechner, 1970 As L. This nomenclator consisted of 81 signs: 36 for

Cerioni  established (1970, :6¢7), it Was |etters, 4 for double letters, 1 for nulls, 30 for
employed from about 1471 until 1478. Thisgyiaples, 11 for words. It is incomplete since no
particular nomenclator consisted of 253 signs, 53tner extant examples of this code seem to have

tfor letters, 12+for double letters, 8tfor nulls, v xyyYLYHG L Q 7UDQFKHGbL®LYV FRU
65 for syllables, 113tfor words. the 1450s in the State Archives of Milan. It is

also important to underline that certain signs

When compared to the code of the letter i . :
question, it did not match. This means that thrérom the 1453 letter had a different meaning

. . compared to that in the postscript. This means
encoded postscript belonged to the earlier dat?hat the code was evolving over the time
After Fhat ! COl.Jld only hope for some good IUCI(’However, since no other pieces of this code are
combined with thoroughly check through

available now, it is not possible to establish how
1LFRGHIetRf% from the 1440-1450s. The ' _
search WKURXJK 7UDQFKHGLQLIVWER U AVERGBWEPL FiPQIRG

from the 1440s returned neither similar encoded enclaror.

letters of his, nor the original letter to which this
postscript belonged.

Figure 4. Archivio di Stato di Milano, Carteggio Viscontdor@esco, 41, no. 106, fol. 1v, 11 March
1454, Rome a fragment (permission no. 4218/28.13.11/13, 24/2017 issued on 18.07.2017)



Figure 5. A reconstructed nomenclator forD Q FKH G L Q lfrfiv theLLSkikadhe ollection

4 Contents and dating of the document these events. At least, there is firm evidence that
. in January of this year he negotiated with the
When analysing the reconstructed contents ofjorentines to win their support for Sforza and

this postscript one could easily conclude that thgycceeded in this endeavour, providing him with

key figure to understand and interpret it isp0 000 florins on their behalf (Zaccaria, 2015:33-
condottiere Francesco Piccinino (or Pitticino)s4 37).

(c.1407+16 October 1449) (See Appendix 1).

. 5 Conclusions
When on 13 August 1447 Filippo Maria

Visconti, the Duke of Milan, died and the Firstly, the letter should be dated 23 February
Ambrogian republic was proclaimed, it 1449 and was almost certainly intended for
continued its rivalry with Venice for the control Simonetta, who stBG EHKLQG 7UDQFKHG
of the river Po valley. Condottieri Jacopo andmission to Florence in January 1449. Secontily, i
Francesco Piccinini, as well as others, used thes® not yet clear where the main part of this letter
adversities to enrich themselves by constantlys, if indeed it is preserved. Thirdly, the

switching sides in return for lucrative paymentsdocument adds new data to the discussion about

from Milan and Venice. Francesco Sforza alsdhow Sforza prepared to conquerlafi, which he

participated in this worrisome diplomacy, did in early 1450. Finaly,7UDQFKHGLQLYV FL*
awaiting an opportunity to seize power from thein this postscript differs from the sophisticated
republicans in Milan. On 18 October 1448 heciphers presented by his son in his cryptologic

and Venice concluded an alliance at Rivoltellacollection, which could indicate that there might

which XSVHW )UDQFHYV Ha&n t8 LgetF Lheve QoRdhV a Ssignificant difference between
employment from Venice. Instead, in latecryptologic theory and its  practical

autumn 1448 Piccinino allied himself with implementation in Renaissance lItaly. The study

Sforza to make him pay RU KLV WU R R® Yhesezdiffenaheldd could help to establish the
expenses, but then, in the following spring hewvay the cryptographic methodology evolved not

defected to Milan (Ferrente, 2005)28 only in ltalian states, but also in other European

) ) _countries, which followed their example.
It is most probable that this postscript

belonged to the letter that Tranchedini wrote to
Simonetta in Februargf 1449 as he witnessed



Acknowledgments Appendix 1. [Nicodemo Tranchedini a

Cicco Simonetta]
| would like to thank the wonderful staff of the

Scientific and Historical Archive of the Russian Post datuz_come de missere Bossiquesta

Institute of History, Russian Academy of hora partendossi questo messo me, ha chiamato
Sciences, Saint Petersburg and Archivio di Statm piaza et dictomi, che fo pronte a la sua partita

di Milano for helping me with my research andda Venezia, quando forono gelusi li capitoli fra

for granting me permission to reproduce imageseneziani et Frncesco Pitticino et che ebe
from their collections. | am also grateful to theFrancesco deve havere quatro milla etc et non
anonymous reviewers of the HistoCrypt 2018scrivere?, ne fare mostrare novanta dua millia
team for their comments on this paper andto DIGFRUR R GH SURYLVRQH HW GH
Justine Roehmel for her continuous support ofiquista de qua delta, excepta Piacenza, et deve

my research work. essere con? quello ha et che aquista pe[r] di da
Malatesta? adherente de venetian(W SLe PH

References dice, che may hanno altro in boca conte?
venetiani_lo o non invetatessero[sic] fare

Archivio di Stato di Milano, Carteggio Visconteo - - -
Sforzesco, 41, no. 106. avenenare 0 morire di qualche altro modi che

non gli toglie per? altro che Sforza, ill. contéa

The Scientific and Historical Archive of the Ryssianqua| semper me racommando. Florentiae, 23 febr.
Institute of History, Russian Academy of Sciences,, mane ides? Nicodemus

Saint Petersburg, Coll. 48, Box 585, no. 35.

Augusto Buonafalce 2008& L FFR 6L P R Q Hw Wi Sgieptific o bistorical Archive of the Russian
Breaking rulesCryptologia 32(1):62-70. Institute of History, Russian Academy of Sciences,

Saint Petersburg, Coll. 48, Box 585, no. 35. f. 1r

Lydia Cerioni. 1970La Diplomazia sforzesca nella )
VHFRQGD PHWj] GHO 4XDWWURFMDsitONH L VXRL FLIUDUL

segreti Vol. I-1l. Il centro di ricerca, Roma. . o ) )
, [Nicodemo Tranchedini to Cicco Simonetta]
Serena Ferente. 2005La sfortuna di Jacopo

Piccinino. Storia dei bracceschi in Italia (1423-  p 5. From mister Bs#®, leaving at this hour,
1465) Olschki, Firenze. he sent for me, called me in the square and told
Walter Hoeflechner. 1970. Hg.Diplomatische me he was ready to leave Venice when the
Geheimschriften. Codex Vindobonensis 2398 deagreement between the Venetians and Francesco
Oesterreichischen  Nationalbibliothek. Akad.  Pitticino was stalled and that Francesco had and
Druck- u. Verl.-Anst., Graz. should have four thousand letin addition,
Aloys Meister. 1902.Die Anfaenge der modern Neither he should sign? [an agreement], nor
diplomatischen ~ Geheimschrift: Beitraege zurdemonstrate ninety two thousand in gold or
Geschichte der italienischen Kryptographie des X\Munder condition to be an ally, that he obtained at
Jahrhunderts ) 6FK|QLQJ 3DGHUERMI® delta [of Po], save for Piacenza, and he
Paola Sverzellati. 1998. Per la biografia di Nicodemgshould keegthose [lands] he already has, which
Tranchedini da Pontremoli, ambasciatore sforzescBe _has just conquered from Malatestafe

Aevum 72(2):485-557. 9HQHWL D Qnv4ddibod, Che told me that
never did the Venetians plot to poison or kill the

Raffaella Maria Zaccaria. 2015. Bticarteggio della 5 ot n N would
6LJQRULD ILRUHQWLQD DOOY : %UL
Carlo Marsuppini (1444-1453). Inventario e NOt_change Sforza, the illustrious count, for
regesti. Pubblicazioni degli archivi di Stato di @nyone else, to whom I always commend myself.
Firenze. Strumenti CXCIXEdifir-Edizioni, Firenze  Florence, 23 Febr. In the hand of Nicodemus

1 Question mark indicates the signs, the
meaning of which is not 100 per cent certain.
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Abstract

We present a unique item in the history of
cryptography: a woollen carpet woven in
a Uruguayan penitentiary in 1980 during
the dictatorship in that country. The col-
ors of a pair of horizontally adjacent knots
encrypt a single letter. The carpet is in
moderately good shape, with loss of colors
and some damage by moths. We had ob-
tained the original code and here report on
the deciphering. The plaintext is a politi-
cal message destined to comrades outside,
with a description of the political situation
and directives for actions.

The cryptosystem is a simple substitution.
Breaking such codes is trivial. The real
task here is to translate the knots into a
machine-readable representation of their
colors, in the presence of unclear colors
and damage to parts of the carpet.

The encrypted carpet is an important
document from the dark times of the
Uruguayan dictatorship, manufactured by
prisoners from the guerrilla movemeru-
pamaros Two of the present authors
(JJC and JT) were active members of this
group. Their personal memories were es-
sential for our successful reconstruction of
the plaintext.

Introduction

Uruguay Republica Oriental del Urugugybor-
ders on Brazil, Argentina, and the Atlantic OceanJorge Tiscornia found the carpet in Ricardo Gar-

with the estuary of the Rio de la Plata.

known as theSwitzerland of South Ameridae-
cause of its wealth, safety, and democratic govabout the carpet (Figure 1) who then set out to de-
ernance. An economic downturn started in thecipher it.

1960s. In its wake, militant groups arose.
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aimed at the unions and other leftists, and their
death squads killed some of their enemies.

On the left side was the MLNMovimiento de
Liberacion Nacional Movement for national lib-
eration). Its members were known as fhepa-
maros after the leader TUpac Amaru Il of an anti-
colonial uprising in Perd around 1780.

By 1973, the Tupamaros were essentially de-
feated by the government forces, their leaders
killed, imprisoned, or refugees abroad. Many of
them were held at a penitentiary with the unlikely
name ofpenal de Libertad The town of Libertad
(Liberty) is located 51 km from Montevideo, the
capital of Uruguay, and was founded by European
refugees in the 19th century, happy to nd their
religious liberty.Penalis prison or penitentiary.

The Tupamaro inmates composed, in discus-
sions over three years, a lengthy text to their com-
panions outside, still in liberty (with small I). How
to get it out of prison?

They were allowed to produce handicraft arti-
cles, receiving the materials at 8 am and handing
them back at 4.30 pm. Ricardo Garcia wove the
carpet in several months' work in 1980. The car-
pet successfully left the prison.

A relative of Ricardo Garcia received the carpet
but it never reached its destination, an MLN group
in Sweden. When the relative went into exile in
Germany, he had the cipher table (Table 2), but lost
it and remembered it only years later. The carpet
was never decrypted in its time.

Uruguay regained democracy in 1985 and the
prisoners of Libertad were freed. 29 years later,

It wascia's home, and he was also given the cipher ta-

ble. At the end of 2014, he told Juan José Cabezas

The carpet is unique in several aspects; it shows

On the extreme right side, the JUBuyentud an imaginative use of simple cryptography under

Uruguaya de PieUruguayan youth standing up) the dire circumstances of prison, and it is a unique

Proceedings of theSiConference on Historical Cryptologpages 21— 27,
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Figure 1: The carpet.

testimony of its type concerning this historic pe-scribes the Tupamaros' situation as well: “It was
riod. the best of times, it was the worst of times, it was

The only other encryption methods by weaving!N€ @ge of wisdom, it was the age of foolishness,
or knotting that we are aware of are the Inca quit Was the epoch of belief, it was the epoch of in-
pus and the encrypted quilts on the undergmun&redullty, it was thg season of nght, itwas th(_e sea-
railway for black slaves eeing from the USA to SOn of Darkness, it was the spring of hope, it was

Canada in the 19th century (see Tobin (1999)). the winter of despair, we had everything before us,
The T inspired by Dickeffal we had nothing before us, we were all going di-

€ Tupamaros were inspired by LI efisle rect to Heaven, we were all going direct the other
of Two Cities(Dickens, 1859). It distills the atmo- way."

sphere in pre-revolutionary France around 1789.
A tough tavern owner, a central character in the2 The encryption method

book, works as the eyes and ears of the pre- . L . .
revolution. She knits diligently accounts into her !N the following, we distinguish typographically
knitware, of evil persons, their deeds, and of spied?€tWeerciphertext  andplaintext _
dreaming of future vengeance. “Knitted, in her  'n€ coding method, communicated by Ricardo
own stitches and her own symbols, it will always Garcia to us, uses a simple substitution on 18 let-
be as plain to her as the sun.” For any malefacters- Ee_ich letter is encode_d by a pair of horizon-
tor, it would be easier “to erase himself from eX_tally_ adjacent colors, allowing six colors for the
istence, than to erase one letter of his name ofSt itém and three for the second one.

crimes from the knitted register of Madame De- 1€ €ncoding goes as follows:

farge.” Dickens says nothing about her encryption [O[G[B]L[W][P]color]
method, but these words were enough to re the M|A RIK|O|S O
penitentiary inmates' imagination and inspire the DI |N|/T|E|L G
idea of their carpet. Dickens' poetic introductory JIU|P|V|HI|F B
sentence refers to the French Revolution, but it de- Table 1: The code.
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using the following six colors: columns. Moths have totally or partially damaged
color abbr about 10% of the color pairs, and the borders are
frayed, as is visible in the gures.
We distilled from a high-resolution digital im-
beige, pink, ochre B age of the carpet a machine-readable matrix of col-
light green L ors. Our software then trans_formed the re_sulting
white, light gray W RGB values to one of the six colors. This had
purple = to be done in a robust way so that similar colors
Table 2: The colors. were transformed to the same value, but distinct

. . lors were properly distinguished. Then adjacen
The lines stand for Marcos, (door) lintel, and colors were prope det. guished ‘he .adjace t
. ... pairs of knots were deciphered as individual let-
JUP (see above). VHF presumably is a ller with . .
L . ters, proper word separations introduced, and the
the remaining letters and unlikely to refervery . .
. nal decipherment produced. This was less than
high frequency The system thus employs a re- straightforward, and we encountered the followin
duced alphabet of 18 letter8; D, E, F, H, I, J, K, 9 ’ 9

L,M,N, O, P R, S, T, U, Waking into account the problems.
phonetics and orthography of the Latin American 1. Damage to the carpet.

Spanish language, some of them represent more
than one letter: 2. About 5% of the colors ran into adjacent

knots, affecting their (automatic) legibility.

orange, yellow O
dark green G

K represents the letter k, and qu, and also ¢

when pronounced like k. 3. After 35 years, colors have degraded. In
some parts, it is dif cult to distinguish be-

Vrepresents v and b. tween white and ochre, and between light and
dark green.

Srepresents s, and also ¢ when pronounced

like s. 4. The reading ambiguities mentioned above
sometimes make interpretation dif cult. For
example, the strindKNTPERONOASs to be

| representsiandy. read asa CNT pero no a ... (to CNT but
notto...) where CNT is th€onvencion Na-
cional de TrabajadoreéNational Convention
of Workers).

Jrepresents jand g.

It was not meant as a simpli ed orthography of
Spanish, but can be taken as such. (In today's text
messages in Spanish, K is often used for qu.) For
example, the list of color pairs 4 Decryption

Ewgggfg))((g g))((;g; The digitized image is presented in Postscript,
PTaRTm AR which is then converted to plaintext. We illustrate
encrypts the texOLAKETAL Interword spaces, the process on the carpet's second line, magni ed
the (silent) initial H, and punctuation marks are notiy Figures 3 through 5 and its decryption in Figure
present, and the list represents the phisia que g
tal (Hi, how are you?). Each dot of color is given as an RGB (Newman
The absence of spaces, accents, and punctugng Sprouil, 1983) triple of red, green, and blue
tion marks means that a string of colors may réPyalues, each ranging from 0 to 25.
resent more than one grammatically and semanti- \ye took samples from various sections of the
cally valid text. In our decipherment, such ambi'carpet and determined the range of RGB values
guities were an obstacle, and this might be worsgyr each color, and also the fractions of these val-
if this method was used elsewhere without the ges in order to be able to account for dark or
priori knowledge we had about the context. light sections. Thatis, 6 7 8 and 7 8 9 repre-
sent the same hue, the latter slightly lighter than
the former. Overlap of these values and fractions
The carpet measures:35 36:8 cm and contains occurred mainly for G (dark green) and L (light
almost 13 000 knots for about 6400 encrypted letgreen), and for B (beige) and W (white). Since G
ters, arranged in a matrix of 67 rows and 96and B occur more frequently in the carpet than L

3 The current state of the carpet
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Figure 2: The bottom left shows moth damage and lost material on the fringes.

Figure 3: The second line, left part. It starts at top left and ends at bottom right.

Figure 4: The second line, middle part.

Figure 5: The second line, right part.

GO BO GO PB GO PG WG BO WO PG GB WG OB WO GG OG

a r a f a | e r o] | u e i 0 i d

GO LB GG WG OB WO PO PO WG BB BO WO OG GB PO WG
a v i e j 0 S S e p r o d u s e

GO BG G? ?? LO GG GO OG GB BO GO BG LG WG

a n a r k i a d u r a n t e

Figure 6: Part of the second line transcribed (upper line) and decrypted (lower line).
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and W, respectively, we opted to use the former ilN[U[*L(SLF)ARD(DINTEL)SARROLLOIDAR

ambiguous cases.

ESPLIKASION[I[*K[D[*EP*OTA

The next step was to convert these color val-TRESTENDENSIAAN> TIM< D>
ues into text. We covered each knot in the carpetN[a|*(KTV)J[N|*FALSO*

by small horizontal rectangles, whose width was

about that of the whole knot. Our matrix algorithm N[U[*L(SLF)AR DESARROLLO | DAR
(James D. Foley and Hughes, 1990) scanned eadtSPLIKASION [I[*K[D|*EP*OTA
rectangle and looked for a dominant color amongrlRES TENDENSIA AN> TIM< D> LNJ[a|
the rectangles of each knot. If a dominant color(KTV)J[N[* FALSO

was found, it was considered the color of the knot.

In a pair of adjacent knots starting in an “even” N[U[*L(SLF)AR DESARROLLO | DAR
position, there are six possible colors for its rst ESPLIKASION [I[*K[D|*EP*OTA
member and three for its second one. Invalid domTRES TENDENSIA ANTI MLN [a]
inant colors, damaged areas, and the absence of &TV)J[N|* FALSO

dominant color are also reported.

In cases of doubt, we also employed a vecpPULSAR DESARROLLO | DAR
tor search using vertical vectors in the middle ofESPLIKASION DErrfOTA

the knot.

If two or more occurrences of a valid TRES TENDENSIA ANTI MLN

color were detected, then four vertical vectors deiKoN FALSO

termined its dominance in the knot.

.. pulsar desarrollo y dar explicacion derrota.

In the end, we obtained a sequence of knot coldres - tendencia anti-MLN con falso (... . further

ors, with numerous unresolved cases.

the development and give an explanation of [our]

Bypassing the intermediate steps explained bedefeat. Third—anti-MLN tendency with false. . .)

low, we take the carpet's second line as an example A translation into plaintext would have been
in Figures 3 through 6. hard without the personal acquaintance of Tis-
cornia with the situation and political context of
the MLN and the penitentiary at Libertad around
980.

5 Recovering the plaintext

In another example, from the carpet's third Iine,1
we illustrate some of the steps from the raw iden-,
ti cation of letters, with many unclear positions,

into plaintext. This was no easy task and re-We have recovered the plaintext of about 95% of
quired substantial manual intervention. We rstthe carpet; only small parts of it are damaged be-
discovered some obvious plaintext snippets, thegond recognition. The carpet is how becoming a
searched for valid words before and after suchk/aluable testimony of Uruguayan and Latin Amer-

Conclusions

pieces, and in the case of damaged knots, had fgan history.

visually inspect the carpet.

From a cryptographical point of view, the fol-

Letters without parenthesis or bracket are contowing aspects are particularly interesting:

sidered correct by the software. * is an un-
recognized letter,(MARKOS) (DINTEL), and
(JUPVHF) show six possible choices, and sim-
ilarly (MDJ), (AlU), (RNJ) (KTV), (OEH), and
(SLF)correspond to three possibilities. These in-
dicate that the rst or second color of a pair, re-
spectively, may be damagedcljc2 means that
letter c1 seems more likely than letter c2 in this
place, anck c > indicates the letter ¢, but with
low probability.

So here are the steps from the original letters
to plaintext. Lower case letters in the fourth text
present guessed corrections of the automatic color
readings.
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The inmates have succeeded in encrypting a
substantial amount of information by means

of material accessible to prisoners in the pen-
itentiary.

The construction of the carpet presumably in-
volved a large number of hours, but then,
time is the one thing that is abundant in
prison.

The prisoners used a simple coding mecha-
nism in a clever way which even fooled the
exit checks at the prison.



In terms of cryptanalytic techniques, our taskhttps://www.fing.edu.uy/"jcabezas/
was trivial once the sequence of colors was estalpapers/ElTapizMLN2015.pdf
lished. However, given just that sequence with its
many errors and ambiguities, it is not clear how
easy this task would have been without the knowl- [First line.] ...ona: solo tu debe conocer via
edge of the encryption in Table 2. y forma. Traduce esto, al nal te aclaro. Hazlo
In synthesis, we have an original piece of cryp-llevar ...ama Falero.
tography, well conceived and well implemented. It [Introduction.] Luego ida viejos se produce
was secure, ef cient, and economic under the diré?N@rquia durante tres afios por causas:
circumstances of the penitentiary. The factthatwe 1. pérdida con anza politica y personal a todo

could decipher it 35 years later shows the success

nivel,

of their method.

7 The rstlines of the computer
generated transcription.

The rst four lines of the transcription read as fol-
lows:

(DINTEL)MD[A[*FA(DINTEL)*E*OLUEJO
IDAVIEJO(MARKOS)SPM> RODUSE
ANUJKIAD(AIU)RA(DINTEL)TETRESA(RNP)
(DINTEL)OSPORKAUSASUNO(SLF)

[*[*E(MARKOS)II< *> DI(KTV)
(JUPVHF)(DINTEL)FIATS

APO< *> LITIKAI< P> UER
SONA(DINTEL)AT(JUPVHF)
DONI(KTV)E(DINTEL)

I[I]O <*> SINKANASDt A> RIJE<
T> ITESN *> EIM(SLF)

N[U[*L(SLF)ARD(DINTEL)SARROLLOIDAR
ESPLIKASION([I[*K[D|*EP*OTATR
ESTENDENSIAAKI> TIM< D> L
N[a[*(KTV)J[N[*FALSO*

DP[R|*SLE< I> NINDESTRUIENDO
ENVE(MARKOS)
DEELEV|N|*V[R|*T< *> ODOESTOK
ON(JUPVHF)OKAKOM *>UNIA<|>D
[A*SIONITE(DINTEL)SIO*

Distilling cleartext from this is not always obvi-
ous.

8 Parts of the carpet's cleartext.

2. incapacidad dirigentes de impulsar desar-

rollo y dar explicacion derrota y

. tendencia anti-MLN con falso marxismo-
leninismo, destruyendo en vez de elevar, todo
esto con poca comunicacion y tension repre-
siva.

_Arriba hay con anza y crece, erreros y divi-
sionistas retroceden.

El correcto marxismo-leninismo va mas lento,
direccién autocritica MLN, un paso necesario y

defectuoso.

[Previous events. Luego del afio 55, la
izquierda marxista sera determinada por dos he-
chos:

1. lucha de clases desatada por crisis

econ6mica

2. discusion ideoldgica internacional entre via
violenta o paci ca al socialismé.
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1[MJona: only you must know the method and form.
Translate this, at the end | explain it. Take it [...ama] Falero.

After the older leaders left, we had anarchy during three
years for various reasons: 1. loss of political and personal
con dence at all levels, 2. inability of the leaders to further
development and explain our defeat, 3. anti-MLN tendency

with false marxism-leninism, destroying rather than elevat-
ing, all this with litle communication and repressive tension.

We present the initial part of the cleartext. The ©Onthe higher oors [where the leaders were housed, oors
opinions and political points of view expressed in3 0 5] we have growing con dence, [buf] warriors [who

want to continue the armed struggle] and divisionists [who

this document do not, in any way, re ect necessaryprefer a political party for the struggle] retreat. The correct

ily those of the authors or their institutions. Com-

ments between brackets are the authors'.
A complete version of the clear-
text (in Spanish) can be found
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marxism-leninism goes more slowly, in the direction of MLN
self-criticism, a necessary step that is missing.

Since 1955, the marxist left has been determined by two
facts: 1. class struggle unleashed by the economic crisis,
2. international ideological discussion between violent and

at peaceful road to socialism.



severely injured in 1970 while manufacturing a
bomb in his workshop and ed the country, hidden
in the trunk of a car. JvzG is an emeritus professor
of computer science at the Universitat Bonn, Ger-
many, and has no experience in building bombs.
JT (Jorge Carlos Tiscornia Bazzi) is an Uruguayan
writer and was a member of the Tupam&ulona

15, together with JJC. He now works at the Presi-
dencia Uruguay. During his 4646 days in the pen-
itentiary of Libertad, from 1972 to 1985, he kept
a secret diary on small slips of paper, normally
used to roll cigarettes. He hid them in wooden
clogs that he used in the shower. They are now
published (Tiscornia (2012)) and provide moving
insights into the (in)human conditions in prison,
see also Tiscornia (2014). They were turned into a
documentary movie (Charlo (2014)).
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Abstract

The dif culty of solving classical ciphers
varies between very easy and very hard.
For example, monoalphabetic substitution
ciphers can be solved easily by hand.
More complex ciphers like the polyalpha-
betic Vigerere cipher, are harder to solve
and the solution by hand takes much more
time. Machine ciphers like the Enigma
rotor machine, are nearly impossible to
be solved only by hand. To support
researchers, cryptanalysts, and historians
analyzing ciphers, the open-source soft-
ware CrypTool 2 (CT2) was implemented.
It contains a broad set of tools and meth-
ods to automate the cryptanalysis of dif-
ferent (classical and modern) ciphers. In
this paper, we present a step-by-step ap-
proach for analyzing classical ciphers and
breaking these with the help of the tools in
CT2. The primary goals of this paper are:
(1) Introduce historians and non-computer
scientists to classical encryption, (2) give
an introduction to CT2, enabling them to
break ciphers by their own, and (3) present
our future plans for CT2 with respect to
(automatic) cryptanalysis of classical ci-
phers. This paper does not describe the
used analysis methods in detail, but gives
the according references.

torians. In such cases, cryptanalysts and image-
processing experts are needed to support decipher-
ing the books, thus, enabling the historians to con-
tinue their research.

The ciphers used in historical books (from
the early antiquity over the Middle Ages to the
early modern times) include simple monoalpha-
betic substitution and transposition ciphers, code-
books and homophone ciphers.

With the open-source tool CrypTool 2 (CT2)
(Kopal et al., 2014) historians and cryptanalysts
have a powerful tool for the analysis as well as
for the (automatic) decryption of encrypted texts.
Throughout this paper, we present how CT2 can
be used to actually break real world ciphertexts.

The following parts of this paper are structured
as follows: The next section gives a short introduc-
tion to classical ciphers, as well as an overview of
cryptanalysis. In Section 3, we brie y introduce
the CT2. In Section 4, we present a general step-
by-step approach for the analysis of ciphers with
CT2. Section 5 shows real example analyses done
with the help of CT2. Section 6 gives an overview
of cryptanalysis components (for classical ciphers)
already implemented in CT2 as well as compo-
nents planned for the future. Finally, Section 7
summarizes the paper.

2 Foundations of Classical Ciphers and
Cryptanalysis

After a brief introduction to classical ciphers we

1 Motivation discuss the cryptanalysis of classical ciphers.
There are several historical documents contain?-1 Classical Ciphers

ing text enciphered with different encryption al- Ciphers encrypt plaintext into ciphertext based on
gorithms. Such books can be found for instance ira set of rules, i.e. the encryption algorithm, and a
the secret archives of the Vatican. Often, histori-secret key only known to the sender and intended
ans who nd such encrypted books during theirreceiver of a message.

research are not able to decipher and reveal the Classical ciphers, as well as ciphers in general,
plaintext. Nevertheless, these books can containan be divided into two different main classes:
secret information being of high interest for his- substitution ciphers and transposition ciphers. A

Proceedings of theSiConference on Historical Cryptologpages 29— 38,
Uppsala, Sweden, 18-20 June, 2018



substitution cipher replaces letters or groups of letation, a plaintext symbol (here a bigram) is af-
ters of the plaintext alphabet with letters based orterwards fractionated into two different symbols,
a ciphertext alphabet. Transposition ciphers danaking cryptanalysis even harder.
not change the letters themselves but their posi- Ciphers based on codebooks were often super-
tion in the text, i.e. plaintext alphabet and cipher-enciphered, thus, rst the words were substituted,
text alphabet are equal. There also exist cipherfor instance with numbers. Then, the resulted
that combine both, substitution and transpositionciphertexts were additionally super-encrypted by
to create a composed cipher, e.g. the ADFGVX cichanging them according to special rules.
pher (Lasry etal., 2017). Many encrypted historical books that survived
Substitution ciphers can be furthermore di- history are available. Most of them are encrypted
vided into monoalphabetic and polyalphabetic ci-either with simple monoalphabetic substitutions or
phers (Forsyth and Safavi-Naini, 1993). Withwith homophone substitutions. For some books
monoalphabetic ciphers, only one ciphertext althe type of cipher is unknown.
phabet exists. Thus, every plaintext letter is al- Many encrypted historical messages are en-
ways replaced with the same letter of the ci-crypted with simple substitution ciphers, homo-
phertext alphabet. If there are more possibilitiegphone substitution ciphers, polyalphabetic sub-
to choose from the ciphertext alphabet the substitution ciphers, nomenclatures, or codebooks.
stitution cipher is a homophone substitution ci- Transposition ciphers were also used, but not as
pher (Dhavare et al.,, 2013). If there are moremuch as substitution ciphers since transpositions
than one ciphertext alphabet which are exchangedre more complex with respect to the encryption
after each encrypted letter, the substitution is grocedures. Additionally, performing a transpo-
polyalphabetic substitution, e.g. the Vigae ci- sition cipher is more prone to errors. In modern
pher (Schiodel, 2008). Substitution may also not times, transposition was used by the IRA (Mahon
only be based on single letters but on multiple let-and Gillogly, 2008) and during World War Il by
ters, e.g. the Playfair cipher (Cowan, 2008). In histhe Germans and the British.
tory, for military and diplomatic communication, In World War Il, rotor cipher machines like
codebooks and nomenclatures were used. Witthe German Enigma (Gillogly, 1995) performing
a nomenclature, not only letters were substitutedpolyalphabetic encryptions were introduced and
but additionally, complete words were substitutedwidely used.
Codebooks contained substitutions for nearly all
words of a language. 2.2 Cryptanalysis

Transposition ciphers change the positions of Cryptanalysis is the science and art of breaking ci-
each letter in the plaintext based on a pattern thgshers without the knowledge of the used key. To-
is based on a key. The most used transposition cilay, cryptanalysis is used to evaluate the security
pher is the columnar transposition cipher (Lasry ebf modern encryption algorithms and protocols.
al., 2016c). Here, a plaintext is written in a grid of  \we divide the cryptanalysis of classical ciphers
columns. Then, the columns are reordered basegto two different approaches: the classical paper-
on the lexicographical order of a keyword written pased cryptanalysis and the modern computer-
above the columns. Finally, the ciphertext is reathgsed cryptanalysis. In his paper we focus on
out of the transposed text column-wise. Decrypmodern computer-based cryptanalysis which can
tion is done the same way but in the reverse ordege done with CT2.

Composed ciphers execute different cipher  Substitution ciphers can be broken with the help
types in a consecutive order to strengthen the ernf language and text statistics. Since every letter
cryption. One famous composed cipher is AD-in a language as well as in the plaintext alpha-
FGVX. Here in the rst step, each plaintext char- bet of a cipher has its unique frequency it can be
acter is substituted by a bigram only consisting ofused to guess and identify putative plaintext let-
the 6 letters A,D,F,G,V, and X. After that, the in- ters. With monoalphabetic substitutions, plaintext
termediate ciphertext is encrypted with a colum-and ciphertext frequencies are identical, but the
nar transposition cipher. ADFGVX was used byletters differ. For example an 'E' is substituted by
the Germans during World War |. It introduced aan 'X' — 'X' has then the same frequency in ci-
new concept, called fractionation. With fraction- phertext as 'E' has in plaintext. Thus, an algorithm
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to break a substitution ciphers aims at recoveringve have either a plaintext, a monoalphabetic sub-
the original letter distribution. stituted text, or a transposed text. And it is prob-
Homophone substitutions as well as polyalpha@bly German. On the other hand, having an IC
betic substitutions atten the distribution of let- close to 38% indicates that we have a polyalpha-
ters, hence, aiming to destroy the possibility tobetic encrypted text. Clearly, the IC is more ac-
break the cipher with statistics. Nevertheless, havcurate having long ciphertexts. Identi cation of
ing enough ciphertext and using sophisticated alhomophone ciphers can be done by counting the
gorithms, e.g. hill climbing and simulated anneal-number of different used letters or symbols. If the
ing, it is still possible to break them. number is above the expected alphabet size, it is

Transposition ciphers can also be attacked witfProPably @ homophone substitution.

the help of statistics. Since transposition ciphers State-of-the-art for breaking classical ciphers
do not change the letters, the frequency of the und’® search metaheuristics (Lasry, 2018). Because
igrams in plaintext and ciphertext are exactly thewith classical ciphers, a “better guessed key” often
same. Thus, to break transposition ciphers, texfi€lds a “better decryption” of a ciphertext, such
statistics of higher orders (bigrams, trigrams, tetra/gorithms are able to “improve” a key to come
grams, or n-grams in general) are used to breakl0Se to the correct key and often nally reveal
them. Besides that, similar sophisticated algohe correct key. “Better” in this context means,
rithms, e.g. hill climbing and simulated annealing,that the putative plaintext that is obtained by de-

are used to break transposition ciphers. crypting a given ciphertext is rated higher by a
so-called cost or tness function. An example for

For breaking a classical cipher, it is useful to h a function is the af tioned 1oC. which
know the language of the plaintext. Itis possibletoSuc a functon Is the atorementioned fot, Whic
omes close to a value indicating natural language

. - C
break a cipher using a “wrong” language, but the L
correct one yields a higher chance of success. FC\)/yhen the key comes closer to the original one. A

cryptanalysis most of the algorithms implementec{iommOn and very successfully used search meta-

in CT2 contain a set of multiple languages, e.g. _:ehurlstlct IS rlj'" C:'mbmg' A hill tclltmblng: atlgl](o- ,,
English, German, French, Spanish, Italian, Latin M fstrandomly guesses a putative 'startkey.

and Greek. In many cases, the language of an ei‘i_hen, it rates its cost value using a cost function.

crypted book is known to the cryptanalyst or can a fterl thaht, I _trles TO “|mpt)rov$”tr:hekkey l\a/z_t:]ar;r;
be guessed by its (historical) context. omly changing €lements of the key. ! €

. . . . Vigenrere cipher for example, it would change the
To identify the type of the cipher, whether itis a

o . e . rst letter of the keyword. After changing the let-
substitution cipher or a transposition cipher, crypt-t

| he Ind f Coincid o er, it again computes the cost function. If the re-
analysts use the Index of Coincidence (IC) (Frie 'sult is higher than for the previous key, the new

man, .1987)' The IC invented by William Fried- key is accepted. Otherwise, the new key is dis-
man, is the probability of two randomly drawn let- carded and another modi ed one is tested. The

ters out of a text to be identical. For English teXtSaIgorithm performs these steps until no new mod-
the IC is about 6.6% and for German texts abou} ed key can be found that yields a higher cost

7.8%. Simple monoalphabetic encryption, Wherevalue, i.e. the hill€ local maximum) of the tness
a single letter is replaced by another letter, doe§
not change the IC of the text. Same applies to a||
transposition ciphers, since these do not chang i
the text frequencies. Polyalphabetic substitution

aims at changing the letter distribution of a text to
become the uniform distribution. Thus, the IC is

aboutzie 3:8% (Where 26 is the Iength of the ci- CrypT00| 2 (CTZ) is an open-source tool for e-
phertext alphabet and all letters are used equalliearning cryptology. The CrypTool community
distributed). Homophone substitution also aims agims to integrate into CT2 the best known and
changing the letter distribution of a text to becomemost powerful algorithms to automatically break
the uniform distribution, but here the IC is about (classical and modern) ciphers. Additionally, our
%, wheren is the amount of different symbols in goal is to make CT2 a tool that can be used by ev-
the text. eryone who needs to break a classical cipher. An-
Thus, having an IC close ta®% indicates that other well-known Windows analyzer for classical

core is reached. Most of our classical cryptana-
ic implementations in CT2 are based on such a
| climbing approach.

3 An Introduction to CrypTool 2
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ciphers is CryptoCrack (Pilcrow, 2018).

CT2 consists of a set of six main components:
the Startcenter, the Wizard, the WorkspaceMan-
ager, the Online Help, the templates, and the Cryp-
Cloud, which we present in detail in the following.

The Startcenter is the rst screen appearing
when CT2 starts. From here, a user can come to
every other component by just clicking an icon.

The Wizard is intended for CT2 users that are
not yet very familiar with the topics cryptography
or cryptanalysis. The user just selects step by step
what he wants to do. The wizard displays at each
step a small set of choices for the user.

The WorkspaceManager is the heart of CT2
since it enables the user to create arbitrary cas-
cades of ciphers and cryptanalysis methods us-
ing graphical icons (components) that can be
connected. To create a cascade, the user may
drag&drop components (ciphers, analysis meth-
ods, and tools) onto the so-called workspace. Af-
ter that, he has to connect the components using
the connectors of each component. This can be . .
done by dragging connection lines between the in- Figure 1: CT2 Workspace with Caesar Cipher
puts (small triangles) and outputs (also small trian-
gles) using the mouse. Data in CT2 can be of dif- =72 contains a hug®nline Help describing
ferent types, e.g. text, numbers, binary data. Th@ach component. By pressing F1 on a selected
type of data is indicated by a unique color. A Sim'component of the WorkspaceManager, CT2 auto-
ple rule is, that connections between the same COl aically opens the online help of the correspond-
ors are always possible. Connections between difi'ng component.
ferent colors (data types) may also be possible, but ~15 410 contains a huge set of more than 200
then data has to be converted. CT2 can do this ays, cajiedTemplates A template shows how to
tomatically in many cases, but sometimes specigligate 4 speci ¢ cipher or a cryptanalytic scenario
data converters are needed. using the graphical programming language and is

Figure 1 shows a sample workspace containingeady to use. The Startcenter contains a search
a so-calledCaesar cipher(very simple monoal- e|d that enables the user to search for specic
phabetic substitution) component, Eextinput templates using keywords.
component enabling the user to enter text, and Fipally, the CrypCloud (Kopal, 2018) is a
a TextOutputcomponent displaying the nal en- cjoud framework built in CT2. We developed it
crypted text. The connectors are the small coloreds 5 real-world prototype for evaluating distribu-

triangles. The connections are the lines betweefgp, algorithms for distributed cryptanalysis using
the triangles. The color of the connectors and cong muyltitude of computers.

nections indicate the data types (here text). When

the user wants to execute the ow, he hasto startify A Step-by-Step Approach for

by hitting thePlay button in the top menu of CT2. Analyzing Classical Ciphers in

Currently, CT2 contains more than 160 different  crypTool 2

components for encryption, decryption, cryptanal-

ysis, etc. Many components that can be put ontdn this section, we show a step-by-step approach
the workspace have a special visualization that cafor analyzing classical ciphers in CT2. The rst
be viewed when opening the component by doubletep is to make the cipher processable for CT2, so
clicking on it. Figure 2 shows such a maximizedwe create a digital transcription of the ciphertext.
visualization of a standard component. Then, we identify the type of the cipher. The third
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step then nally breaks the cipher with CT2.

4.1 Create a Transcription

There are two ways to create a transcription of a ci-
phertext for CT2. The rst method is to manually
assign to each ciphertext symbol a letter by hand
outside of CT2, e.g. with Windows Notepad. The
transcription is saved as a simple text le. This
le can be loaded into CT2 by using theleInput

Figure 3: Frequency Test Component Showin
component and then be processed further. 9 q y P 9

Distribution of Plaintext

Figure 4: Frequency Test Component Showing
Distribution of Ciphertext
Figure 2: CT2 Transcriptor Component with
Marked Symbols for Transcription
In Figure 3 we show the distribution of a plain-
The second method to create a transcriptiofiext (“The Declaration of Independence” of the
uses the CT2 componemtanscriptor (Figure 2).  US). It can easily be seen, that the text follows
With the transcriptor, a user can load a picturethe letter distribution of the English language, i.e.
e.g. a scan of a document. Then, he can assighe 'E' is the most frequent letter, the letters "X,
letters to the scanned symbols by marking themQ', and 'Z' are very rare. In Figure 4 we show
Finally, the transcriptor is able to output the com-the distribution of a ciphertext (“The Declaration
plete transcription. It supports the user in two dif-of Independence” of the US, encrypted with a Vi-
ferent ways: (1) It automatically guesses, whichgerere cipher). Here, all letters are more or less
symbol the user just had marked by showing theequally distributed, showing the cryptanalyst that
most likely symbols and (2) it can be set to semi-it is possibly a polyalphabetic substitution cipher.
automatic mode. In semi-automatic mode, it auto- Another component that helps to analyze and
matically marks all other symbols that are similaridentify a cipher is thériedman Testinvented by
to the one just marked by the user. William Friedman. With this test the key length
The DECODE project (Megyesi et al., 2017) (number of letters of a key word or phrase) of a
already hosts a huge set of transcriptions of enpolyalphabetic cipher can be calculated.
crypted historical books done by experts. Within |n Figure 5 we show the result of the Friedman
2018 there will be an interface to call either CT2test performed on plaintext (“The Declaration of
from the DECODE website or to download DE- Independence” of the US). It shows that the given

CODE records from within CT2. text is possibly plaintext or a monoalphabetic sub-
) ) stitution. Furthermore, the ciphertext could be
4.2 Identify the Cipher transposed since the transposition does not change

After creating the transcription of the cipher it is the letter distribution. In Figure 6 we show the re-
now possible to analyze its characteristics. A rstsult of the Friedman test performed on ciphertext
analysis would be to create a text frequency analy“The Declaration of Independence” of the US,
sis. For that, CT2 containsRaequency Testom-  encrypted with a Vigeere cipher). It shows that

ponent. It can be con gured to show unigram dis-the given text is possibly ciphertext and polyal-
tribution, bigram distribution, etc. phabetic. Additionally, it shows that the estimated
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component which automatically solved a Vigee
cipher (“The Declaration of Independence” of the
US, encrypted with a Vigesre cipher. The solver
automatically tested every keylength between 5
and 20 using hill climbing. Only about ten sec-
onds are needed for the component to automati-
cally break the cipher. The decrypted text is auto-
matically outputted by the component and can be
displayed by affextOutputomponent.

Figure 5: Friedman Test Component Showing Re-
sult of English Plaintext

key length is about 9. The component needs a pro-
vided IC (C_provided which is used as a refer-
ence value for the analyzed 1GC(analyzed.

Figure 7: Vigerre Analyzer Solving a Cipher

All automatic cryptanalysis components have
the same style of user interface. Besides start
and end-time, the elapsed time for the analysis is
shown. Furthermore, some components estimate
the time for the remaining automatic analysis.

5 Example Cryptanalysis of Original
Classical Ciphers

In this section we present two different real-world
classical ciphers that can be broken with CT2.

5.1 Message in a Bottle Sent to General
Pemberton in the US Civil War

The following message was sent in a bottle by a
Confederate commander at the 4th of July 1863 in
Vicksburg to General Pemberton. It was broken
by the retired CIA codebreaker David Gaddy in
Figure 6: Friedman Test Component Showing Re2010 (Daily Mail Reporter, 2010). We here use
sult of Ciphertext this message (221 letters) as our rst real-world
example for breaking classical ciphers with CT2.
In the rst step, to automatically analyze the ci-
4.3 Break the Cipher phertext, we had to create a transcription as shown
After identifying the cipher type it can now be bro- in Section 4.1. We could have used ffranscrip-
ken with the help of different cryptanalysis com- tor component or do it manually. Since the let-
ponents. CT2 contains components for the auters are written differently, the scanned image has
tomatic breaking of the monoalphabetic substitu-only a low resolution, and the message contains
tion cipher, the Vigeare cipher, and the columnar ink spots, we did it manually. We show the result
transposition cipher. of the transcription of the ciphertext in Figure 9.
In Figure 7 we show thevigerere Analyzer Now, we could analyze the text to identify the
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Vigerere Analyzeccomponent to break it.
We automatically test all key lengths between 1
and 20. Figure 12 shows the nal result of the
Vigenere Analyzer component. The component
displays a toplist of “best” decryptions based on
a cost function that rates the quality of the de-
crypted texts. The higher the cost value (sum of n-
. . gram probabilities of English language) the higher
Figure 8: Encrypted Message in a Bottle Sent bypg piace in the toplist. Furthermore, the com-
General Johnston ponent shows the used keyword or pass phrase.
With “MANCHESTERBLUFF" (15 letters), the
message can be broken. The analysis run took 5
seconds on a standard desktop computer wigh 2
GHz. We present the nal plaintext in Figure 13.

Figure 9: Transcription of Encrypted Message in
a Bottle
Figure 10: Letter Frequency Analysis of En-

type of the cipher. First, we created a letter fre-crypted Message in a Bottle

guency analysis (see Figure 10).
The distribution of letters indicated that the
message is not encrypted with monoalphabetic
substitution and possibly not transposed. Based
on the more or less equal distribution of the let-
ters we assume that the message is encrypted with
a polyalphabetic cipher. To further strengthen our
assumption, we applied the Friedman test and cal-
culated the IC. In Figure 11 we show the results of
the computation of the IC and the Friedman test.
The IC equal to 3834 indicated that the mes-
sage is possibly encrypted with a polyalphabetic
cipher. The estimated length of the key by the
Friedman analysis is 5730, which is impossible Figure 11: Friedman Test and IC of Encrypted
for a text of only 221 letters. Thus, the message i§essage in a Bottle
either encrypted with a running key cipher, mean-
ing the key length is in nity, or the Friedman test
just fails because of the short length of the mes5.2 Borg Cipher — Encrypted Book from the
sage. Since we know that in the Civil War the Vi- 17th Century
gerere cipher was often used, we assumed it coulthe Borg cipher is a 408 pages manuscript, prob-
be encrypted with the Vigeme cipher. Other pos- ably from the 17th century. The manuscript is lo-
sibilities would be a codebook or a homophone cicated at theBiblioteca Apostolica VaticangAl-
pher. darrab et al., 2018). It is written using special ci-
In the last step, we try to break the cipher. Sincephertext symbols. Figure 14 shows a small part
we assume it to be a Vigere cipher, we used the of the Borg cipher. We here use the book as our
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Figure 12: Breaking the Encrypted Message in a
Bottle with the Vigerre Analyzer

Figure 15: Letter Frequency Analysis of the Borg
Cipher

Figure 16: Friedman Test of the Borg Cipher

Figure 1.3: Message in a Bottle — Revealed F)Ia‘m'guagc-:‘s to be used by the analyzer. Latin produced
text by Vigerere Analyzer

the best results, since the original text is Latin. The

analysis run took 8 seconds.
second real-world example for breaking classical

ciphers with CT2. The cipher was already broken
by (Aldarrab et al., 2018).

Figure 17: Breaking the Borg Cipher with the
Monoalphabetic Substitution Analyzer

Figure 14: Picture Taken from the Borg Cipher we preser_n th_e rstpartof the nally decrypted
Borg cipher in Figure 18.

We took the complete transcription of the book6 C : :
urrent Cryptanalysis Components in
from (Aldarrab et al., 2018). yp Y P

First, we performed a frequency analysis of the CrypTool 2 and Open Tasks

text shown in Figure 15. CT2 contains a set of different components for the
Then, we applied the Friedman test on the ci-automated cryptanalysis of classical ciphers. In
phertext and computed the IC (see the result iMable 1 we show an overview of already imple-
Figure 16). Both indicated, that the Borg cipher ismented components for the cryptanalysis of clas-
encrypted using the monoalphabetic substitution.sical ciphers. Green marked entries refer to com-
Thus, we nally used thévlonoalphabetic Sub- ponents which we already implemented. Yellow
stitution Analyzecomponent of CT2 to break the marked entries refer to components that are not
cipher, see Figure 17. We tested different lanimplemented yet. The monoalphabetic substitu-
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Figure 18: Borg Cipher — Revealed Plaintext by
Monoalphabetic Substitution Analyzer

tion, the columnar transposition, the Vigae ci-

pher, and the Enigma machine are already break-

able using CT2. We plan to implement homo-

phone cipher analysis, codebook cipher analy-

sis, grille analysis (a special transposition cipher),

Playfair (a special substitution), strip and cylin- Table 1: Cryptanalysis Components for Classical

der cipher analyzers, ADFGVX analyzer, analyz-Ciphers in CT2 — Overview

ers for the Hagelin Machine (Lasry et al., 2016a)

(Lasry et al., 2016b) (e.g. the M209 cipher ma-

chine), and a Hill cipher analyzer. we gave an overview of methods for the automatic
The currently implemented analysis tools, likecryptanalysis already implemented in CT2 as well

frequency analysis, transcriptor, or Friedman testas an overview of cryptanalytic components that

were shown and used in Section 5. For the futureywe plan to implement.

we also plan to implement a “Cipher Detector” ¢T3 js a project that now runs for nearly 10

component which is able to automatically detecg,ears. Within this time, we extended CT2 with

the used type of cipher (with a high probability). - giate-of-the-art methods for the cryptanalysis for
classical as well as for modern ciphers. CT2 con-
tains possibilities to cryptanalyze ciphers by con-
In this paper, we gave a brief introduction in thenecting different CT2 instances over the Internet
e-learning program CrypTool 2 (CT2) and how it (CrypCloud. In the future, we plan to extend

can be used to automatically cryptanalyze clas€T2 in such a way that it becomes easier and
sical ciphers. First, we gave an introduction tomore user-friendly, thus, non-computer scientists
classical ciphers as well as to their cryptanaly-can more easily use it for breaking their classical
sis. Then, we shortly presented CT2 and its useiphers. There are still a lot of open tasks besides
age. After that, we showed an approach conthe implementation of cryptanalytic methods. We
sisting of three steps (transcription, identi cation, plan to extend the existing components by a huge
and analyzing) for breaking classical ciphers usset of different languages (e.g. Latin, Greek, He-
ing CT2. We showed two classical real-world ci- brew, etc). Since many of the historical encrypted
phers (“Message in a Bottle Sent to General Pembooks are written in these languages, historians
berton in the US Civil War” and “Borg Cipher and cryptanalysts will bene t by the newly added

— Encrypted Book from the 17th Century”) and languages. Furthermore, we will extend exist-
described step-by-step how we broke them witling cryptanalytic components to be more robust
components already implemented in CT2. Thenand more general with respect to the used alpha-

7 Conclusion
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bets. Currently, the monoalphabetic substitution coincidence and its applications in cryptanalysis
analyzer needs (for the transcription) a speci c in- Aegean Park Press California.

put alphapet consisting of Latin letters. Till end OfJames J Gillogly. 1995. Ciphertext-Only Cryptanaly-
2918 all klnq of symbols a computer can process g of Enigma.Cryptologia 19(4):405-413.
will be possible (e.g. a support of UTF-8 charac-
ters). Furthermore, new kinds of classical cipherd\ils Kopal, Olga Kieselmann, Arno Wacker, and Bern-
and cryptanalytic methods will be added. Exam- hard Esslinger. 2014. CrypTool 2.Matenschutz

. . und Datensicherheit-Du88(10):701-708.
ples are grilles and codebooks, which were exten-

sively used in history. Nils Kopal. 2018. Secure Volunteer Comput-
The CT2 team highly welcomes suggestions, ing for Distributed Cryptanalysis.  hitp:
wishes, and ideas of historians, cryptanalysts, and //www.upress.uni-kassel.de/katalog/

- - _ abstract.php?978-3-7376-0426-0
everybody else for additional ciphers and auto George Lasry, Nils Kopal, and Arno Wacker. 2016a.

mated cryptanalysis methods which should be in-""a ;tomated Known-Plaintext Cryptanalysis of Short
cluded in CT2 in the future. The list shown in Ta-  Hagelin M-209 MessagesCryptologia 40(1):49—
ble 1 is open for new entries proposed by every- 69.

one. Since CT2 is open-source software, we wel-

. oo . _.George Lasry, Nils Kopal, and Arno Wacker. 2016b.
come everyone in contributing to the CT2 project Cip?hertex?lonly crygtanalysis of Hagelin M-209

(programmers, testers, etc). Finally, everyone in- pins and lugsCryptologia 40(2):141-176.
terested in CT2 may download the software for

free from https://www.cryptool.org/. George Lasry, Nils Kopal, and Arno Wacker. 2016c.
Cryptanalysis of columnar transposition cipher with
long keys.Cryptologia 40(4):374—398.
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Abstract

Previous work has shown that hidden
Markov models (HMM) can be effective
for the cryptanalysis of simple substitu-
tion and homophonic substitution ciphers.
Although computationally expensive, an
HMM-based attack that employs multiple
random restarts can offer a signi cant im-
provement over classic cryptanalysis tech-
nigues, in the sense of requiring less ci-
phertext to recover the key. In this pa-
per, we show that HMMs are also applica-
ble to the cryptanalysis of the well-known
Vigenere cipher. We compare and contrast
our HMM-based approach to recent re-
search that uses Vigere cryptanalysis to
supposedly illustrate the strength of a type
of neural network known as a generative
adversarial network (GAN). In the context
of Vigenere cryptanalysis, we show that an
HMM can succeed with much less cipher-
text than a GAN, and we argue that the
model generated by an HMM is consider-
ably more informative than that produced
by a GAN.
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Miles Stamp
Department of Computer Sciencd_os Gatos High School
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milez000782@gmail.com jhuang821@student.fuhsd.org

Jasper Huang
Lynbrook High School
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an HMM trained on Vigeare ciphertext is infor-
mative, in the sense that the model enables us to
clearly see which features contribute to the suc-
cess of the technique. We compare our results to
recent work in (Gomez et al., 2018), where a neu-
ral network is used to break Vigere ciphertext
messages.

The remainder of this paper is organized as fol-
lows. In Section 2, we discuss relevant back-
ground topics, with the emphasis on hidden
Markov models. Experimental results obtain by
applying HMM s to Vigerre ciphertexts are given
in Section 3. Finally, in Section 4 we give our con-
clusions and brie y consider future work.

2 Background
2.1 Vigerere Cipher

A simple substitution cipher uses a xed one-to-
one mapping of the alphabet. It is a standard text-
book exercise to break a simple substitution using
frequency analysis. A homophonic substitution
can be viewed as a generalization of a simple sub-
stitution, where a xed many-to-one mapping is
used. That is, in a homophonic substitution, more
than one ciphertext symbol can map to a single
plaintext letter. In contrast, for a polyalphabetic
substitution, the “alphabet” (i.e., the mapping be-

Hidden Markov models (HMMs) are a class of tween plaintext and ciphertext) changes. As com-
machine learning techniques that have proved usdared to a simple substitution, a homophonic sub-
ful in a wide variety of applications, ranging from stitution tends to atten the ciphertext statistics,
speech analysis (Rabiner, 1989) to malware detedhereby making frequency analysis more dif cult.

tion (Wong and Stamp, 2006).

In the realm of

A Vigenere cipher is a simple polyalphabetic

classic ciphers, HMMs have been shown to perscheme, where a keyword is speci ed, and each
form well in the cryptanalysis of monoalphabetic letter of the keyword represents a shift of the al-
substitution ciphers (Berg-Kirkpatrick and Klein, phabet. For example, suppose that the keyword
2013; Lee, 2002; Vobbilisetty et al., 2017).
In this paper, we build on the work in (Vob- Then we have

bilisetty et al., 2017) to show that an HMM is a
powerful and practical tool for the cryptanalysis
of a Vigerere cipher. Furthermore, we show that

is CATand we want to encrypattackatdawn .

keyword: CATCATCATCAT
plaintext: attackatdawn
ciphertext: ctmccdctwewg

Proceedings of theSiConference on Historical Cryptologpages 39— 46,
Uppsala, Sweden, 18-20 June, 2018



Letter | @ b ¢ d e f g h i j k | m
Frequency.082 .015 .028 .043 .127 .022 .020 .061 .070 .002 .008 .040 .024
Lleter | n o p g r s t u Vv w X Yy z
Frequency.067 .075 .019 .001 .060 .063 .091 .028 .010 .023 .001 .020 .001

Table 1: English monograph statistics

That is, eachC in the keyword speci es a shift monograph statistics. The monograph statistics
by 3, eachA represents a shift by 0, and eath for standard English appear in Table 1.
is a shift by 19, and the keyword is repeated as Letkedenote the IC for English text. If we com-
many times as needed. Of course, if the keyworghute the IC for a large selection of English text,
is known, it is trivial to decrypt a Vigeere cipher- then based on Table 1, we would expectto nd
text.

ke= 0:082+ 0:015 + 0:028

2.2 Friedman Test +  +0:020°+ 0:0022 0:0656

When attempting to break a Vigere ciphertext,

the rst step is to determine the length of the key-On the other hand, if we have random text drawn
word. The Friedman test (Friedman, 1987), whichfrom the 26 letter English alphabet, we would ex-
is based on the index of coincidence (IC), is apectto nd that the IC is

well-known method for determining the length of

the keyword, provided that suf cient ciphertext is Kr = (1=26)*+(1=26)*+  +(1=26)> 0:0385
available. An alternative method of nding the
keyword length is the Kasiski test (Kasiski, 1863)
here we focus on the Friedman test. In any cas
once the keyword is known, the Vigere cipher

. For a simple substitution cipher, we relabel the
’éetters, which has no effect on the IC. That is,
Wwhen a monoalphabetic substitution is applied to
gnglish plaintext, the IC of the ciphertext is the

consists of a sequence of shift ciphers, and th that of the plaintext. Eried ted that
shifts can be determined by a variety of means. same as that of the plaintext. Friedman noted tha
for a polyalphabetic substitution, the larger the

The IC measures the “repeat rate,” i.e., the prob-

ability that two randomly selected letters from a;umberfof alphellbeltsr,] tget'clos%r :.P:et.lc iskio
given string are identical. This test relies on the ence, for a polyaiphabelic substitution, we can

non-uniformity of letter frequencies in the under- use the obser\_/ed IC_to estimate the number of al-
lying plaintext. phabets and, in particular, the length of the key-

. word in a Vigerere cipher.
Suppose that we have a string of text of length
with ny, > 0 occurrences oA andn, > 0 occur- Let L be the length of the Vigate keyword,

rences oB, and so on. If we randomly select two and assume that the _ciphertext iS.Of Ie_rigthThen
letters (without replacement) from this string, the Ve havel. Caesars ciphers. To simplify the nota-

probability that the letters match is given by tion, we assume that each of_thaselpher_s has
exactly N=L letters. Under this assumption, the

Na(na 1) np(np 1) n(n, 1) probability of selecting two letters from the same
N(N 1) * N(N 1) rof N(N 1) Caesar's cipher is given by
In general, the repeat rate, or IC, which we denote N(N=L 1) _ N=L 1:
ask, is given by N(N 1) N 1
1 ot Similarly, the probability of selecting two letters
k= NN D & ni(n 1) (1)  from different alphabets is
i=0
N N=L

wherec is the size of the alphabet; is the fre-
quency of thé™ symbol, andN is the length of the
string. For English text (without spaces, punctuain the former case, the letters are derived from the
tion, or case), we hawe= 26, and the the expected same simple substitution (in fact, Caesar's cipher),
frequency of eacl; is known from the language so the chance that they matchkis while in the

N 1°
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latter case, the letters are from different Caesar'the corresponding observati@. That is, rowi
ciphers, so the chance that they match is akput of theB matrix contains a discrete probability dis-
Let k¢ be the computed IC for a given Vigere tribution that gives the probabilities of the vari-
ciphertext. Therk. is the probability of selecting ous observation symbols when the hidden Markov
two letters at random that match and, evidentlyprocess is in state As we show below, the com-
this probability is given by ponent matrices of an HMM can reveal informa-
_ » tion about the underlying data that is not otherwise
N=L 1 N N=L . .
ke = Ke + Kkr : (2) readily apparent to a human analyst. This could be
N 1 N 1 considered an advantage of an HMM over other
Solving equation (2) fok, we obtain more opaque forms of machine learning, such as
neural networks.
= Ntke kr) ; The following notation (Stamp, 2004) is com-
N(kc kr) (ke ki)’ ’

monly used for HMMs:
SinceN is large relative tdke, k;, andkc, we can

approximate the keyword length by T = length of the observation sequence
K K N = number of states in the model
L= ke kr 3) M = number of observation symbols
e Q = fdogu:i;an 19
For the case of English text, the expected IC = distinct states of the Markov process
is ke 0:0656, while for the random case (and V = f0;1;::;;M 1g
under the assumption that we have 26 symbols), = set of possible observations
the IC isk, 0:0385. Recall thak. is the IC for A = state transition probabilities
the ciphertext, which is computed as in (1). Thus, B = observation probability matrix
we can approximate the Vigere keyword length p = initial state distribution
using (3). In practice, when attempting to break O = (Og;O1;:::;01 1)
a Vigerere ciphertext message, we would need to = observation sequence
test various keyword lengths near the value given
by (3). Note that the observations are associated with the

In Section 3, we compare an HMM-based techintegers 01;:::;M 1, since this simpli es the
nique to the results obtained using the standard agotation with no loss of generality. Consequently,
proach to Vigeere cryptanalysis, as discussed inwe haveQ; 2 V fori= 0;1;:::;T 1.
this section. For our test cases, we nd that the If we are given a sequence of observations of

of giving us a more precise result for the keywordan HMM, that is, we can determine matricas
length. In addition, the HMM simultaneously re- and B in Figure 1 that maximize the probabil-
covers the shifts, so that the entire Vigeakey is ity of this training sequence. The HMM train-

determined. ing process can be viewed as a discrete hill climb
) on the high dimensional parameter space of the
2.3 Hidden Markov Models matricesA and B, and an initial state distribu-

True to its name, a hidden Markov model (HMM) tion matrix that is denoted gs. Once we have
includes a Markov process that is “hidden,” in thetrained an HMM, we can use the resulting model,
sense that it is not directly observable. Along withdenotedl = ( A;B;p), to compute a score for a
this hidden Markov process, an HMM includes agiven observation sequence—the higher the score,
sequence of observations that are probabilisticallfhe more closely the scored sequence matches the
related to the (hidden) states. An HMM can betraining sequence.

viewed as a machine learning technique that relies The HMM matrixAisN N, whileBisN M

on a discrete hill climb algorithm for training. andp is 1 N. Here,N is the number of hid-

A generic HMM s illustrated in Figure 1, den states anil is the number of distinct obser-
whereAis anN N matrix that de nes the state vation symbols. All three of these matrices are row
transitions in the underlying (hidden) Markov pro- stochastic, that is, each row satis es the conditions
cess, and the matri® contains discrete probabil- of a discrete probability distribution. To train an
ity distributions that relate each hidden stXtaso = HMM, we specifyN, the number of hidden states,
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Figure 1: Hidden Markov model

while M, the number of distinct observation sym- and description here closely follows that in the tu-
bols, is determined from the data. torial (Stamp, 2004).

Typically, the matrices that de ne the HMM, |y a classic illustration of the strengths of
i.e,l =(AB;p), are initialized so that they are the HMM technique, (Cave and Neuwirth, 1980)
approximately uniform. That is, each elementshow that HMMs can be successfully applied to
of A andp is initialized to approximately AN,  English text analysis. In (Stamp, 2004), the spe-
while each element 0B is initialized to approx- ¢j¢ English text example in Table 2 is given. In
imately 1=M. In addition, each row is subject to thjs case, the observations consist of the 26 letters
the row stochastic condition. Also, we cannot usegng word space, for a total &fl = 27 symbols,
an exact uniform initialization as this represents aynd the analyst chose to use= 2 hidden states.
peak in the hill climb from which the model is un- The B matrix is initialized so that each element is
able to climb. approximately £27, subject to the row stochas-

On the other hand, if we know something spe-tic condition—the precise initial values used in
ci ¢ about the problem, we can sometimes use thighis example are given in rst 2 columns in Ta-
knowledge when initializing the matrices, which ble 2. After training the HMM using 5000 ob-
can serve to speed convergence and reduce tlservations, the resulting transpose of Bimatrix
data requirements. For example, in (Vobbilisettyis given in the nal 2 columns of Table 2.
etal., 2017) it is shown that an HMM can be used

; the kev i imol bstituti oh From the example in Table 2, we see that when
O recover the key in a Simple SUDSUULON CIPNEr-y, o \so gy process is in (hidden) state 1, the prob-
text, where the underlying language is English

In thi the\ matri ds to Enalish ‘ability that the observed symbol &is 0.13845,

n this case, matrix Corresponas 1o Engsh o probability that the observed symbol lis
language digraph stafistics, and hence we can N5 0.00000, the the probability that the observed
tialize the A matrix based on such statistics, and !

there i dt timaiavhen training th symbol isc is 0.00062, the the probability that the
mggeeis no needto re-estimaevhen raining i€ b served symbol isl is 0.00000, the probability

that the observed symbol &sis 0.21404, and so

An HMM is a machine learning technique inthe 5. On the other hand, if the model is in (hid-
sense that very little is required of the human angen) state 2, then the probability that the observed
alyst. Speci cally, we need to specify the numbersympo| isa is 0.00075, the probability that the ob-
of hidden statedl, but all other initial parameters ggnved symbol i is 0.02311, the probability that
are derived from the data, or can be generated ahe observed symbol is is 0.05614, the proba-
random. During training, we rely entirely on the pjjity that the observed symbol ig is 0.06937,
“machine” (speci cally, the HMM training algo- the probability that the observed symbol és
rithm) to generate the model. Surprisingly often,js 0.00000, and so on. In this case, we can clearly
the HMM training algorithm succeeds in automat-gee that the 2 hidden states correspond to conso-
iCa"y eXtraCting relevant and Useful infOI’matiOf‘l nants and Vowels_ Since no a priori assumption
from the data. was made about the letters, this simple example

For additional information on HMMs, the stan- nicely illustrates the “machine learning” aspect of
dard reference is (Rabiner, 1989). The notatioran HMM.
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Initial Final text example, we see that tfematrix contains
0.03735 0.03909 0.13845 0.00075 - L .
0.03408 003537 0.00000 0.02311 the interesting information.

0.03455 0.03537 0.00062 0.05614 Again, an HMM is de ned by the 3 matrices,
0.03828 0.03909 0.00000 0.06937 e :

003782 0.03581 0.21404  0.00000 B andp, and it |_s _standard practice to denote an
0.03922 0.03630 0.00000 0.03559 HMM as| = (A;B;p). We also want to empha-
0.03688 0.04048 0.00081 0.02724 size that each of these matrices is row stochastic,

0.03408 0.03537] 0.00066 0.07278 : : . o
0.03875 0038168 012275 0.00000 with each row representing a discrete probability

0.04062 0.03909 0.00000 0.00365 distribution.

0.03735 0.03490 0.00182 0.00703 ; : ;
0.03968 003723 0.00049 0.07231 Now, suppose that we train an HMM with 2 hid

0.03548 0.03537 0.00000 0.03889 den states on simple substitution ciphertext, where
8-8%22 88?28? 8-22%2 8-%338(1) the plaintext is English. The resulting model will
003595 0.03397 0.00040 003674 partlthn the ciphertext letters into those corre-
0.03641 0.03816 0.00000 0.00153 sponding to consonants and vowels. On the other
0.03408  0.03676 0.00000  0.10225 hand, if we set the number of hidden statéso
0.04062 0.04048 0.00000 0.11042 Lth ber of bols (i ither 26
0.03548 0.03443 0.01102 0.14392 equal the number of symbols (i.e., eitter=

0.03922 0.03537 0.04508 0.00000 orN = 27, depending on whether we include word
0.04062 0.03955 0.00000 0.01621 i TR ;
0.03455 003818 0.00000 0.02303 _spaces), t‘he simple substitution key can be eas
0.03595 0.03723 0.00000 0.00447 ily determined from a converge matrix of an
0.03408 0.03769 0.00019 0.02587 HMM (Vobbilisetty et al., 2017). Furthermore, in

N<><§<:'-'m-‘.r:-co:g—x‘—'—':«:—"mn.no‘m

0.03408 0.03955 0.00000 0.00110 ; ; ; ; -
space| 0.03688 003397 033211 0.01298 this latter case, th& matrix contains digraph prob

sum | 1.00000 1.00000 1.00000 1.00000 abilities of the English plaintext.
An analogous HMM-based attack applies to ho-
Table 2: Initial and nalBT for English plaintext ~Mophonic substitution ciphers. However, in the
homophonic substitution case, the key recovery
from theB matrix is slightly more complex as the
For the example in Table 2, the convergemha-  numper of symbols mapping to each plaintext let-
trix as given in (Stamp, 2004) is ter is typically unknown (Vobbilisetty et al., 2017).

For these HMM-based cryptanalytic models to
converge, we generally require large amounts of
ciphertext, making such attacks impractical for

This A matrix tells us that when the Markov pro- MOost classic cryptanalysis problems. However,

cess is in (hidden) state 1, the probability that itSi"c& HMM training is & hill climb technique, ran-
transitions to state 1 is 0.25596, while the probad0m restarts can be used in an attempt to gener-
bility that it transitions to state 2 is 0.74404. Sim- 2t an improved solution. It is shown in (Berg-
ilarly, if the Markov process is in state 2, it next Kirkpatrick and Klein, 2013), and from a slightly
transitions to state 1 with probability 0.71571, angdifferent perspective in (Vobbilisetty et al., 2017),

it stays in state 2 with probability 0.28429. In this that by using large numbers of random restarts, the
case, the\ matrix is not particularly interesting, as Performance of HMM-based attacks can surpass
this matrix simply gives the probability of transi- Other techniques, in the sense of requiring less ci-
tioning from a consonant to a vowel, a vowel to aPbhertext. For example, it is shown in (Vobbilisetty
consonant, and so on. et al., 2017) that HMMs can outperform Jakob-

As mentioned above, an HMM also includes anSeN's algorithm (Jakobsen, 1995), which is a well-
known general-purpose simple substitution solv-

initial state distribution denoted gs, which for ' - ] ) o
the example above converges (Stamp, 2004) to N9 technique that is based on digraph statistics.
In this paper, we consider HMM-based crypt-

p= 0:00000 100000 analysis of the classic Vigene cipher. For the
Vigenere cryptanalysis problem considered here,
This tells us that the model started in the secondve will train an HMM, then we show that by
hidden state which, according to the converged examining the resulting matricels B, andp of
matrix, corresponds to the vowel state. Again, thisa converged model, we can easily determine the
is not particularly enlightening. For this English Vigenere key.

0:25596 074404
0:71571 028429
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2.4 Related Work In the next section, we give experimental results
for an HMM-based attack on a Vigere cipher.
We also provide some discussion of our results,
and we compare our technique to the GAN-based
approach mentioned above.

In (Berg-Kirkpatrick and Klein, 2013) an expec-
tation maximization (EM) technique is applied to
homophonic substitutions, with the goal of ana-
lyzing the unsolved Zodiac 340 cipher. The EM
technique in (Berg-Kirkpatrick and Klein, 2013)
is analogous to the HMM process discussed in th
previous section. A novelty of this work is the useFirst, we train an HMM withN = 3 hidden states
of an extremely large number of random restart®n a Vigerere ciphertext that was generated us-
to improve on the hill climb results. ing the keywordCAT Note that in this experiment
The paper (Lee, 2002) appears to be the rstwe have selected the number of hidden states
to explicitly apply HMMs (or similar) to substi- to be equal to the keyword length. Also, we have
tution ciphers. However, the work in (Cave andused an observation sequence (i.e., English text)
Neuwirth, 1980), which focused on English textof length 000 extracted from the Brown Cor-
analysis, anticipates later cipher-based studies. pus (Francis and Kucera, 1969). In all of our ex-
In (Vobbilisetty et al., 2017), HMMs are ap- periments, we have removed all special charac-
plied to simple and homophonic substitutions, anders and word space, and all letters have been con-
a careful comparison is made to other automateserted to lower case, resulting M = 26 distinct
cryptanalysis techniques. This work shows thabbservation symbols.
HMMs can achieve superior results in many cases, For this experiment, the convergddmatrix is
although the computational expense can also bgive by

eS Experimental Results

quite high. 0

The work presented here is motivated in part 0:00000 000000 100000
by the recent paper (Gomez et al., 2018), where A= @ 1:00000 000000 000000A
it is shown that a generative adversarial network 0:00000 100000 000000

(GAN), which is a type of neural network, can ) .
be used to successfully break a Vigea cipher. In contrast to the English text and simple sub-
However, this GAN-based Vigeme attack as- stitution examples discussed in Section 2, here

sumes unlimited ciphertext, which is unrealisticiﬂ?imatt”_x 'ts I\I/ery |r:Lortrrlﬁtlv;e—fq:_ Onit?v'\?g'
in any classic cryptanalysis context. In addi- IS A matrix telis us that the transition between

tion, in (Gomez et al., 2018) it is claimed that atheN = 3 hidden states is actually deterministic.

strength of the GAN technique is its ability to han- From the nature of the Vigene m_phgr,' itis clear
dle a large vocabulary (up to 200 symbols) Whichthat these states correspond to individual column
seems to be of somewhat dubious value in ’the cor?—hifts’ and hence this is a result that we would ex-
text of Vigerere cryptanalysis. Finally, as is gen- pec|t1f0r a keyworg.of Iength s in Table 3
erally true of neural networks, the resulting GAN The corresponding matrix appears in Table 3,

is opaque, leaving the authors to make statemeni'ghicr(‘j reveals rt]hf?t ;hg '_'St h:(dden s;jtalte corre-
such as the following (Gomez et al., 2018): sponds to a shitt o ("ej' eyword letté),
as the probabilities approximately match the ex-

For both ciphers, the rst mappings to pected letter frequencies of English. We also see
be correctly determined were those of that the second hidden state corresponds to a shift
the most frequently occurring vocabu- by 2 (i.e., keyword lettel© since the letter fre-

lary elements, suggesting that the net- guencies in this column are offset by 2 from those
work does indeed perform some form of of English, while the nal column corresponds to
frequency analysis to distinguish outlier a shift by 19 (i.e., keyword letteF).
frequencies in the two banks of text. From the convergeB matrix and the state tran-
sitions in the convergeA matrix, we deduce that
The implication here is that the authors are forcedhe keyword must be eithekTG TCA or CAT In
to conjecture as to the relative importance of thehis speci ¢ example, we also nd that the initial
various features in the GAN, since such basic instate distribution matrip converges to
formation is not at all clear from an examination
of the model itself. p= 0:00000 100000 000000

44



0.08761
0.01560
0.03540
0.04290
0.13171
0.02100
0.02190
0.04170
0.06841
0.00180
0.00600
0.04080
0.02340
0.06001
0.08131
0.02430
0.00090
0.06601
0.06151
0.09481
0.02910
0.01020
0.01500
0.00180
0.01590
0.00090

N Xs<c 0w -TQOOTOS3 - X™T750Q—™"0DaQ0 oW

0.01290
0.00000
0.07411
0.01470
0.03030
0.04740
0.12181
0.02160
0.01470
0.04470
0.08101
0.00360
0.00300
0.04800
0.02280
0.06721
0.07711
0.02160
0.00090
0.06451
0.06541
0.09781
0.03180
0.00960
0.02040
0.00300

0.04950
0.06811
0.00480
0.00450
0.04320
0.02520
0.06661
0.07291
0.02610
0.00060
0.06541
0.06541
0.09871
0.02520
0.01050
0.01680
0.00300
0.02130
0.00030
0.07951
0.01500
0.03090
0.03870
0.13171
0.02310
0.01290

Table 3: FinalBT for Vigenere ciphertext with
keywordCAT

Since some state transitions are deterministic, we
suspect that the keyword length is less than 4 in
this case. Similarly, an HMM withN = 5 hidden

states yields
0

|

0:00
0:00
0:00
0:00
1.00

000
000
Q000
a47
000

00
100
(000}
(0 (00}
(000}

100
00
100
000
000

1
000
000
000
053
000

which, again, implies that the keyword length is
likely less than 5. Finally, we point out that multi-
ples of the keyword length behave similarly—for
this example, withN = 6 hidden states we obtain

0
0:00

0:00
0:00
0:49
0:00
0:00

000
000
000
051
000
000

054
(00]0]
(0(0]0]
G00
(0(0]0]
Q000

00
0o
100
00
100
100

046
000
000
000
000
000

1
a00

100
000
Q000
000
Q000

From these results, we conclude that fma-
trix in a converged HMM will enable us to pre-
cisely determine the keyword length used to en-
crypt a Vigerere ciphertext. Furthermore, if suf-
cient ciphertext is available so that English letter
distributions are (roughly) apparent, tBematrix,
together with the initial state matrix, will com-
pletely determine the keyword. That is, we simply
train HMMs with different values oN until we

This implies that we start in the second hiddenobtain a deterministié& matrix, and then we use
state, which corresponds @ and hence we have the correspondin® andp matrices to determine
determined that the keyword GAT
Suppose that instead of usin§l = 3 hidden
states, we train an HMM withl = 2 hidden states need to train each HMM multiple times with dif-
using the same Vigeare encrypted data as in the ferent randomly-selected starting values.
previous example. In this case, we nd that the

matrix converges to

which tells us that we do not have deterministic
transitions between the states, and hence the ke

0:75236 024764
0:34235 065765

A=

word length is greater than 2.

If, on the other hand, we attempt to train a

model withN = 4 hidden states, we obtain

.

0:00000
0:00000
1:00000
0:00000

100000
000000
000000
015595

000000
099884
000000
000000

000116
000000
084405

1
000000
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the Vigerere key. Due to the fact thatan HMM is a
hill climb, to obtain a converged model, we might

Next, we consider the amount of ciphertext
needed to determine the Vigere key using this
HMM-based attack. Of course, the amount of ci-
phertext will depend on the length of the keyword.

We tested a few small keyword lengths until
we found an initialization that yielded a solution.
Jhen we reduced the amount of ciphertext until the
¥|MM was unable to solve the problem. This gives
us an upper bound on the amount of ciphertext
needed, at least in these selected cases. In these
experiments, we de ne a “solution” as a trained
HMM where the average of the maximum value
in each row of theA matrix is at least ®9. Our
results are given in Table 4, based on 100 random
restarts of the HMM for each test case.



Keyword Minimum Friedman References

Keyword .
length  ciphertext test Taylor Berg-Kirkpatrick and Dan Klein. 2013. De-
IT 2 175 1.4235 cipherment with a million random restarts. fmo-
DOG 3 250 3.7209 ceedings of the Conference on Empirical Methods in
MORE 4 450 3.8208 Natural Language Processingages 874-878.

NEVER 5 1200 3.6467 Robert L. Cave and Lee P. Neuwirth. 1980. Hid-
SECURE 6 1400 4.5545 den Markov models for English. In J. D. Fergu-

ZOMBIES 7 1300 9.9334 son, editor, Hidden Markov Models for Speech

IDA-CRD, Princeton, NJ, October 1980, pages 16—
56. https://www.cs.sjsu.edu/ ~stamp/RUA/
CaveNeuwirth/index.html

Table 4: HMM attack (100 random restarts)

W. Nelson Francis and Henry Kucera. 1969. The

; ; ; Brown Corpus: A standard corpus of present-day
From the results in Table 4, it seems likely that edited American English. http:/Awww.nitk.

V\(ith_a large number or ran(_jom restarts, we can orginitk_data/

signi cantly reduce the required length of the ci- ) o

phertext. In any case, even the ciphertext IengthW‘”'am F. Fr|edma_1n. 1987The Index of Coincidence

in Table 4 are far from the “unlimited” ciphertext gnd Its Applications in Cryptographyiegean Park
ress.

that is assumed for the GANSs training discussed

in (Gomez et al., 2018). It is also interesting thatAidan N. Gomez, Sicong Huang, Ivan Zhang,

our HMM result is accurate, even in cases where B¥an M. Li, Muhammad Osama, antlukasz
Kaiser. 2018. Unsupervised cipher cracking using

the Friedman test gives an incorrect result. discrete GANs https://arxiv.org/abs/1801.
04883

4 Conclusion Thomas Jakobsen. 1995. A fast method for the
cryptanalysis of substitution ciphersCryptologia

19:265-274.
In this paper, we showed that a hidden Markov

model (HMM) is a powerful and effective tool for Friedrich W. Kasiski. ~ 1863. Die Geheim-
the cryptanalysis of Vigesre ciphertext messages. Zﬂ&r'ﬁt‘;’; ”Eg ‘3)'? gggh'ﬁ{i'gﬁ;”ﬁ f\%gg}c’gﬁghy
We also showed that a trained HMM is informa- P

e e : ’ : Sohn, Berlin. http://pages.mtu.edu/  ~shene/
tive in this context, in particular when compared NSF-4/Tutorial/VIG/Vig-Kasiski.html

to the neural network (GAN) based Vigar at- Dar-Sh L 2002,  Substitution decioh
tack discussed in (Gomez et al., 2018). Undoubt- ai:g g:ggd c?:.HMMs with agpﬁggﬁt&?& tgcé%nf_r'
edly, GANs are powerful and useful tools formany  pressed document processing.|IEEE Transac-
types of problems. However, it appears that the tions on Pattern Analysis and Machine Intelligence
Vigenere cipher may not be an ideal test case toil- 24(12):1661-1666, December.

lustrate the strengths of this particular type of NeUy gurence R. Rabiner. 1989. A tutorial on hidden
ral network. Markov models and selected applications in speech

For future work, it would be interesting to test ~recognition. Proceedings of the IEEE/7(2):257~

an HMM-based Vigeere attack with large num- '
bers (i.e., millions) of random restarts to deter-Mark Stamp. 2004. A revealing introduction to
mine the minimum amount of ciphertext needed. hidden Markov models https://www.cs.sjsu.

It would also be interesting to test similar HMM €Y/ ~SaMP/RUAHMM.pdf
based attacks on other more complex polyalphaRohit Vobbilisetty, Fabio Di Troia, Richard M. Low,
betic substitutions. Various combinations of clas- gIOFYa_dO Aarton \I/iS&_lggiO_, anhdd'é/larkMStéll(mP- 281I7-

H : : | I n | n | n rkov m .
sic substitution and, perhaps, elementary trans- Cr?/;?oﬁocgé\pﬂ(i)ﬁ—szg.s g hidden Markov models
position ciphers are also possibly amenable to
HMM-based analysis. Due to their general ap-Wing Wong and Mark Stamp. 2006. Hunting for meta-
plicability to classic substitution ciphers, HMMs ~ Morphic engines. Journal in Computer Virology

: - L 2(3):211-229.
might be useful as a rst line of analysis in cases
where a (classic) encryption technique is not com-
pletely known.
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Abstract

In 1885 the General Staff of the Royal
Netherlands Army had adopted a variant
of the turning grille devised by Edouard
Fleissner von Wostrowitz as a means for
encrypting messages, exchanged by tele-
graph between the General Headquarters
and commanders in the eld. Some staff
members harbored serious doubts about
the security of this device, however, and
during a military exercise in 1913 it was
solved with surprising ease by an army
captain. The matter was investigated by
a committee of staff of cers, concluding
that the army lacked the expertise to judge
matters like this. It recommended the
training of a staff of cer for this purpose

in particular. The outbreak of the First
World War was to speed up the decision
process, but — against all odds — the newly
trained experts were not drawn from the
ranks that had demonstrated their talent
for code breaking a year earlier, because
these were destined to follow different ca-
reer paths altogether.

Introduction

Initially the grille was intended for hiding that
a secret message was being sent at all, rather than
as a means of encryption. This all changed dur-
ing the course of the 18th century, when the grille
was increasingly used for jumbling the characters
in a message by rotating them, according to the
holes in the mask. The rst description of such
use we nd by the German mathematician Carl
Friedrich von Hindenburg (1796) who was aware
that such use could only be made at the expense
of a loss in entropy and, therefore, cryptographic
strength. The perforation pattern in one quadrant
of the mask would automatically limit the possi-
bilities for perforation in all others, because two
punch holes could not be allowed to cover the
same position after a rotation.

Figure 1: drawing showing how a turning grille
can be punched

Kahn (1967) describes the original grille, as con-
ceived by Cardano as:

The appearance of the turning grille in scien-

“a sheet of stiff njaterlal,. such as cardboard, ti ¢ literature only at the end of the 18th century
parchment or met_al into Wh_'(?h rectangular ho_les’does not mean, however, that it wasn't used before.
the height of a line of writing and of varying . 4e | eeuw and Hans van der Meer (1995) have

Ier?gthsl, are EUt at |rr|:egular |ntehrvals. fThe eNCl- yemonstrated that the practice existed already 50
pherer lays this mask over a sheet of paper ang ., s earlier. The device gained wide popular-

writes the secret message through the perforal-ty much later, after a Austrian Colonel Edouard

tlons, Iso:ne of Whh'Ch will telllreb? thole;]/vord, OthersFleissner von Wostrowitz (1881) had drawn atten-

e;]smgltla ettzr,"ot. er; asyllable. e then re_rrr:ovesﬁon to it in a handbook about military cryptogra-

itnﬁo%:rlljoeuznsou: dllr;] t sof;]igggasdf},ces with an phy. Essentially, he proposed the adding of two or
9 : more columns with nulls in order to hide the center

1Kahn, 144-145 of rotation of the actual cryptogram. At the eve of

Proceedings of theSiConference on Historical Cryptologpages 49— 54,
Uppsala, Sweden, 18-20 June, 2018



and during the rst world war his suggestion wastress, because these could enter the shallow waters
followed widely. Kahn (1967) mentioned the use protecting the Dutch capital and its surroundings.
of turning grilles in different sizes by the GermansThis clearly indicated that a German attack could
during the rst months of 1917, only to be solved not be ruled out, in case war broke out in Western
by French code breakers not much l&teThe Europe (Klinkert, 2017).
Dutch were no exception. In a circular announce- During this exercise, lasting two days in June
ment dated 23 April 1885 the General Staff pro-1913, a deployment of troops in the 1Jssel valley
scribed the use of the turning grille for telegraphwas simulated, entailing a movement of troops by
traf c in times of crisis between the General Head-train from the western to the eastern part of the
quarter and eld commandefsSome staff mem-  country, including the transport of equipment for
bers, however, doubted the cryptographic strength eld hospital. On the eve of the second day of
of the device and one of them proposed the enthe exercise — on 20 June — a cable message was
ciphering of the original message by means of aent by the eld commander in the western part of
addition table, before deploying the turning grille country with orders for his troops already present
proper? This proposal did not get any follow-up, in the eastern part. It was to be intercepted by the
but the matter became urgent again on 20 Jungarty supposedly defending the East, located in the
1913, when another army captain, C.J.H. van destronghold Cortenoever, overlooking the valtey.
Harst (1876-1938), was able to break an encrypted The encrypted message was given to Captain
message from GHQ with surprising ease. Thisc J.H. van der Harst who was to nd out which or-
incident caused commander in chief General C.Jers were given for the next day. It consisted of 15
Snijders (1852-1939) to appoint a committee to rexolumns and thirty rows lled with letters only, no
examine the use of cryptography by the army.  digits included. Captain van der Harst — who was
In this paper | will brie y discuss the military detached by his regiment with the General Staff —
exercise and then show how the message was briiad three advantages: (1) he knew exactly how the
ken by Captain van der Harst. Subsequently | wilkurning grille had to be handled according to the
analyse the way in which the entire incident wasguidelines, issued by his colleagues at the General
evaluated by the General Staff. In the conclusiongtaff, when it was introduced nearly twenty years
I will assess the viability of the measures taken. before; and (2) he was familiar with the language
] used by army of cers in cables like these; and (3)
2 The exercise he was well aware of the limitation in entropy, of-

The Netherlands had been a neutral country sinclzeemd by the tumning grille, as he makes a remark

the defeat of Napoleon in 1815. Apart from colo-abOUt this in _h's notes. .
nial warfare, mainly in the East Indies and a mil- 10 Start with the rst: the use of punctuation
itary expedition to prevent Belgium from gaining marks and digits was strictly prohibited. Numbers
its independence in 1830 it had not fought a maVere to be represented by the rst 10 letters of the
jor war for almost 100 years, when nally war alphabet, omitting the “J";_punctuatlon marks were
broke out in 1914. The Netherlands managed t&° P€ Spelled out. The sides of the grille were al-
stay out of con ict, but were heavily affected by ways indicated by means of_the rst eight _Ietters
trade embargoes and the ooding of half a mil- ©f the_alphabet. The square in the'exac_t middle of
tthe grille was used to indicate which side had to
unprepared. It had to reckon with a military in- P€ Placed on top to start with, from that position
on every following rotation was to be made clock-

vasion by the British in the south west to liber- " ‘
ate Antwerp and with a German attack from theWise. If the message contained too many letters

east. The German building of armored atboatst© t one cipher bIOC_k’_ this procedure was sim-
with heavy guns had caused the army much dis_ply r_epeated. Remaln_lng squares had to be lled
in with nulls. The adding of at least two columns

2Kahn, 308-309 with nulls, recommend by Colonel Fleissner von
3The Hague, Nationaal Archief, Department van OOI"Og,WostrowitZ to hide the rotating center of the cryp-

Generale Staf, inv. nr. 82
4Ibid., inv. nr. 305: Captain A. van Mens to General togram, was not mandatory for regular use. The

C.J. Snijders, Arnhem 1911, January 19. Van Menswrotehis—
advice on request of the chief of staff, given by mouth ve  Slbid., inv. nr. 305: handwritten note without date con-
days earlier. taining instructions for the exercise.

lion refugees from Belgium. The army was no
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Figure 2: the supposedly intercepted message. Source: Nationaal Archief Den Haag
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guidelines did mention this possibility, but only as expected the message to contain information about
a complicating measure, to be applied at will. Atroop movements, not yet known to the eld com-
second complicating measure mentioned was thmander, orders, or reconnaissance about the en-
ling of the mask before rotation with nulls and emy.

starting writing the actual message after turning The rst row of the cryptogram contained the
the backside up. This procedure could only be injetters 'i', 'c’. 'h', and 't', likely constituting the
dicated if the center for rotation was lled with |ast syllable of the word of 'bericht’; the last row
two letters: one to indicate the Original pOSitiOn of contained 'b', '‘e' and T, Constituting the rst Sy|_

the mask and one to indicate how it had been laigaple of the same word. These letters had to cor-

after the backside had been turnecfup. respond with three punch holes of the mask. Con-
. o sequently, these squares had to remain black when
3 Reconstructing the grille in use the grille is turned. The drawing of the mask could

The approach taken by Captain Van der Harst tg'ow begin. 'll'f?elllas't Iroyvlcontalned one more prob-
solve the cryptogram can be derived from his per-_ablfa word: g, ry., P ( attack)_. Th'_s w?rd
sonal notes, handed over after the exercise to thg !IKely to occur In a sentence like this: ‘gryp
commander in chief Lieutenant-General Snijders. morgen vyand aan‘gtack Fhe enemy tomorrgw
The captain started his analysis by stating that thd "€S€ Words can be constituted from letters also to
size of the letter square, consisting 15 columns anBe fp_und inthe rst and second rOW’,md'C?t'ng the
30 rows, probably indicated a plain use of the wumPosition of the punch holes When side Il is put on
ing grille twice, without columns added. This im- top. 'Another probable grouping of words WOUId
plied that the letter square had to be divided intgP€: ‘met uwe geheele machtivith your entire

two halves of 15 rows each and that the punch hoh_f:prce). Detecting of these words makes the unveil-
in the exact middle of each letter square would"9 of the second cipher block almost complete.

have to contain a letter indicating which side ofTh,e text occurring in the punch holes When| side

the grille had to be put on top rst. IV is put on top can now be reconstructed: 'or u
The square in the middle of the rst cipher block vastgesFeIde stat_ions Zijn uitgeladen kondschgps-

contained two letters, however, ‘g, the square inber' (Railway stations allocated by you reconnais-

the middle of the second cipher block only one let->2"°€ mess).. This implicates that the square is

ter: 'd'. Therefore, Van der Harst decided to pro- ]EO be gdsecli Irlst W(';THSIde v belr;gtpl::]pn top.,t.be-
ceed with the second cipher block. ore side |, 1l an are movea to tis position,

. . correponding with the letter 'd' in the middle of
The captain subsequently asked which word : -
. . he second cipher block. The remaining letters oc-
were likely to emerge in the message, words tha

could be detected easily, because of their spellinﬁwrmg When_S|de lllis put on Fop (?on_stltute rub-
- . s . ish. The entire text emerging in this cipher block
that is to say. He mentioned several: ‘vyand (en-is now clear:

emy), because the 'y’ does not occur very often . o

in Dutch; 'bericht' (message), because the trigram 'dooru vastgesteldfe stations zijn uitgeladen vo_I-
‘cht' is rare; and 'opperbevelhebber' (commander9€ns kondschapsbericht heeft vyand te helder min-
in chief), because this word contained two dou-Stens drie divisies ontscheept gryp morgen vyand
blings of consonants: pp’ and 'bb’ which is rare @an met uwe geheele macht en werp hem terug op-

in Dutch also. Generally speaking, Van der HarsPerbevelhebber slot
— o . (allocated railwaystations are unloaded ac-
Ibid., inv. nr. 82: Aanwijzing voor het gebruik van cording to reconnaissance message the enemy has

geheimschrift Clues for the use of Secret Writingt is un- . s .
clear to me how this recommendation was to be put into pracdisembarked at least three divisions in helder at-

tice, if a cable gram was actually sent. After all, all of this de- tack the enemy tomorrow with your entire force

pended on the neatly reorganizing the cryptogram in groups;nd throw him back commander in chief end)
of four letters. Clearly, in one way or the other, it had to be '
indicated that the telegram contained two letters that had to  With help of the reconstructed grille, but only

be placed in one square, but how? o after moving the mask in various positions in a
Ibid., inv.nr.  305: j Methode van ontcijfering van

het geheimschriftNlethod of Deciphering of Cryptogrgm ~ PFOCE€SS of trial and error, the following message
Annex to the letter sent by Lieutenant-General C.J. Sniemerged:

jders to staff captains P. Huizer, E.F. Insinger and P.J. Van L .

Munnekrede, s'Gravenhage, 7 November 1913, GS no 138, Derde divisie, korps RA en vliegafd zullen
Geheim. hedenavond en nacht worden aangevoerd en be-
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have the advantage that Army and Navy could ex-
change secret messages without additional e¥fort.
He also wanted them to take notice of a system,
described recently in a French jourfal.
Unfortunately, this committee lacked all code
breaking experience. It proved, however, to be
well versed in the cryptologic literature of the
day. It cited among other titldses chiffres secrets
dévoileeshy E. Bazeries (1901fEtude sur la cryp-
tographie by A. Collon (1906); Kryptographik
by L. Kluber (1809);Die Geheimschriften im di-
enste des Geséfts- und Verkeherslebenby H.
Schneikert (1905); not to mention of course the
well-known Handbuch der Kryptographidy E.
Fleissner von Wostrowitz (18839. This suf ced,
however, to discourage adoption of the cipher sys-
tem used by the navy, because this consisted of
a simple Caesar alphabet to encipher the existing
optical signal register whenever needed, offering
no genuine protection at dlf. What is more, ac-
cording to the committee, a common cipher sys-
. . tem for army and navy was unnecessary and even
Figure 3: The gnllg as tecons_tructed by Van derdangerous: unnecessary because army and navy
Harst. Source: Nationaal Archief units were not be in direct contact, orders be-
ing always given top down; and dangerous, be-
halve verpleging en veldhosp afd morgenochtendause the distribution of ciphers would become too
om zes uur aan de door u vastgestelde stations zijidespread to offer security any longer. Encryp-
uitgeladen volgens kondschapsbericht heeft vyantion had to remain limited to messages exchanged
te helder minstens drie divisies ontscheept grypetween the GHQ and the eld commandéts.
morgen vyand aan met uwe geheele macht en werp Surprisingly, a careful examination of the liter-
hem terug opperbevelhebber slot' ature had lead the committee to believe that the
(third division, royal horse artillery and air- turning grille was one of the strongest encryp-
craft unit will be conveyed this evening and nighttion devices available, as no convincing cases were
and except for hospital staff and hospital equip-presented of its solution. It did believe, however,
ment tomorrow morning at six o' clock unloaded that the way in which the system was used in the
at the designated railwaystations according to re-Netherlands, was ready for improveméhin the
connaissance message the enemy has disembarkéedw of his colleagues, Captain van der Harst was
at least three divisions in helder attack enemy to-able to break the cipher, only because he had a
morrow with your entire force and throw him back some idea what the messages was about; because
commander in chief end) he was well aware what probable words to look

4 The staff report 8lbid., inv.nr.  305: Lieutenant-General C.J. Snijders
to staff captains P. Huizer, E.F. Insinger and P.J. Van

. Munnekrede.s'Gravenhage, 7 November 1913, GS no 138
On 7 November 1913 General C.J. Snijders deggpeim. 98 ' '

cided to put the matter before a committee of three °Genie Civil, XXIll (26), 420.

staff of cers: the captains P. Huizer, E.F. Insinger *°The Hague, Nationaal Archief, Departement van Oorlog,
enerale Staf, inv. nr. 305: Beschouwingen en voorstellen

and_P"]' \_/an Munnekr?de' He asked whether thl verband met het bij den Generale Staf in gebruik zijnde

turning grille could be improved or had to be re- geheimschrift. d.d. 30 May 1914R¢ ections and Proposi-

placed altogether. If the last was to be case, heons with regard to Secret Writing as practiced by the Gen-

demanded to pay attention to the question Whetheﬁrﬂﬁzﬁ' 4

the system in use by the Royal Netherlands Navy 124 5.6,

could be adopted by the Army as well. This would *3ibid., 6-7
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for; and, last but not least, because no complicatGeneral and governor in charge of the Royal Mil-
ing measures, such as the adding of columns tiary Academy.
hide the real rotating center of the cipher block
were ever takeh? Much in line with the original
suggestion made by Captain Van Mens in 19118eferences
the committee recommended the enciphering oEdouard Fleissner von Wostrowitz. 188Handbuch
the original message before putting it under a turn- der Kryptographie Seidl & Sohn, Wien, Austria.
ing grille by way of avlgeesre, carefully explain- - cap Friedrich von Hindenburg. 1796. Fragen eines
ing how a Vigerre worked* Ungenannteniiber die Art durch Gitter geheim

The committee did not go into the actual crypt-  zu schreibenArchiv der reinen und angewandten
analysis of the message. It was well aware that it Mathematik llt 347-351, V. 81-99.
lacked the hands-on experience, needed in an apavid Kahn. 1967.The Codebreakers. The Story of
tual war. Therefore, it recommended the appoint- Secret Writing. Macmillan Publishing Company,
ment and training of an additional staff of cer to ~ New York, USA.
gain expertise in this particular eld. It doubted, wim Kiinkert. 2017. ‘Espionage Is Practised Here on
however, that this job was suited for a career of- a Vast Scale'. The Neutral Netherlands, 1914-1940.
cer, who had to rotate jobs on a regu|ar basis. Floribert Baudet et alPerspectives on Military In-

; : _ telligence from the First World War to Mali. Between

The mlndszt nfezded. Wa.lsh Or:]e of pgtt)llence, pe.rse Learning and LawT.M.C. Asser Press, The Hague,
verance and wisdom: with tl e possible exception Tpe Netherlands, 23-54.
of perseverance attributes dif cult to nd among
pecpl who i th amy I mostcases, bcauser e Lo and s vr o e, 285, AT
they wanted to see action. The commlttee bellev_ed StadtholdersCryptologia XIX(2), 153-164.
that a reserve of cer would be better suited for this

task, because he would lack the ambition to makéarl de Leeuw. 2015. 'The Institution of Modern

; ; Cryptology in the Netherlands and the Netherlands
f"‘ career |r.1 thg arm){ to start with. Descent was East Indies, 1914-1935Intelligence and National
irrelevant, in this particular case. Security 30; 26-46.

5 Conclusion

Less than a month after the committee had com-
pleted its report, Archduke Franz Ferdinand and
his spouse were murdered and less than two
months later war broke out, changing the face of
the continent. In this context it should not sur-
prise us that the committee's advice was followed.
Henri Koot, a young lieutenant from the colonial
army who happened to be in the country to fol-
low a training program, possessed all the required
gualities and proved to be able to lay the ground-
work for the institution of modern cryptology in
the Netherlands, as Karl de Leeuw (2015) has
shown. Koot — recognizably of mixed descent —
was highly intelligent, but also modest and obedi-
ent to the extreme and he had no career expecta-
tions outside the colonial army whatsoever. Nor
should it, after all that has been said, surprise us,
that Van der Harst — who clearly had demonstrated
his talent as a cryptologist — wasn't called upon
to do the job. He was to rise high in the Royal
Netherlands Army, ending his career as a Major

pid., 8.
151bid., Bijlage B.
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Abstract

In World War One (WW1), the Ger-
man diplomatic services and the Imperial
Navy employed codebooks as the primary
means for encoding con dential commu-
nications over telegraph and radio chan-
nels. The Entente cryptographic services
were able to reconstruct most of those
codebooks, to obtain copies of others, and
to overcome various enhancements intro-
duced by the Germans.

A collection of diplomatic and naval at-
tacte cryptograms from and to the German
consulate in Genoa, dating from the late
19th Century to 1915, has been preserved
and is held in German archivés.

In this article, the author describes the
process of identifying the encoding meth-
ods, of reconstructing the 18470 diplo-
matic codebook, and of recovering the su-
perencipherment applied to the German
Navy's Verkehrsbuch.

The vast majority of the messages can now
be read in clear. Before the war, the com-
munications are mainly about routine con-
sular matters. From the summer of 1914,
they re ect the sequence of events lead-
ing to war, including the declarations of
war. The messages also describe the cru-
cial role played by the German consulate
in collecting naval intelligence, and in as-
sisting the German warships Goeben and
Breslau in their escape to the Dardanelles
in August 1914.

1 Overview

was not allowed to keep records in their encoded
form. Diplomatic archives in most cases do not
contain original cryptograms. Furthermore, signal
intelligence and codebreaking agencies which in-
tercept enemy communications also have a policy
of not preserving the original cryptograms. As a
result, the discovery of a collection of such docu-
ments is a rare event and can be of signi cant value
for cryptology history research and general his-
torians. For example, hundreds of Enigma cryp-
tograms from 1941 and 1945 were decrypted in
2005, shedding new light on German communica-
tion procedures and on the fate of resistance lead-
ers who died in Nazi concentration camps (Sul-
livan and Weierud, 2005). In 2016, a collection
of ADFGVX cryptograms from the Eastern Front
of WW1 was deciphered, providing new insight
into events which occurred towards the end of the
war (Lasry et al., 2017).

The Politisches Archiv des Ausmtigen Amtes
(PA AA), the political archives of the German For-
eign Of ce in Berlin, holds a series of documents
recording communications to and from the Ger-
man consulate in Genoa (Genova), a port in north-
western Italy (PAAA, c 1915). The records cover
the period from 1867 to 1915, most of them from
1914 until May 1915, at the time ltaly left the
Triple Alliance and declared war on the Austro-
Hungarian Empire. While a large part of the doc-
uments consists of non-encrypted plaintexts, hun-
dreds of them consist of original cryptograms, en-
coded using several types of diplomatic and naval
codebooks.

This article describes the process of recover-
ing the original plaintexts and analyzing their con-
tents. It is structured as follows: In Section 2,
we provide an introduction to codebooks, as well

Collections of original encrypted messages ares a description of the main German diplomatic
hard to nd. As a standard security procedure, itand naval codebooks used in WW1. In Section 3,

1RAV Genua - Records from the German General Con-W€ describe, step-by-step, the process of identi-
sulate in Genoa. Politisches Archiv des Aistigen Amtes. ~ fying the various encryption methods, of recon-
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structing one of the codebooks, and of recover2.2 Two-Part Codebooks

ing the superencipherment key for another COdeTo achieve better cryptographic security, there

.bOOK' In Section 4, we provide preliminary nd- should ideally not be any relationship between the
Ings about the contents of the messages. In Sefélphabt—:‘tical) order of the words and the numeri-
tion 5, we brie y assess the cryptographic Weak'cal order of the corresponding codes. While doing
nesses of WW1 German codebooks and ProCesy increases the cryptographic security of a code-
dures. book, at the same time, it is not possible anymore
to use the same codebook for both enciphering and
2 German WW1 Code Books deciphering. Two versions of the codebook are re-
quired, the rst one in alphabetical order for enci-
A codebook is essentially a dictionary of words phering, and the second one in numerical order for
and other entities that may be encoded using geciphering, in other words,tavo-part codeboak
code, such as a 5-digit number, or a 4-letter code. At rst, the designers of German codebooks in-
In this section, the various types of codebooks aréroduced two-part codebooks in which they scram-
described, focusing on diplomatic and naval codebled the order of the pages, but the numerical

books used by the German Empire in WW1. codes for words within a page (usually 100 per
page) were still ordered according to the alpha-
21 One-Part Codebooks betical order of the words. As a result, numeri-

cally close codes could still be guessed. Worse,
The one-part codebooks the most convenient new codebooks were often no more than a copy
form of a codebook. Compiling such a code-Of a previous codebook (possibly already recon-
book is a relatively simple process. The codeboolétructed by the enemy) in which only the original
entries appear in alphabetical order. NumericaPages had been reshuf ed, but not the words inside
codes are assigned to each entry in the same ofach page. To reconstruct such a codebook, it was
der. It is easy to search for a word and its cor-enough to map each page from the previous ver-
responding numerical code while enciphering asion to the corresponding page in the new version.
message, or to search for a numerical code whil&or that purpose, the knowledge of the meaning
deciphering an encoded message. Therefore, tffer only a few tens of codes (in the new codebook
same physical copy of the codebook can be usedersion) was usually suf cient.
for both enciphering and deciphering. To achieve a purely random ordering, “hat

Like any other form of enciphering using sub- €0des’ (also known as “lottery codes’) were intro-

stitution, codebooks may be reconstructed by agduced during the war. Their name is derived from
versaries using frequency analysis. The most frel® manual methods used in WW1, such as mix-
quent codes are most likely to represent the modP'd Paper strips inside a hat, and extracting them
frequent words of the language. To reduce thdandomly and assigning them numengal codes, so
frequency of the most common codes, codebooihat the_ numerical codes have no relation to the al-
compilers also included expressions and even fulphabetical order of the words. Reconstructing a
sentences as entries in the book. Furthermore, thd}t code by codebreaking agencies required a sig-
assigned multiple codes for the most heavily used!i cantly larger and longer effort, including ex-
words. Those measures were not always effectivdensive trial-and-error. In general, cryptanalysts
as they often depended on the operator choices f&puld never reconstruct such a codebook in its en-
encoding sentences instead of single words, antfew-
for not always selecting the same numerical code2
for a common word. The main weakness of one-
part codebooks is the strong relationship betweefhysical copies of a codebook may always fall
the alphabetic location of words and their corre-into the enemy's hands, and while harder with hat
sponding numerical codes. If two numerical codesodebooks, reconstruction by analytical means is
are close to each other, and the meaning of the rsstill possible. Therefore, codebooks should not
word is known, it might be possible to guess thebe used for an extended period of time. On the
meaning of the second word, as it is alphabeticallyother hand, compiling a new codebook and dis-
close to the rst one. tributing its physical copies was often dif cult, es-

.3 Superencipherment
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pecially to embassies in countries without a bor- Words and Expressions A set of pages
der with Germany, such as Spain. To increase the  (randomly numbered) dedicated to words,
security of existing codebooks without replacing expressions and some full sentences. Each
them, German cryptographers often appliesba page contains 100 entries.
perenciphermenfan additional encipherment) on

the numerical codes. Methods of superencipher-  persons A set of pages dedicated to names
ment either consisted of transpositions (changing  of persons, and entities such as banks and
the order of the dIgItS in the numerical Code), sub- commercial Sh|pp|ng lines. Those pages, ran-

stitutions (replacing a d|g|t with another d|g|t), domly numbered, were Sparsely populated
or additives (Some number mathematica"y added (usua”y 0n|y ten names out of the possib|e
to the numerical codes). At rst, superencipher- 100 in a page).

ment methods were simple or used over a long
time span, allowing Room 40, the section in the
British Admiralty responsible for cryptanalysis, to
recover the keys on a regular basis.

Toward the end of the war, the Germans intro-
duced more sophisticated methods, but often made ) ) )
the severe mistake of communicating the details of EXcept for the Dreinummerheft, which consists
a new superencipherment method in a message efif 3 digits, the numerical codes have 4 or 5 dig-
coded with a previous version, already known toltS- The three leftmost digits (for a S-digit code)

Supplement A set of pages with additional
names and places, with numerical codes ran-
domly assigned.

Room 403 or the two leftmost digits (for a 4-digit code) rep-
resent the page number. The second digit to the
2.4 German Diplomatic Code Books right represents thelock number. Each page has

ten blocks (from 0 to 9), each block containing ten

Germany started the war with several families of, j 1o For example, codE0275 corresponds to

diplomatic codeboo_k_s in place, mainly the 13040he \word Dampfer (steamer), and it is the sixth
and the 18470 families. A family of codebooks 4 (the last digit is 5, we start counting from
includes several codebooks‘denveoll from one ano) in block 7 of page 102. The order of the pages
other. Thosg rst German dlp_lomatlc_codebooks(the page numbers) does not correspond to the al-
usually consisted of the following sections: phabetical order of the words they contain. Fur-

) o ) ) thermore, the order of the 10-word blocks inside
Dreinummerheft(3-digit code): This section 5 hage does not correspond to the alphabetical or-
was common to all codebooks in the 18470y of their contained words. However, all the 100
and 13040 families. The prewar 18102 codeyyorqs inside a page are always relatively close al-

book also used the same Dreinummerhefhapetically. Also, the ten words inside each block
codes. The Dreinummerheft consists of 3-yr¢ in alphabetical order. While those codebooks
digit codes, from 000 to 999. They repre- gre nominally two-part codebooks, it is still possi-

sent numbers (000 to 500, 00 to 99) and datepye 1o deduce the meaning of one numerical code

(January 1 to December 31). The mappingyased on the meaning of another code on the same

follows an almost pre_dlctable patt_ern. As apage or block.

Lesfult, to fcl:”y rec_orllstltgteghe E_relnummt_ar— The 18470 and its derivatives, such as the
eft, an adversarial code-breaking 0rganizas 5,44 the 1777, and the 2310, were fully recov-

tion S,UCh as Room 40 needed ‘9 know theered by Room 40, aided by the capture of code-
meaning of only a few of the Dreinummer-

heft cod book 3512 in Persia in 1915. Interestingly, it
elt codes. seems that Room 40 never shared their copy of
the captured codebook 3512 with their US coun-

Places A set of pages (randomly numbered) . - -
: " ) terparts, despite closely cooperating in various do-
dedicated to names of cities, countries, na-

. o . .. “mains. Room 40 was able to analytically recon-
tionalities, and foreign government institu- ;

. . . struct most parts of the 13040 codebook (which
tions. Each page contains 100 entries.

was used to encipher the famous Zimmerman
2 (Gannon, 2010), p. 130. Telegram), as well as its derivatives, the 5950
3 (Gannon, 2010), p. 261, footnote 20. and the 26040 (the 13040 superenciphered using
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a constant additive?}> entities into groups of 5 digits. It consists of sev-
The German diplomatic services also develope@ral sections, for words and expressions, for names
a series of two-part hat codes, such as the 530@f places and ships, as well as for indicating posi-
6400, 7500, 8600, and 9700 codebooks. Room 4fions of ships on maps. The iBtel report (see
was able to recover large parts of those codes, arfBection 2.4) caused great alarm at the German
in particular, codebook 7500, used to encipher onédmiralty, and the Navy introduced new, more
of the versions of the Zimmerman Telegr&m. complex superencipherment methods. Based on
Interestingly, despite the capture of a copy ofthe voluminous numbers of transcripts in British
the 3512 codebook, and the publication of theNational Archives in Kew, which also mention
Zimmermann Telegram, the German diplomaticthe types of code and superencipherment, those
cryptographers never realized that both the 1847@robably did not pose serious problems to Room
and 13040, and their relatives, had been com40's codebreakers. Using decrypts from the traf ¢
promised. In a report from April 1917, Her- between Berlin and the naval atté&hn Madrid,
man Stitzel, a German Navy cryptographer, de-Room 40 was able to unravel and prevent various
scribes how he was able to decipher messages eplots and espionage activities conducted from the
coded with the 18470 codebook, only from inter-German embassy in Madrid.
cepted communications. He was also able to de-
cipher messages encoded with the 5300 hat cod® Deciphering the Genoa Cryptograms

with various superencipherment methodgi(se!, ) )
1969). Ironically, Room 40 intercepted and deci-In this section, we present the step-by-step process

phered a message containing the report. The ré)-f deciphering the majority of the cryptograms in

action of the German diplomatic services to thethe Genoa collection. We describe the processes

report is unknown. The Imperial Navy swiftly of classifying the vgrious tYPeS of cryptogra_ms, c_)f
reacted, implementing a series of new Complica_re_constructlng a dlplomatlc codebook, of identi-
tions on top of their naval attaélcodes (see Sec- fying the superencipherment method for a naval

tion 2.5). attacle code, and of recovering its key. This de-
tective work also required the retrieval and survey
2.5 Naval Code Books of a multitude of documents from archives in Ger-

At the outset of the war, the Navy had severaMany, the UK, and the US, with the assistance of
codebooks in use for various purposes, includinge@ding experts. The work continued with building
the Signalbuch der Kaiserlichen Marine (SKM) & computerized database of the cryptograms, suc-
used mainly for signaling and communications bec€ssfully deciphering most of them, and validating
tween ships, and théandelsverkehrsbuch (HVB) the decryptions with newly found documents.
for communications with merchant ships. For
communicating with naval attaéb, the Imperial
Navy also employed th8atzbuch (SBhs well as At rst, we obtained six les from the RAV Genua
the Verkehrsbuch (VB)The SKM, HVB, SB, and collection at the PA AA, containing both plaintexts
VB were all one-part codebooks. The VB and theand cryptogram&2:10:11:12,13
SB were usually superenciphered, but at the be- After analyzing the structure of the cryp-
ginning of the war, the keys were not frequentlytograms, we were able to divide them into four
changed. The German Navy was slow to realizeategories:
that copies of its books had fallen into enemy's—_
hands, ea”y on in the war. Later on, the Navy ;(Gannon, 2010), Chapter 13 - The Spanish_ Interception.
. . . PA AA - RAV Genua 09, Acten betreffend Ziffern 1867-
implemented various methods for superencipherggg.
ment, and also introduced new codebooks such as °pA AA - RAV Genua 10, Chiffrierwesen 1898-1913.
the Flottenfunkspruchbuch (FFBhich replaced ~ °PA AA - RAV Genua 11, Sammlung der Chiffres 1889-
the SKM in 1917. 1908 _ _
. X ) . PA AA - RAV Genua 12, Sammlung der Chiffres mit
The main codebook for communicating with ausschiuss der Korrespondenz mit den Maringiselan, Bd.

naval attachs, the Verkehrsbuch, maps words anc?, 1904-1914.
12pA AA - RAV Genua 13, Chiffrierte Telegramme 1914-

3.1 Classifying the Cryptograms

4 (Gannon, 2010), p. 130. 1915
5 (Gannon, 2010), p. 205. 13PA AA - RAV Genua 14, Telegramme in Chiffre. 1914-
6 (Gannon, 2010), p. 131. 1915.
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Sequences of letters Two messages from meaning for the codes in those cryptograms. With
1897 and 1898, each composed of series ahose, we were able to reconstruct about 10% of
letters, from a to z. After a quick analy- the 18470 codebook and to produce fragmentary
sis, we identi ed the encryption method to be decryptions for some of the messages in the Genoa
Vigenrere, and we deciphered the two cryp- les.
tograms. The German plaintexts contain ref- In codebook 18470, while the pages are scram-
erences to another cipher system, as welbled, the words inside each page (such as the
as new keywords for that system, for whichwords with codes between 12100 and 12199) are
there are no corresponding cryptograms imalphabetically close. Based on this, we tried to
the Genoa collection. guess assignments for unknown numerical codes
o o in pages for which we had other known assign-
5-digit codes with indicator 1847X: A set ments. A team of linguists investing time on the
of mgssages composed of groups c_;f 3, 4, Olf)roblem would probably have been able to recon-
5 digits, from December 1913 to mid-1915. struct large parts of the codebook and decipher

Those cryptograms have an indicator of themost of the cryptograms, given the availability of

form 1847X (18470 to 18479, usually 18470) hundreds of them. However, such resources were
as one of the rst groups. not available to the author. To progress, either a
5-digit codes with indicator 1810X: A set  COPY of the codebook, or some plaintexts match-
of messages composed of groups of 3, 4, or §19 the cryptograms were required. A search for
digits, from 1898 to November 1913. Those matching plaintexts in archives produced only a
cryptograms have an indicator of the form single message, dated August 1, 1914, sent by the
1810X (18100 to 18109, usually 18102) asGerman consul in Genoa, von Herff, to the Ger-

: 14
one of the rst groups. man Foreign Of ce.
It reads as follows:

10-letter codes:A set of nine messages from

August 1914, composed of groups of 10 let- ~ Nummber 7. Im hiesigen Hafen

ters each, sent between the Kaiserliche Ma-  'iegende englische Dampfer der White
rine Admiralsstab (German Imperial Navy  Star Line und British India Company
Admiralty), German warships Goeben and ~ Celtic’ und "Malda' sind von ihren

Breslau, and the German consulate in Genoa. ~ Gesellschaften angewiesen m’g“CTgt
rasch auslaufen und westlisch.

3.2 Deciphering Diplomatic Codebook 18470

Cryptograms The plaintext is a report about British ships

) . ~ leaving Genoa westbound. Using the date, the
Following the successful decryption of the Vi- message length, and the correspondents, we were
gerere messages, we rst analyzed the Cryp-gpie 1 |ocate the original ciphertext in the Genoa
tograms with the 1847X indicators. In the archive |5 16
records, a few hundred of them are available. 1nq code corresponding to the woBmpfer
Although plaintexts also appear in the Original(steamer),mz?a also appears in Mendelsohn's
records, we could not match any of them 0 a Corgy, 4y and has the same meaning. Other codes cor-
responding cryptogram with a 1847X indicator. regnond to words or expressions located in alpha-
We found a key document on the subjeBtud-  etical positions as expected from Mendelsohn's
ies in German Diplomatic Codes Employed dur-jnierpretation of the 18470 code. Based on this,
ing the World Way written by Charles J. Mendel- \ e were able to conclude that not only the mes-
sohn, and compiled into a War Department réx,qes with the 1847X indicators were indeed en-

port in 1937 (Mendelsohn, 1937). The rst of .,4eq with the 18470 codebook, but that they

its three sections is namedode 18470 and Its ———

Derivatives It describes the structure of codebook ,__ ZﬁsAv;\ryt igRelAQgZ& Bl. 31. Generalkonsul von Herff an

18470, based on a 1918-19 study by Mend6|50hn 15'|n local port anchored steamers of the White Star Line

and a team of cryptographers at the Military Intel-and British India Company "Celtic' and "Malda' have been

ligence Division of the General Staff in Washing- instructed by their companies to leave port as soon as possible
. L. and (sail) westbound.'

ton. The study also includes a few original mes- 16pp aa - RAV Genua 13, Chiffrierte Telegramme 1914-

sages encoded using 18470, as well as the Germanzis, p. 6.
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were encoded without any additional enciphertually, and after an extensive trial-and-error pro-
ment. This nding was an important step. But cess, we were able to reconstruct almost the entire
while the plaintext also provided the meaning formapping between the codebooks. While some ran-
a few additional codes, this was not enough tadom elements of the mapping created some chal-
progress with the decryption of other 18470 mesilenges, the compilers of the 18470 derivatives (in-
sages in the collection. cluding the 3512) had applied several regular pat-
We started to look for copies of original terns in the process, which helped us signi cantly
codebooks. Copies of various WW1 German(and also weaken the security of the codebook).
codebooks are available at the British NationalAfter the mapping was established, we wrote a
Archives at Kew, including naval codes such as theépecial software and used it to decrypt all the mes-
SKM, captured in 1914 from the German warshipsages encoded with 18470, except for a few names
Magdeburg. The archives also include a versionvhich appear in a special supplement of the code-
of code 13040, reconstructed via cryptanalysis bypooks (and for which there is no conversion for-
Room 40, and used to encode the (in)famous zimmula or pattern).
mermann Telegram_ln 1917. The successful de-.3 Diplomatic Codebook 18102
cipherment of the Zimmermann Telegram, along Cryptograms
with German pursuance of unrestricted submarine
warfare, contributed to the entry of the UnitedAfter successfully reconstructing — codebook
States into the war. However, neither the 1847018470, we turned to the 1810X cryptograms.
codebook, nor the 18102 appear in British, GerSeveral plaintexts from October and November
man, or US archives. 1913 announce the transition from the 18102

In his study, Mendelsohn described how thecodebook to the 18470 codebook, and an order

18470 codebook was part of a larger family oft® destroy all physical copies of the 18102.
codes, including the 12444, the 1777, and the 231f/nfortunately, we were unable to nd copies of
codebooks, all derived from the same division oft€ 18102 codebook in any of the relevant British,

words and expressions to pages, the pages beir(r‘?erman or US archives. An analysis of the ranges
reshuf ed differently. We could not nd any of Of Pages showed that the 18102 code could not
the 18470 derivatives listed by Mendelsohn in Us1ave been a derivative of the 18470. Codebook
British, or German archives. Further research in-8102 might still be a derivative of the 13040
the British National Archives at Kew produced an-c0debook; as the 13040 was also in use before the
other documentThe Political Branch of Room 40 war, but there is no evidence in that direction, and
which mentions two other codebooks, 89374 andurther work is needed to check this hypothesis.
3512, captured by the British in Persia in 1915.-acking a corresponding plaintext for any of the

According to this report, an analysis by the Polit- 18102 messages, or a derivative of this code, we

ical Branch led to the conclusion that those two'Veré neither able to reconstruct the codebook,

codes stem from the same source, albeit reorderdf" t0 decipher any of the cryptograms. Since
differently.” the 18102 and the 18470 share the encoding of

Several recent papers also link those two Coder_wmbers and dates (Dreinummerheft), it might be

books to the 18470 family, and this assumptioerOSS|bletO look for matching plaintext-ciphertexts

was strengthened by the fact that Mendelsohil the les based on the message serial numbers.

mentions there existed at least one member of tha§ 4  Deciphering Naval Codebook
family, unknown to him (Freeman, 2006; Kelly, Cryptograms

2013). Fortunately, a copy of the 3512 COdebOOkl'he last category is comprised of only nine cryp-

; ; 8
is available a_lt -Kev{J/. tograms, sent in August 1914, and involving Navy
After obtaining a photocopy of the 3512 code- cinients or senders. They consist of 10-letter

book, we needed to establish the precise relation:,qas such aBUMOSEPIRECLYHMUIMU@th
ship between_the 3512 and the 18470, using thg, pre x (the rst ve letters) of one of the 10-
known numerical codes from Mendelsohn. Evenyayer codes often used as the pre x in another

T TADM, 223) ADM 223/773, George Young, Political 10-letter code, or the suf x (the last 5 letters) of
Branch of Room 40, Section "89374 and 3512". one code often used as _the suf x of another code.
18(Hw, 7) HW 7/26 German Codebook Number 3512. A likely codebook candidate appeared to be the
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HVB, used for communicating with German mer- sources (Lorey, 1928). Unfortunately, we could
chant ships. While the HVB is primarily a 4-letter not (yet) draw any conclusions from this sample
code, each code also has a 10-letter equivalenglone??
composed of a combination of a 5-letter pre x A breakthrough came from a review of the mes-
and a 5-letter suf x. However, none of the HVB sages sent in the 18470 codebook, which by then
pre xes or suf xes seemed to match any of thosewe were already able to decipher. A message from
found in the Genoa cryptograms. The HVB alsoBerlin was sent in 18470 code to Genoa on August
had an optional substitution superenciphermént. 1, 1914, with the following instructions:

This substitution preserves the vowel-consonant
structure of the original ten letters, and since this ~ Nummer 9 unter Bezugnahme auf Telegr.
characteristic can be used to validate possible out- ~ Nummer 10.  Schlssselzahlen zu Marine
puts, we were able to rule out the possibility that ~ Chiffres lauten: ~ Schlsssel B: 469,
the cryptograms were encoded with HVB with reserve B: 718. Auswartig. Amt.
substitution.

The next obvious candidate was the VB, in
tended for naval and military attagltommunica-

23

_In a serious breach of security, this message
speci es the primary key (469) as well as the re-

tions. The VB consists of 5-digit codes. With the serve key (718) for the Navy's cipher. We hy-

assistance of other scholars, the author was able P()OtheSIZed that those could be the key for some

obtain a photocopy of the VB, as well as a copy of?;pgfz?g'npclir?;eg:{ ;tlﬁen;)g :;ez v;llzs i:10 lt?n?sk
a VB supplement®21 y ys, hoping

The supplement describes a mapping of 5-digi{nIght help to identify the type of superencipher-

. ment. We were unable to nd any reference to
VB codes to 5-letter pre xes (representing the rst kev 469. However the author vaquely remem-
three digits) and 5-digit suf xes (representing the y ' ' guely

- bered a mention of key 718, in the multitude of

last two digits). Those pre xes matched those . . i
. archive les already reviewed. Luckily, an exten-
found in the Genoa les. Therefore, we were able .

) S iV v f all the material her far re-

to map all the 10-letter codes in the collection, into> € survey of a t.e aterial gathered so far re

. L ; sulted in the (re)discovery of a reference to key
their 5-digit equivalents. However, none of thes

5-digit codes would map to words or expression 18, in Mendelsohn's study (Mendelsohn, 1937).
>-Clg . P PTESSIONSL o thirg chapter lists several methods for the su-
in VB which have a logical or relevant meaning,

indicating that some form of superenciphermenperenuphermem of codes. One of them is based

had been emploved. After all. naval communica-on sliders(Schiebelin German), which consist of
ployed. ’ a set of three substitution slides. Those slides map

; . L %Lome of the digits of the 5-digit codes to other
ular diplomatic communications. There was no . . .
digits according to some random pattern. A 3-

clue, however, about the speci c type of superen-_.~. . . .
. g digit key speci es the starting position of each one
cipherment employed here. At this stage, the re- . .
. f the three sliders. Mendelsohn provides the or-
search had reached a dead end regarding the 1Q- . .
ering for a set of 3 sliders used before the war
letter cryptograms.

. and until 1917, described in Table 1 (Mendelsohn,
After several months of extensive research, wi

found in the British National Archives at Kew ae1937)' In this example, the sliders are set to key

718, and are to be applied on the second, third,
message sent on August 3, 1914, to the Goebe, Pp

warship by the Admiralty in enciphered VB. The Ahd fourth digits (the rst and last digits are kept

. . . nchanged).
le consists of a log of English transcripts (trans- . ged)

. ! Interestingly, the example given by Mendel-
lations) of VB messages from 1914, intercepted gy ) e g y
. sohn uses key 718 which happens to be the re-
and deciphered by Room 40. The message from ; .
August 3, 1914, is the only one in the le for serve naval key mentioned in the 18470 message.
: ' ’ . . This was a clear indication that the 10-letter cryp-
which the cryptogram is also available. The . - ;
- . tograms might have been superenciphered using
German plaintext was also available from other
— ) 22(ADM, 137) ADM 137/4065, Log of intercepted Ger-
19(ADM, 137) ADM 137/4320, Chiffressclissel H.V.B. man signals in Verkehrsbuch code from various sources
1913. 1914-1915, entry 113.
20(ADM, 137) ADM 137/4374, Verkehrsbuch (VB) 1908.  23Number 9 with reference to telegram number 10. The
21(ADM, 137) ADM 137/4314, Verkehrsbuch Supple- keys for Marine cipher are: Key B: 469, reserve B: 718. For-
ment. eign Of ce.'
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Original | Second | Third Fourth them included plaintexts, many of which could be

Digit Digit Digit Digit matched to original 18470 cryptograms based on
Becomes| Becomes| Becomes their serial numbers. The matching could not be
8 done before as the serial numbers appear encoded
in the cryptograms. Further analysis showed that
those new les include plaintexts for about 40%
of the 18470 cryptograms, and it was possible to
validate that they had been (mostly) corrected de-
ciphered?>26

A third le contained messages from 1910 en-
coded using VB with sliders. Surprisingly, those
could be decrypted using slider key 469, which
indicates that this key was in effect for several
years and until the war broke, highlighting a se-
Table 1: Slider for VB vere breach of securify.

Those decryptions further con rmed the cor-

sliders. Next, we tried to decode some of the 10_rectness of our solutions for the 1914 naval mes-

letter cryptograms using the sliders with key 718,Sages in the collection.

but this failed to produce any plausible plaintext.4 The Contents of the Cryptograms

Another option was key 469. We tested that slider

key on one of the cryptograms and obtained a fewl he "RAV Genua - Generalkonsulat Genua” col-
German words related ohle(coal), a topic very lection at the PA AA covers the period from 1867
much relevant to the escape of the Goeben. Whel® May 24, 1915, when the German consulate was
applying the sliders with key 469 to other cryp- closed after Italy entered the war on the side of
tograms, we could nally recover plausible plain- the Entente powers. It also covers the period from
texts. To further validate those ndings, we tried 1921, after the consulate reopened, until the end of
to apply the same slider method to the messagWOﬂd War 2. Our research focuses on the rst pe-
from August 3, 1914, sent from the Admiralty to 'iod, and especially on the years 1913, 1914, and
the Goeben. While this message could not be del915. The records cover a wide area of topics, in-
ciphered using key 469, further analysis showedluding administrative and legal matters (such as
that another key was applied, namely 5288, withPassports and visas), protocol, local politics, naval
the 3rd slider (at key position 8) also being appliedntelligence, economy, trade, and shipping.

tothe fth digit (in addition to being appliedtothe ~ Of particular interest are the decryptions related

~
=
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fourth digit). This message reads as follows: to three subjects, namely the declarations of war in
summer 1914, the role played by the consulate in

August 3 Bandnis geschlossen mit gathering naval intelligence, and its role in assist-
Tarkei Goeben Breslau sofort gehen ing the Goeben and Breslau warships to escape to

24

nach Konstantinopel bescheinigen. the Dardanelles. The latter event had a signi cant

. . impact on the war in the Mediterranean Sea and
We had thus achieved a complete solution forthe Middle East

the elusive 10-letter naval cryptograms in the
Genoa collection. We were now certain that thoset.1 No War Without Declaration

consisted of VB codes superenciphered with indWOrld War | was one of the last modern, major

ers, using key 469. military con icts in Europe which started with for-
3.5 New Genoa Files mal declarations of war, by all parties involved.

. . Countries felt obliged to formally declare war, as
Our project did not end here. One year after suc- 9 Y

. . ) part of an of cial international protocol de ned
cessfully deciphering the cryptograms in the rst
six les, we were able to obtain three new les 25PA AA-RAV Genua 74, Kriegsgefahr 1914-1915.
from the Genoa collection in the PA AA. Two of _ °PA AA - RAV Genua 77, Krieg, Militrsachen 1914-
’ 1915.

24 August 3: Alliance with Turkey concluded. Goebenand  27PA AA - RAV Genua 68, Chiffres nach d. Marine 1907-
Breslau should at once sail to Constantinople.’ 1914,
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at The Hague Peace Conference of 1907, and fdo the region one of her most modern warships,
internal legal and political reasons. With a for-the battle cruiser Goeben, together with the light
mal declaration, a country could start mobilizing cruiser Breslau, under the command of Rear Ad-
its army. Also, military and merchant navy shipsmiral Souchon. Given the vast superiority of the
had to be informed that they should leave hostileBritish and French eets in the Mediterranean Sea,
ports, to avoid being seized. As this was usualljthose two lone ships were threatened to be iso-
done before issuing the formal declaration of warjated, captured or destroyed, as the war broke out.
any signs of movement of ships in times of cri- Souchon was rst ordered to escape via the Gibral-
sis might indicate an upcoming declaration of war.tar straights but instead decided to attack French
The Genoa collection includes a series of mesfacilities in North Africa. After the attack, with
sages informing the consulate of the various decthe westbound route being blocked, he was or-
larations of war, and of their impact such as thedered to reach the Dardanelles, following the sign-
freedom of movement of German nationals. Froning of an alliance between the Ottoman Empire
the rst declaration of war between Russia and theand the German Empire in the beginning of Au-
Austro-Hungarian Empire, and throughout Augustgust 1914. To successfully escape vastly superior
1914, the tensions escalate, and this is re ected ienemy forces, the Goeben needed large quantities
the communications. For example, on August 2pf coal, required to reach higher speeds. Sup-
1914, the following message is sent from the Gerply of coal in suf cient quantities could only be

man Foreign Of ce to Genoa: found in Italy or obtained from German merchant
ships. For that purpose, the German Foreign Of-

Nummer 8. Durch allerhechst ce instructed its local representations to assist the
kabinettsorder ist Mobilmachung Goeben and Breslau to secure large quantities of
angeordnet. Bitte deutsche Schiffe coal. This effort is re ected in several messages,

im dortig Amtsbezirk ohne mscksicht encrypted with the 18470 codebook, as well as

auf Geheimhaltung weiter warnen with the VB with superencipherment. For exam-

und Dienstpflicht zur Rackkehr ple, the following message was sent on August 1,

28

auffordern.  Jagow. 1914, from von Herff, the consul in Genoa, to Rear

Admiral Souchon:
4.2 Naval Intelligence
A large number of cryptograms relate to naval in- ~ Goeben - Messina.  Auf Ersuchen von
telligence collected mainly from public sources,  Breslau: Kohlendampfer ist nicht
such as newspapers, or German nationals return-  vorhanden. Deutsches Kohlendepot
ing from British and French colonies. Movements ~ ist bemnt, meglichst viele Kohle
of ships, including warships as well as merchant ~ kaufen, hoffen Montag 2000 Tonnen
ships transporting troops, are routinely reported. ~ 9emischte gut Kohle zu sammeln und

An example of such a report is given in Sec-  Bescheid zu geben. Welche Menge von
tion 3.2. Kohle gebraucht und wohin zu liefern?
Herff 29

4.3 Assistance to the Goeben and Breslau . o
Warships Other records describe the requisition of Ger-

) ) ) ) man merchant ships and their coal, the securing
The most interesting ”d'”gs in the decrypted of funds for transactions, and negotiations with
records are about the extensive assistance given %Iian authoriies. Eventually, the Goeben and
the German consula_te m_Genoa @S well as othgg a5y were able to obtain signi cant quantities
German representanons in the reglo.n), to_the Gerst coal, allowing them to escape the British and
man warships Goebgn and Breslau in their eSCak&ench eets, and to reach the Dardanelles. They
to the Dardanelles, in August 1914. To eXtenqoined the Ottoman eet under the Ottoman ag.

its presence and in uence in the Mediterraneanyyqir attack on Russian facilities, carried indepen-

Sea, the German Empire had before the war se

JE— 29°'Goeben - Messina. At the request of Breslau: Coal
28'Number 8. By highest cabinet decision mobilization hassteamer is not available. German coal depot working hard

been ordered. Please continue warning German ships in the buy as much coal as possible and expects to collect 2000

local district, regardless of con dentiality, and request thosetons of mixed, good quality coal on Monday, and will report

liable for [military] service to return. Jagow.' on it. How much coal is needed and where to deliver? Herff'
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able to decipher the vast majority of the Genoa en-
coded traf ¢, using methods which are very sim-
ilar to those employed by Room 40 and other
WW1 codebreaking agencies. The decipherment
of the cryptograms in the Genoa collection also
exposes new historical material related to key de-
velopments and events in 1914-1915. Further re-
search is underway to analyze the contents of the
messages, and their historical context and signi -
cance.
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Anglo-6D[RQ SXEOLFDWLRQV D @&oun®R the Fahh®y timelfhkyQHaly already lost
books and articles are only a tip of that icebergtheir first battle at the Marne river in France, as a
and the German perspective awaits exploratiorconsequence of French cryptanalysts breaking
Uncovering this perspective will provide a bettertheir codes. Despite all the efforts towards
description of the German culture of cryptology. improvement, Germany would ultimately lose
] ] the war because her vulnerable codes would
~ Focusing on the cultural aspect is ofprovide critical information to her enemies at
importance becauset though the science of crycial junctures. So, the history of the German
cryptology itself can be applied irrespective ofcylture of cryptology during that epoch is about
the language in use or the nationality of thos@ow Germany's leadership learnt from a defeat it
using it xthe national circumstances define th%nknowingw suffered even before the imperia|
characteristics of its development and use; fofroops crossed the borders to Belgjum
instance, whether or not civilians are permitted tQ yxembourg, and France.
use this science.
Although British, French, and US went
&XOWXUH LV WKH DUW  puLHdYdh theW vk Rahfing MoKdddRsX Jhose
which societies secure their survival and theilpytcomes are known, it is worth describing how
HYROXWLRQ LQ DQ RYHUZKHQPtdddanS Dridinmddetl "to AN M Mheir
Hartmut Béhme. (1996:53). In our case, theryptography into cryptology by incorporating
culture of cryptology can be understood as the agryptanalysis. Therefore, we have to look for the

of utilizing this science in a hostile environmentyarious structures and personnel that intervened
comprising of alien interests to conveyin this process.

information and intentions in secret. This

definition can be applied to all countries On the one hand, we have the governmental
involved in a given war during this time period structures and agents concerned above all with
and used cryptology to gather intelligence andryptographic matters. On the other hand, it is

plan their military and diplomatic operations. surprising how fre©\ FLYLOLDQ *DPDWHXU\

about cryptology and even criticized the
+RZHYHU ZH KDYH WR 3 Q&)\féﬂnﬁ%é@ 4 ‘raiddy Hidther questions,
culture of cryptology because it is defined by thenamely: Who were they, how could they acquire
Cultural, SOCiaI, p0|itica|, and m|||tary knowledge of Cryptology’ and how did the
characteristics of each country. All these factorggovernmental institutions react to this kind of
may explain why the German culture ofnon-governmental cryptology? Looking for these
cryptology in 1914 was defined exclusively by agnswers, we have also to take into consideration
presence of cryptography and a near absolui@e impact of their work on intelligence, as well
absence of cryptanalysis. German decisionas military and political decision-making.
makers therefore came to learn of this imbalance
the hard way. Nearly a 100 years after the end of World War
) ] ] ) _1, aninvestigation focused on the German culture
During the Russian offensive against Prussiaf cryptology matches actual studies on what we
in August 1914, German reserve army office's FDOO QRZ WKH 3LQIRUPDWLRQ
at great personal risk after ignoring severalMaria Bada und Angela Sasse (2014) used this
orders * discovered the adVantageS of Signaterm when they ana|yzed how to improve Cyber
inte"igence (SIGINT) in Combinaﬂon Wlth Security Awareness Campaigns_ The
cryptanalysis. This new kind of intelligence jnformation security culture requires, according
enabled their commander to win the battle Oio the authorsl on the one Side7 know|edge and
Tannenberg. Therefore, this victoryalso showswareness, on the other, positive information
that the culture of cryptology entails a learningsecurity behaviors. Though since 1914 our
process. In the aftermath of this military successechnology has improved a lot, the user remains
German commanders initiated a largeig pe the weakest link, not so much his hard- and
complicated, and inconsistent learning process tgoftware.
improve their interception and cryptanalytical
skills. All these aspects should be taken into
consideration if the goal is not to write a purely
German m|||tary and dip|0matS |eal’ned thetechnical history Of German Crypto'ogy
benefits of cryptanalysis the hard way, becausgoncentrated only on its theories, methods, and
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results, but also to link it with other fields and 2 Methods

disciplines. That approach will be explained in .
the following three parts. Since the first decade of the 21st century, we

count with declassified records and information
In the following section, | will present the recovered from encrypted radiograms. The US
assumptions on which | have based thigoreign secret service, the Central Intelligence
investigation. In two subsections, my aim is toAgency (CIA), and its technological partner, the
define my understanding of intelligence and whyNational Security Agency (NSA), published
it is stil a "missing dimension" in historical documents related to cryptology
historiography. This in turn leads to the secondncluding the names of persons, on their
subsection, which encroaches upon the Germamebpages. In parallel, the community of non-
"culture of cryptology". The third section governmental researchers, who dedicate
focuses on telecommunication and its impact othemselves to historical cryptology, were seeking
cryptology as in the earlier 20th century, the fieldunsolved messages from both World Wars. So,
of telecommunication was a relatively new withon the one hand, historians and cryptologists
unknown advantages and disadvantages. Finalljjave access to new sources, on the other,
| shall refer to the sources, with a focus on theryptanalysts provide "new" records and insights
the problems that historians encounter whefy recovering and solving forgotten cryptograms.
using records obtained from the intelligence(Lasry et al. 2017, Sullivan and Weierud 2005)
services. All these new sources need to be put in a greater
academic context.
Fdlowing which, | shall present some of my
first results in chronological order. The four The ongoing investigation is based on two
subsections describe different aspects of theuppositions: Firstly, every state creates the
German cryptology culture. It begins with intelligence community it considers necessary.
specific terms Germans referred to in cryptologyTherefore, the organizational charts of its
encyclopedias. The second subsection resumesgnistries and armed forces can reveal the
the case when a German citizen publicly accuseighportance given to the secret and cryptologic
the Foreign Office of having plagiarized hisservices. Investigating these structures, also
code-system. The quarrel reveals that the Foreiggheds light on how the government allowed
Office showed no concern for security. Theprivateers to handle cryptology.

Crypto-Crisis of 1917 served two purposes, on

the one hand, it discussed the problems a 6HFRQGO\ WKH VDILQJ *RQFH DQ
historian deals with when he or she has torely o? Q DIJHQW" GHILQHV WKH RWKHU PL
intelligence records; on the other, it indicated! focusses on the persons who worked for one or

also how such a source can push th¥arious secret and/or cryptologic institutions.
investigation forward. The last subsectionBoth research fields are connected by seeking the
provides a firsthand explanation as to why therdnteractions between institutions and their

is stil no comprehensive study on GermarPersonnel. That implies that one must follow the
cryptology. organizational change in the departments. It

would be interesting to know the social,
The fourth and last section brings us bacKorofessional, and cryptologic background of the
from the past to the presence. It provides sompersonnel.
hints as to why the German cryptology culture of o
1914/1918 is linked in some way to the today's 1oday it is common to talk about the
"information security culture”. This would also intelligence community by referring to all

provide some  proposals for further governmental, military, and police institutions
investigations. dealing with intelligence. In parallel, we have the

cryptology community, composed also of
Due to time and space restrictions, and to thefficials, privateers, and their departments or
fact that this article resumes the status of &rms. In contrast to their British and US
current investigation, it raises no claim tocounterparts, the German cryptologists remain
completeness. relatively unknown. This fact makes both
cryptology and intelligence a part of a "missing
dimension" in historiography.
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2.1 |Intelligence, a "Missing Dimension" sense as information” concluded Kahn (2001).In

my mind, information becomes intelligence

Sﬁies were ﬁdditior?al pawns on the glreag cording to the importance that is given to e.g.,
chessboard where the European powers playgffi,qs ‘individuals, organizations, data, messages

the tragedy of World War I. As previously i o°concrete time and for a specific dim.
mentioned, some crucial moves performed by

the decision-makers of one or the other sides, For delimiting intelligence as a "missing
were based on the intelligence gathered by thelimension”, I consider its three principles very
radio stations and cryptanalysts. The questione|fpfu|, which according to Kahn (2001),
lies in understanding to what extent this kind ofdescribe its function. First, it helps to optimize
intelligence influenced military and politcal RQHYY UHVRXUFHV 6HFRQG LQW
decision-making. auxiliary, not a primary, element in war".
" Thirdly, it is "essential to the defense but not the

In the 1980s some German and British author§¢tense”. The yet mentioned battles of the Marne
had already mentioned intelligence as being thy QG 7/DQQHQEHUJ VHHP WR FRQILU|
"missing dimension" in political and military At this point we have the intersection between
historiography. (Hohne 1993:7) After analyzingintelligence and cryptology, but it is not
several dozen international publications on théecessarily the only one.

topic, Larsen (2014:282) concludes that this In 2016 the German Historical Institute

military  conflict “remains in many ways | ondon (GHIL) held a conference on "Cultures
underexplored by intelligence scholars." In factof Intelligence”. In that context, the GHIL stated
he found less than a handful of German works othat "Culture was understood to include the role
that subject. of intelligence services in society and/oreth
state, the representation of intelligence in the
This problem is caused partly by thepublic sphere and among the members of the
intelligence agencies themselves, because it Rilitary/intelligence community itself, as well as
part of their nature to act secretly, withoutthe interests, assumptions, and operating
always acting in a legal or morally correctprocedures of intelligence.” (Sassmann, Schmidt
manner. So, for the sake of security, the2016:135) This definition can be used to define
intelligence services have good reason not tthe German culture of cryptology.

share their records with historians who, on the
other, without these documents could not-2 Abouta German Culture of Cryptology

evaluate how large the "missing dimension"t js gifficult to answer whether it is "a" or “the"
really is. German culture of cryptology because it depends
Although intelligence services release theiro? the epoch. When we refer to a"ti'rlne before
records from time to time, historians canno 1870/71, we_should preferably use a., because
expect to receive complete files. Due to the fac T)icﬁ‘ﬁ:ltlliirﬁgégmqléisgoer;mrgﬁysoti)le ':I'Or;keesarfplg
that deception and cover-ups belong to th ous (2011) analyzed the Sa>.<on culture o’f
working tools of secret services and their assets(:(‘jryptology in the 17th and 18th century. But we

scholars are forced to crosscheck every disclose S .
; . - —“unfortunately lack a similar investigation on the
information. Moreover, this makes their

investigations more complicated. On the othe}DrUSSIaln culture prior to 1870.

hand, just Paul Gannon (2010) proved, referring \when the Germans created their second
to the British interception log books, that Hisgmpire. the Prussian king got also their emperor.
ODMHVW\TV FRGHEUHDNHUV EXiadi by CareHOddrods Hd Httary,

German Naval messages already months befofgreign, economic and home policy, for instance,
the war broke out and the Room 40 was installethecame centralized to the Prussian capital,

In consequence, his finding contradicts the
official version and requires reviewing of the:  thig is another very Anglo-Saxon definition of
prewar history of British cryptological efforts. “intelligence”, it differs to how German secret service

. . officers used to interpret "Information” which, according to
Another complication derives from the them, becomes "Nachricht" (intelligence) when it is

necessity to define what intelligence reallyconfirmed by other sources.
means. "l define intelligence in the broadest

68



Berlin. In the light of lacking documents, we codes and keys from the cipher-bureau. The
have to assume that the overwhelming presendeoreign Office provided the naval attachés with
of cryptography and the absence of cryptologyodes, too.

reflects the Prussian culture of cryptology. ] o
One research line focuses on the indivuuals

A characteristic of the new Reich was that thewithin the the Army and the Navy structures
ruling aristocracy managed to integrate thewho dealt with cryptography. The other research
bourgeoisie in the new project. Instead ofline concentrates on the "Abteilung fir
democratizing the state, by getting rid of theNachrichtenmittel” (department of
aristocrats, the bourgeois supported theommunication mearspf the Royal Prussian
monarchy. So entrepreneurs and bankers push&dar Ministry, another on the "Reichsmarineamt"
*HUPDQ\TV LQGXVWULDOL]DWEmRMpe'D ReBy ORiISD BEtH Qrodized LcBd@s
of new technologies. Their creme de la cremend ciphers, and delivered them to the troops
ZHUH IXUWKHU HQQREOHG and3*th® QW Veikho@iesV YheyWiknharily had
Wilhelminian Germany was still an authoritarianadministrative ~ functions, not  operative.
society with a static social order of considerablelherefore, another research line looks for the
VWLFNLQHVV’ VWDWHYV W Kiktportamce WiReU Labn@d Ser@idesD @ave to
Mommsen (1995:71). cryptography in the education of their officers.

This and further investigations on the social The common denominator of these three
order should be taken into consideration, as thegovernmental institutions was that they favored
might explain the absence of an intelligence andryptography, reducing cryptanalysis to a
cryptologic community, and also the "guessing" or buying codes and keys on the
incompetence of the armed services and thelack market. This German credo of
Foreign Office to develop intercepting andcryptography expressed itself by the main code
codebreaking capabilities, as it had occurred itooks such as the Handelsschiffsverkehrsbuch
the United Kingdom. The known facts indicate(HVB), the Signalbuch der Kaiserlichen Marine
that listening to foreign conversations and(SKM) and the Verkehrsbuch (VB). These
reading confidential messages could have put theecame one of the essential parts of the very
above mentioned rigid order and separation o$pecific German culture of cryptology
powers at risk.

Opposite to the governmental cryptographic

From this point of view, the use of structures we find a considerable number of non-
cryptography seemed have come into place as gy emmental cryptologists, who along the 19th
measure to_guarantee_the est_abllsht_ad order. d at the beginning of the ®Ocentury,
fact, only officers and high ranking civil servants . X .
were aliowed to cipher and decipher encodeEUbl'Shed a cgrtaln number of arycles and boolfs
messages. Following that logic, another measuf@? secret scripts and their decipherment. This
was to avoid the promotion of cryptanalytic allowed people interested in the specific field
skills. access information without major problems.

*HUPDQ\V ROGHVW FU\SWR3 UfiadokmunicAidnYrd WypWibdy Q

was Chiffrierbureau of the Foreign Office. It was

built in 1814 and belonged to the ministry's Telecommunication is in many ways essential for
Zentraldepartement.  (PAAA 1936), therebyunderstanding the development of the German
putting the Chiffrierbureau and its personnel inculture of cryptology. On the one hand, the new
the focus of the current investigation. During thatechnology changed how people handled
time, the head of the government, the chancello€ommunication. Telegraph, radio and telephone
was responsible for foreign policy. But his rolereplaced the traditional royal messenger services,
was limited, as he was only a counselor to th@s the depeches were delivered faster by wire,
monarch.

The Kaiser acted also as the commarider- °>  The German "Nachrichten” can mean "news",
chief of the armed services. It is known that hé‘intelligence", "signals" or "communications". That makes
used cryptography, but the extent to which it Wa? complicate to decide whether a "Nachrichtenoffizier" is

. n "intelligence" or a "signals/communications officer".
used remains unknown. He supposedly got thd 9 9

69



wave and cable. This mode of communicationinto their decision-making. This in itself
seemed to secure to everyone who believed thabnstituted another learning process because in
his or her codes were unbreakable. 1914 they had still not changed their plan of
o attack that had been drawn up in 1905 under
At the very beginning of World War I, the very different circumstances. Nine years later,
British destroyed the German transatlantighey still believed they could win the war in the
telegraph cables. So they forced the Germans {Qest by the same manner as in 1870/71. They
communicate via radio with their colonies andithought that once again infantry, artillery, and
embaSSIeS or by telegraph COhneCtiOﬂS. The%valry plus modern Weapons WOUId bring

connections could be monitored by Britishyjctory, but not the less regarded signals troops.
telecommunication companies. In both cases,

London could intercept the communication and The information that is not included in the
try to read the encoded messages. publications has to be found in the archives. This
) ) o ~makes the project difficult because the principal

For this project it is necessary to take intopryssian-German military archives vanished

account this fact because there are severglring World War II. The records of the different
German thesis in which lawyers addressed thgryptologic departments were either destroyed or
legal and strategic issues of such a violation ofaptured by the victors who delivered them to

the postal secrecy long before the Royal Navyheir cryptologic or intelligence services. As
made their worries real in 1914. mentioned before, the CIA and NSA declassified
such documents, as also did the British services.

. -In consequence, the respective holdings could
importance of SIGINT can only be understood ifyjq iy recovering such information that is lacking
we know the technical equipment of the signalg, the German archives

troops and its limitation. Because of the

technology, climate and geography, messages A first look into the Political Archive of the
had to very often be repeated. This increased thGerman Foreign Ministry (PAAA) showed that
possibility of a radiogram being intercepted. Inthe entire holdings of the Chiffrierbiiro have
this way, experienced cryptologists and analystgisappeared. The existence of the cipher-bureau
could complete crippled messages. is only confirmed because its name appears in
the organizational charts of the ministry, and on

In this pontext it is also necessary to refer_t%everal documents which can be found in other
the technical efforts to mechanize the enCOd'nﬂoldings If there has once beera

and decoding process. Although the Germ"’l'aorre:spondence, for example, between the

Army would purchase the Enigma only in the
o ‘cipher-bureau, the Army and the Navy on codes,
1920s, some documents indicate that, at least, P ureau Y vy

theoretical development might have alread;lff not longer exists, at least not in this archive.
he unpublished memories of cryptologists such
started before World War I. unpubl ! yploog! .

as those of Adolf Paschke somewhat enlightened
2.4 "Adfontes" - To the Sources the gloomy situation.

$V , PHQWLRQHG DERYH .D K Qi&sitgatiengn the Germamkedetah Archive,
cryptology are essential because they frame tH&€ Bundesarchiv, is slightly different. On the
investigation. Articles such as those written byone hand, there are only a few sources related to
Stiitzel (1969), Briickner (2005), and Samueléhe cryptography in the Army, on the other hand
(2016) give further information on facts andthere is much more information on the
sources regarding the German cryptology. Iffyptological work done by the Navy before and
contrast, selected monographies on the FrencHUring World War I. The first impression after a
British, US cryptology and SIGINT describe thestay in the Military Archive of the Bundesarchiv
SKRVWLOH HQYLURQPHQW  LabFretungisithatyhiens is mgig infoignation than
culture of cryptology started to grow in thel expected.

summer of 1914,

Another important aspect is that the

Due to the fact, that the archives of the
The investigation takes into account, how thé’russian Army and the War Ministry were
military commanders integrated cryptology destroyed, there is some hope that the

SIGINT and this kind of intelligence gathering correspondent holdings of the Bavarian State
Archive could close this gap in some way. The
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research in the regional archive of North Rhine3  How Germans learnt cryptology
Westfalia provided some information on how the

Prussian Interior Ministry  introduced 3.1 Ignoring cryptanalysis and SIGINT
cryptography in its communication with the

- s L In search of reasons to explain the German
regional military institutions.

fixation on cryptography, | consulted several

In this context, the "Willam F. Friedman €ditions of the popular enc_yclopedias such as
Collection of Official Papers", as called by the OH\HU TV . R Q YUeiikvhD VbR Qttfe
NSA, is of particular interest. It contains moreBrockhaus. Between the 19th and 20th centuries,
than 7,600 documents spanning over 52,0080th publications not only ignored the existence
pages. The collection can be searched arff the word "Kryptologie”, but also indicated that
downloaded as a PDF via Interfidbue to the the term should be replaced by "Geheimschrift”
close relationship between the cryptologic an@®’ "Chiffre”. Since the beginning of the 19th
intelligences communities of the US and the UK century, the cryptologic horizon seemed to be
the NSA collection must be seen in connection t§mited to cryptography.

the respective holdings in the British National This limitation is curious because just a retired

ch)fztlr?eesnt:tof Eﬁ\[/)vr’)osg d Suosmgrig(i;ne\r,\,rg?g g;et:?éfg%lﬁicer published a classic on cryptology in 1863.
in fact by their Enalish "cousins" ajor Friedrich Wilhelm Kasiski titled his book
y 9 ' "Die Geheimschriften und die Dechiffrir-Kunst"

In this context, and from a purely academidSecret scripts and the art of decipherment). As
point of view, the decrypts of interceptedthe title indicates, it reflects upon our modern
German radiograms published by Lasry et a/Understanding of cryptology and is based on
(2017) present a special kind of document. T&TYPtography and cryptanalysis.

some extent, they are "retranslations" from an s
original text which was encoded and sent b)f1 The fa(_:ts coIIected_ on Kasiski indicate that_he
ad nothing to do with the cryptology while in

radio. Albeit the cryptanalysts broke the cod o . -
and got a plaintext again, the latter should beéhe military. Though he dedicated his book to the

. S . . acting war minister Albrecht von Roon, the
compared with the original message, if possible. . .
author addresses him only as his former

In any case, researchers need an organizatiorféi’mmander- It seems that the military hierarchy
chart of the institution in question. This is GHFLGHG WR LJQRUH ERWK .DVLVH
essential for two reasons. First, an organizationgfforts and SIGINT as well.
chart helps to identify the departments concerne
with cryptology inside a ministry, which can be qm Germany to be sure, the General Staff

helpful if the search using keywords was nc)tthought of such possibilities, but down to the

successful. Second, an organizational char(t’Utbreak of World War 1 had undertaken

uncovers the position of a cryptologic section inprachcally nothing. Even in the Foreign Office

the respective structure. It makes a difference irf10thing had been done in this direction which
' ZDV ZRUWK\ RI PHQW LIR@ficeW WDWH YV

it is attached directly to the minister's bureau vilhelm  Flicke® only during the battle of

ifitis a _department or if it positioned ona Iower.l_annenberg in 1914, the high command would
level being only a section or a subsection. So, th scover the advantaces of SIGINT and
archives and their holdings themselves general 9

: " fcryptanalysis. It took several months until the
valuable "intelligence" on the German culture o S ; . . o
new possibilities were included into its military

cryptology. organization.
3.2 The Chiffrierbureau Accused of
Plagiarism
Due to the lack of documentation, it is
3 LAV NRW, Abteilung Rheinland, BR 0021 Nr, 107, 2ssumed that the Foreign Office and its
108

5 https://www.nsa.gov/news-features/declassified-
4 https://lwww.nsa.gov/news-features/declassified- documents/cryptologic-
documents/friedman-documents/, last seen 15.01.2018  spectrum/assets/files/beginnings_radio_intercept.pdf, p.21.
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Chiffrierbureau underestimated cryptanalysis an@an only result if the entire cipher is betrayed or
the interception of foreign messages by technicadssential parts and keys come to the knowledge
means. Security did not seem to feature high oaf a foreign government. Of course, there is no
their list of priorities. absolute security against betrayal and the only
aid is the frequent change of cipher and of keys,

It seems strange, at first, that until the end ofyhich is abundantly provided for her®."
World War | the Auswartiges Amt published in

the "Handbook for the German Reich" the This information on the Foreign Office's culture
identities of all the officials who worked for its of cryptology is provided by a document kept in
Chiffrierbureau. This extent of governmentalthe above-mentioned Friedman Collection. The
transparency included the names of individualdNSA labeled it "CRYPTOGRAPHIC SYSTEMS

who were civil servants and all the medals theyJSED BY GERMAN FOREIGN OFFICE; THE

had been awarded. Any foreign intelligence=,00(50%1 >VLF@ 7(/(*5%0 °
serviceman would have been grateful to get hibandwritten remark on the first page of the PDF
hands on the list of potential targets, who hadnhdicates that it belonged to a folder where
access to classified material. Friedman stored various information on the

] o ) Zimmermann-telegram. This thereby leads to the
Secondly, neither the Ministry nor the cipher-peginning of the problem.

bureau seemed to be concerned when in 1872 the

printer M. Niethe accused both to have stolen his The NSA, as the CIA, does not scan entire
code-system. The fact that several editions of hifolders but only documents. At this point, we see
book can be found in various German publicagain the primacy of intelligence and information
libraries proves his enthusiasm but also thabver the archival context of a document, as
neither the Reich government nor thedescribed in chapter 2.4. From the historical
Auswartiges Amt tried to silence him usingpoint of view we are not dealing with an original
censorship, albeit at one point during the conflicbut with a copy, meaning, an English translation.

Niethe was summoned by the police.
Though the translator seemed to be a

The background information on the cipher-professional -he or she even reproduces the
bureau personnel mentioned in the HandbooKayout of the German original- but we are
and the Niethe case are the basis for furthewnaware of how Friedman got possession of the
investigation on the culture of cryptology document. Nor do we have further information

followed by the Auswartiges Amt. on the remaining original German texts. Despite
o all these questions, Zimmermann's statement and
3.3 The Crypto-Crisis of 1917 other correspondences scanned into the PDF

seem to be genuine because they are supported

The publication of the Zimmermann-telegram . N . g
in spring of 1917 not only brought the US intoRY the article Stutzel (1969) mentionededited in a
West German military publication.

the war but also exposed the opinion of the
Auswartiges Amt about the security of its codes. | 1917 stiitzel was a “lieutenant of the
The incident caused a major disCUSSIONegare" a5 we can read in one of the translated

reagarding cryptography between the Foreigiyyers He proved that in terms of the strength
Office, High Army Command, the Army and the

S A T T L ey e e e e
as the endstart of the German cryptology becausgercepted and solved the encrypted messages
from that point on, cryptanalysis was used as 8ent between the Auswaértiges Amt and the
means to test the strength or weakness Qherman Embassy at Madrid. His discovery

German codes. generated the mentioned discussion on insecure
On 23 March 1917, the secretary of StateSCJes:
Alfred Zimmermann, wrote to the representative This incident is important because it uncovers

of his Foreign Office at the ngeral different aspects of the German cryptology
Headquarters, the baron Kurt von Lersner: culture. First, it stresses the role of the

"Decipherment of these telegrams is simply.

impossible even for the most clever specialists. & 7kH 3')JV ILOHQDPH LV SGI
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Chiffrierbureau as the unique provider of Though the political system changed, and the
diplomatic codes. Second, to believe that itsnilitary had to downsize its structures according
codes are unbreakable can be considered &s the Treaty of Versailles, the Army and the
ignorance but it also expresses the inflexibilityNavy maintained their principal SIGINT and
that was characteristic of imperial Germany.cryptology organizations, which also included
Third, itthis above mentioned stickiness made ipart of the personnel.

impossible that the governmental structures

reacted quickly regarding changes in its Lasty etal. (2017) provide solved radiograms
VWUXFWXUHVY DQG FRGHYV senybydis cigngls Caetam\l)@ﬁh% Gejfert. After
cryptanalysis on the diplomatic codes questionethe collapse and defeat of 1918, he switched over
not only the expertise of the Chiffrierbureau butto the Chiffrierstelle (cipher-section) of the
also theput at risk the trust competence of theichswehrministerium (Ministry of the Armed
entire division of the the armed services in thd-orces). In 1933, he was a part of the founders of

Foreign Office. the Forschungsamt (Research Office). The latter
became the technical intelligence agency of the
3.4 The imposed silence National-Socialist Germany, which was a part of

+HUPDQQ *|ULQJYV 5HLFK $LU

In the 1920s, the former Austrian captain.ggitert its head of cryptanalysis.
S

Andreas Figl, planned to publish his memoire
and experiences as the head of the cryptologic Albert Praun started his military career in the

section of the Austro-Hungarian armysignals troops of the Bavarian Army. He later

intelligence  service,  Evidenzblro.  This ook over several military commands until 1944

publication reveals reasons as to why Germag@nd then became the Army's Chief Signals
cryptology of World War | never was treated byQfficer.  From 1956 to 1965 he headed the
its protagonists as the British did. SIGINT department of the West German foreign

intelligence service, the Bundesnachrichtendienst
BND). Although Praun published some articles

n that subject, he kept his imposed silence.

After the first of three volumes werewas
published, Figl was pressurized to step back fro
his project. "The action against me came from
the [AUStrian] Federal Army and -as | 4 The Presence of the Past
ascertained later- from the German General
Staff’, Figl recognized in his unpublished In spite of the mentioned publications and
memories. He states that the intelligence andsources, the imposed silence on the German
cryptologic communities held opposite opinionsculture of cryptology persists. The research on
on weather he and his colleagues were stillhis area has recently begun and some questions
bound by the duty of secrecy or not. Figl thoughimight never be answered. Investigating the
he was no longer bound as the state he swore t@German culture of cryptology prior to and during
the Austro-Hungarian Monarchy- was no longetworld War 1 is linked to our modern security
in existence since 1918, when it broke intoculture because both are parts of the same chain.
several independent republics. The Austrian
Emperor had to abdicate and go into exile, There are at least two further links, those of
similar to his German incumbent. cryptology and intelligence during World War I

and the Cold War. For the latter it would be

Obviously, on the other side of the Alps, theinteresting to know whether the cultures of
German military saw that quite differently. From cryptology in the two German states were
the legal perspective, one has to questiodifferent because of  their opposite
whether the duty of secrecy sworn before 191§oliticalideological views due to their particular
persisted or not. The oath was considerethtelligence cultures. The next step would be to
legitimate if it was to the German Reich but notcompare it at least with the French, English, US,
to the Kaiser and king. The latter, althoughand Russian cultures of cryptology, if possible.
converted from monarchy into republic, persisted
as the official denomination of the new state. But before we follow the chain up to the

present time, we should look back from the

German Reich of 1871 to the earlier epoch of the
18th-century-Black Chambers. Perhaps, on the
one hand, this investigation can provide

7 Bundesarchiv, MSG 2_18031
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information for closing the gap between theProf. Arno Wacker, Dr. Nils Kopal, and Dr.
cryptologic and intelligence system of the lateGeorge Lasry who invited me to reconstruct the
19th century and that of Prussian king Frederickistorical context of the German messages they
the Great in the 8century. If, on the other, due had solved. | also thank the three anonymous
to the lack of reliable sources, it could be helpfureviewers whose commentaries made me rethink
to compare at least the code-systems used in batbme aspects of this article. Last but not least, |
periods. Maybe similarities could be found andam deeply indebted to Dr. Roopika Menon who
shed some light on Prussian cryptology and itkielped me to improve my English text.
continuity.
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In the right page Sacco writes down a possible The decrypted text is:

strategy to decrypt it: he tries to arrange the textga; Orsova haben unsere Truppen wieder
in 6 8 10 12 columns rectangles in the hypothesisge|ande gewonnen. Sudlich von Hatzeg
of an irregular rectangle. No solution is given. verloren die Rumeh.

and at last the final words make sense!

This text is interesting because of the
geographic names: Orsova and Hatzeg are
Rumanian cities by the Danube; and in September
1916 the German Army under General
Falkenhayn launched a counter offensive between
Orsova and Hatzeg against the Rumanian Army to
regain the ground lost in August and early
September when Romania declared war to
Austria-Hungary and occupied regions near

Figure 3 : The second couple of pac Transylvania.
) This gives a good accordance of times between
Two pages forward we find another couple ofpege cryptograms of SaBcfV. QRWHERRN
pages with a slightly different cryptogram, a fewpjstorical events of WW1. Another clue in favor
letters changed with similar letters, e.g: V,H  of the idea that these cryptograms are real WW1
E.N :W  W{V $abdd HIDAd some encrypted messages which Sacco decrypted and
transcription errors from the original. used to find a method for decrypting transposition
Finally, Sacco finds a solution which hasciphers,
strange errors in the last lines.

4  Solved transposition cryptograms
The decrypted text is: P ryptog

These two pagéof the booklet have a lot of
BEI ORSOVA HABEN UNSERE TRUPPEN decrypted transposition cryptograms of various

WIEDER GELANDE GWONNEN X Kinds.
SUDLICH VON HATZEG VERVEREN DIE
RUME

Taking the X as a separator, and GWONNEN
for GEWONNEN we have a text sounding good
in German, except for the last line:

Bei Orsova haben unsere Truppen wieder
Gelande gewonnen. Sudlich von Hatzeg
ververen die Rume.

But Ververen die Rumbas no meaning in
German, and Sacco writes near this solution:
*7KH HQG GRHV QRW ZRUN IRLFijgure 4 : A few have the origir~
Quite puzzled by these strange final errors | cryptogram, many only the final soh
supposed there was some mistake in the rectangle.
cryptogram, maybe a handwriting problem, and
made a few attempts; | restored the D present in
the first cryptogram and for some reason removed Here is the first, top left, a simple transposition
from the second and changed it in O. So we hawapher with alternate up and down writing; the
this 80 letters cryptogram: original cryptogram is also shown on the right.

HEEEU AARID SHLVE WNXNR OSNAN The decrypted text is:
OEIMS NELEV VDURU PENHG NONPG

NCEEI EUROI ZRRNE BREWL TOEEB

ATDGD

2 English: At Orsova our troops have gained ground agair8 These pages are between a page datd@1916 and one
South of Hatzeg lost the Rumanians dated 17:0-1916.
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Major Koppen deutsche Gesandtschaft Sofia Bitte um Nachricht ob Assistenzarzt Moritz
erbitte Draht Antwort welche Formationen zuletzt in Valievbals Arzttatig aus Serbischer
dort unterstellts if befreit wurdé

Another cryptogranis an irregular rectangle 5§ QOctober U : three grille cryptograms
key transposition, much more difficult to break.

Near the end of the booklet, October 19169, a few
grilles appear; Sacco only presents them together
with some conjecture about a possible solution,
but no solution is given.

In the following couple of page, Sacco
displays two 8x8 grilles, both unsolved, the
second incomplete.

Figure 5 : The original cryptogram is miss|
but of course it can easily be reconstructe(

The decrypted text is:

Bitte bei Bulgarischer Heeresleitung sofortige
mit Anweisung der Truppen su erwirken
Koppen Major Etappen Kdo

Who was this Major Koppen, named twice
here? | could find an answer only in the German
Wikipedie®; he was a chief of staff at the High ) ] )
Command of the German Army. Figure 7 : A couple of pages with grill
A third cryptogram is shown hereafter. Here is the first grille; Sacco, searching for the
GLJUDSK 7&+7T YHU\ FRPPRQ LQ *HUF
was a double transposition grille and tried a
permutation of the columns shown on the right,
under the labefGriglia invertita >1°

5.1 Decrypted texts

In 2017 a challenge was launched on the
Cryptograms & Classical Cipherdacebook
group and both grilles were decrypted with the aid

Figure 6 : A simple transposition, with alterr of dedlcatgd software . . )
direction of writing, left-right, right-left. The Fleissner 7x7 grilté with a black case in
the middle is shown in the following figure.

; ; At first look the X and Y on the bottom left
Not very hard to break, in spite of some typos ; ) . -
like Artz ingtead ofirzt P P could be nulls to fill the grille; and this was a first

. . aid for the cryptanalyst. At last the raw decrypted
The decrypted text finally is: text id?:

4 English: Major Koppen asks the German Embassy in” Sofi English: Please let us know if the assistant physician Moritz
a wired answer, which formations are placed there. recently in Valjevo as aid physician has been released.

5 English: You are asked to get by the Bulgarian Army® these pages have a beginning datel®7916; the next is
Command the disposition of the troops. Major Koppen, Stagélated 2010-1916.
(rear) command.
10 ynder these two grilles he showed some unfinished and
6 Wikipedia is not the best source for serious research and itsisuccessful trials.
reliability is variable; but in this case it was the only source |
could find about this Major Koppen; and, after all, | just!* See (Bauer 1997) p. 96,97.
needed a confirmation he was a real German military officer.
12 The cryptogram was decrypted by Barth Wenmeckers with
"Valjevo is a city of Serbia. a hill cipher algorithm and independently by the author with
a computer aided software implemengethoc
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ESWURDENDREIPUNKTEGESEHEN fleet in the Adriatic Sea; not very likely from
OTLLICHWEITESRSSUCHENXY German ships in the Black Sea.

There are a few typos and some extra S; the  conclusion
spaced and cleaned text is
Es wurden drei Punkte gesehen &stlich weiter
suchen X¥

As already stated, the booklet has 160 pages, there
are still a lot of pages to be studied; these are the
more interesting found so far, but there is always
the possibility of something more important to be
found.

Other pages are about the Austrian diplomatic
code, Austrian and German Navy codes, and
others, but no complete cryptograms with
decrypted texts are given.

, 1P S Xiegxtheole booklet on the web,
so any researcher will be able to examine it.
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The 8x8 grilles were also decrypted; here is th
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Guthaben von Z# Berlin, D. ISBN: 3540-24502-2
6 Open questions Paolo Bonavoglia. 2012 1916 World War | notebook
) . of Luigi Sacco Cryptologia, 42:3, 205-221
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Army Zarly in 1917 suddenly introduced turning  cryptographic bureaus in the world waSignal
grilles with denotations like ANNA (5x5),  Corps Bulletin 75 and 81, Washington, DC.
BERTA(6x6), CLARA(?,X7)' DORA(8X8)' David Kahn. 1967.Codebreakers Scribner, New
EMIL(9x9), FRANZ(10x0)." Are these grillesthe  york, NY. ISBN: 978-0684-83130-5
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Did Sacco manage to solve these grilles in the 'St Poligrafico dello Stato, Roma, Italy.
following months? At the end of October 1916, | jigi sacco. 1977Manual of Cryptographyaguna
he moved to Rome, and his booklet ends in the  Hills, Aegean Park Press, (English translation
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could be in the notebooks and papers of Sacco in
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Could these cryptograms be Austrian rather

than German? The first two cryptograms look like
Navy messages and could come from the Austrian

13 English: Three points were seen eastwards, seek furthét English: The War Ministry is requested of the required
XY. balance by Zw

14 English: Ceased fire, enemy vehicles got out of sight. Fleef (Bauer, 1997) pag. 96; see also (Kahn, 1967) pag. 308.
Command.
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This paper concems the vefipst Oclassical® were in use in the Military since 1907. Captain

Enigma from 1924, with rotsy reflector and de Champs had developed a revolving cylinder
lamp display. A dscription is given of the cipher for the Navy in 1920 but it was just a
Enigma machines bought by the Swedish prototype until 1926. A.G. Damm at AB

General Staff in early 1925,0f the Cryptograph had developed an impressive
competition regarding the first standar number of different crypto devices since the mid
crypto machine for the Swetlismmed forces 1916 but at the time the only system

andof some later developments. Cryptograph could offer to the General Staff was

. the handheld model A22.
1 Introduction

Looking at theavailable optionst is easy to
The Enigma cipher machine h had such yndersand that the Enigmas on show at the
importance in the Second World aV has its  exhibition in 1924seemedrery attractive
roots in a machinéhatwas first shown publicly

at the Universal Postal Union Congress in 3 The Stockholm machine

Stockholm 1924ln Sweden igenerated strong

interest which lasted for about five years during At the exhibition during the Congress of the
time when the Enigma machine was developetiniversal Postal Unionin Stockholm in the
through a number of models. This paper issummer of 1924 ChiMaAG demonstrated two
manly based on some 80 pages ofcrypto machines, an Enign@andelsmaschir@
correspondence between the Swedish Generahd a small  OMilitSrmaschineO. The
Staff (SGS) and Chiffriermaschinen AG Handelsmaschine was big machine (about 65 x
(ChiMaAG) in Berlin and documents in 45 x 38 cm) and was quite heavy (about 50 kg).
connection with that. That material is us@da It had earlier been shown at exhibitions in
multitude of placeshroughout this papesnd is Leipzig and Bernin 1923. It could print the
not specifically referenced. itomes from the output  using a type wheel The
archive of FRA, theNational Defence Radio (GlYhlampenmaschide was a new model,
Establishment, Stockholm, SweddifRA 1924 probably made in just a few copies. It was the
1930. Communication and cooperation wasfirst model in a developmenivhich was to last
handledthrough the Swedish military attachZ infor more han 20 years. Nosuch original
Berlin. Much of the correspondence is inmachineor parts of it have been found. Since
Swedish, whesas letters and documentation SGShad a strong interest in both machines the

from ChiMaAGarein German. company left them in Stockholm fanials by the
) prospectivecustomer Also suppliedwas a one
2 Crypto use in Sweden 1924 page typewritten description entitled

_ _ _ OGIYhlampenmaschine Enigma #well as a
The main players regarding ciphers were thae page printed booklet describing the

General Staff and theMinistry for Foreign HandelsmaschineENIGMA Chiffriermaschinen,
Affairs. Codes and simple lookipbles were 1924).

used, sometimes with a superenciphermerg,
by the KShl cipher ruler which wa$e Ministry
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It should be noted that ChiMaAG uses thematter for SGS asked for changes in the Enigma
name Enigma A and later Enigma B for the earlyA they would like to see and test. In October
OGIYhlampenmaschineO. ThegHai A is also 1924 he wrote that they considered buying 15
called Odie kleine MilitSrmaschineO and in thisuch machines. The desired modifications of the
paper, for clarity, Othe Stockholm machineO. Thimachine were:
is contrary to what has earlier been assumed, i.e.
that A and B were the printing Enigma models. 1. A possibility to turn on all laps at the
This paper will use the notations A and B as same time to check that no lamps are
ChiMaAG used thenin the correspondence. broken.

The lamp field should have dark

background and the letters I{Apparently

this was not the case with the Stockholm
machine.)

3. The lamp field ought to béehind the
keyboard and the keys should not be blank
but instead marked with letters.

4. The lever to move the wheels
(presumably the Antriebstaste) should be
on the left side of the machine.

2.
Some details about the Stockholm machine can
be gathered from the letters and the short
description:

1. It measured 23 x 27 x 13 cm with a
weight of about 5 kilograsm

2. It had 26 keys and 26 lampsrangedn
two rows each, alternatingamp rows
and key rows.

3. The keys and the lamp covers were
unmarked and left for the user to mark Gyllencreutz added
(with characters or symbols) improvements

4. There was an OAntriebstasteO, a key that
advances the rotors arithat must be 5. The machine should have a larger

further tentative

pressed each time before cipher a character set, preferablycaind 40, with
character digits, comma and period.

5. There werethree rotors, one marked 6. It would be desirable to have four wheels
with letters and two with numbers. It had like in the big machine.

a period length of 676 and Omore than
170000 (presumably %6 different As to the bigger machine, the Handelsmaschine,

settings. Gyllencreutz was less certain, but possibly SGS
6. Ciphering and deciphering were themight be interested in buying two or three.
same.

7. A reasonable conclusion is that inch 4  Further negotiations

two rotors and in addition an important ] ) )
novelty, a settable reflector During the rest of 1924 discussions continued

(Umkehmalze). betweenSGSin Stockholm and the company in
Berlin through the Swedish military attachZ

There does not seem to be any other remaininy@°r Henry Peyron in Berlin. In October the
documents elsewhere about the StockholnP'iC€ with the requested modifications and some

machine (Enigma A)lt may have been a further other improvements was given as 100 dollars
development of aGerman patentpplication each at an order of 15 machines. The technical
DE407804, filed on January 18, 1924 by ’theofficer at SGS suggested that the offer should be

inventor PauBernstein for ChiMaAG (Bernstein accepted. '!'he tot_a'l C,OSt for 15 Enigma A
1924). That construction was the first with amachlnes with modifications-4 above would be

lamp field but ithad straight ciphering from the 8250 Svedish cowns. The problem veafunding.
keyboard through two rotors to the lamps fielg?n attempt to influence the Swedish government

without areflector, i.e.similar but simpler than Was made tlough General von Bender who
the Handelsmahine. It is not known whether KNéW theGrand Duke of Baden, father of the

any machines were produced on basis O§wedish gueen Victoria. This seems to have been
Bernstein«patent. unsuccessful.
In November 1924 ChiMaAG offered new

The Handelsmaschine and the Enigma A wergossibility, a model they call OEnigma BO. In this
returned by courier to ChiMaAG in Septembermachine the third rotor, whichn ithe first model

1924. Captain Gyllemreutz who handled the a5 5 settable reflector, would be a true rotor and
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step in the encipherment process giving at ChiMaAG hadchanged the layout compared to
period length of Oabout 1750006°¢17576). what theyhad offered, probably after consent
The new machine eid dso be delivered with a from SGS. Fronthe backare now rotors, three
28-character alphabet whes the Enigma A rows of lamps and then the keyboard set up in
only could have a 26haracter set. The Enigma alphabetical order. The rotors have an adjustable
A was apparently instock since they statethat ring setting.

up to 10 machines could be sold with immediate

delivery_ |mpr0vements for the Enigma B The Wiring of the rotorsis as follows in
compared to the machine shown in Stockholnfyclical notation:

should be: Il (...APRE)XCBSZYLEKOFXN) (DGQTVI)
1. Different layout: Fromback to frontfirst ~ (JH) (MU-)
two rows of lamps, then the rotors, then
I: (7, 1, 3,14, 23, 21, 11, 20, 5, 24, 16, 27, 22,

two rows of keys.
2. The rotors move aumoatically when a 17,913, 25,6, 28,10, 15, 2, 8, 4, 19, 26, 12, 18)

key is pressed making the Antriebstastg,. (5, 1, 26, 11, 28, 12, 25)(10, 2, 22, 4, 9)

unnhecessary. , (15, 3, 17, 24, 13, 19, 14, 16, 6, 27, 7, 23)
3. The letters are white on a black (8, 18, 21) (20)
background T
4. The possibilityto check that no lamp is  The reflector is fixed in one pitin and has
faulty. the following connections:

(1,12) (2,4) (3,7) (5, 27) (6, 14) (8,16) (9,19)
(10,11) (13, 22)(15,25)(17,23)(18,21) (20,26)
(24,28)

In theory it would be possible to change the
wiring. The following picture shows that this
would be aticky procedure with clear risks to
damage the function.

Photo 1: A133 without coveBource FRA

5 Swedish Enigmas

On January 13, 1925 SGS places an order for
two OEnigma BO with a Swedish-@@racter
alphabetAEZ +€... withou t W. The price was
650 RM each. The machines were delivered on .
April 6, 1925. They have serial numbers A1330  FunkschlYssel C
and A134 and are today part thie FRA Crypto ) o .
collections. The machines do not seem to b&€hIMaAG was also negotiating with the
much used, possibly only for evaluation purposege_elchsmarlne whlch in December 1924 ordered
The weght is 5 kilo (without the wooden box) 10 prototype machines. Thatodel was called
and the measures WxDxH = 26 x 27,5 x 11 CmQFunkclesseI CO and had rotors with 28
somewhat wider and lower than the Stockholnfontacts. This fits very well with what was
machine. offered to Sweden and the two machines that
were ordered in  January 1925.The

Photo 2:0pened rotor A133Source FRA
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OFunkschlYssel CO had 29 keys and 29 lamp# seemed clear that SGS thought higbfithe
where the letter X went straight to the lampsEnigma and were going to bity In his memoirs
without keing enciphered. The wiring of the Boris Hagelin wrote that heisited the person in
rotors was most likely different. The Swedishcharge at SGS, major Warberg, and asked him to
machine had a reflector which was fixed in onewait six months with their decision. This would
position whereas the FunkschlYssel C had allow Cryptographto make a prototype of a
possibility to fix the reflector in four different machine of Enigma typ® but better. He was
positions. Apart from that the twoachine types granted the time.

would very likely have been the same.
A G Damm had in 1919, indepéently of

A delivery of 50 machines to the ReichsmarineScherbius and Koch, patented a form of wired
took place in January 1926 (Weierud 2014)rotors (Damm 1919).This was essential for
These machines were supplied with two extradagelin. By using parts of Damm«s B1 and B13
rotors. This was mentiodein a report from the machines he was able to produce a prototype of
Swedish nilitary attachZ in October 192&hich  what was to become the B21 machine. His
said that a customer haddered two extra rotors machine had lamps and oo$, an irregular
which gives 60 different rotor combinations stepping mechanism for the rotors and a wider
instead of 6. ChiMaAG suggested that SGSvariety of operator key settings. Hagelin«s

should do the same. prototype was enough to stall immediate
) . decisions and eventually secure the order from
7  Swedish competitioh SGS and thiinistry for Foreign Affairs

Boris Hagelin, who was now in charge of AB Cryptograf hadacquired an Enigma (A344),
Cryptograph, heard about the strong intereswhich was sent to Damm in Paris. He sent back a
from SGS for the new Enigma machines.preliminary report in August 192(Damm 1927)
Cryptograph had good contacts with the Swedisfihere he noted that he made a study already in
military, but their only viable product was the September 1924 based on patent descriptions and
A22, which was far less attractive than theother available information. That ear report
Enigma. has not been found. In the 1927 report he wrote
that the security is low if the wirings are known.
Nevertheless, the two miioes were tested He claims that he is developing a method to
against each other in May 1925. Captainsolve Enigma but writes that it would be
Backlund limited his comparison to practicalimproper to give details in a letter. Instead he
matters such as encryption speed where he statgges into a detailed discussion of the machine.
that encrypting a 100 character message would
take 6 1/2, 4 and 3 minutes respectively for 1, 2 He concludedhis sevemage report with his
or 3 pesons whereas for the A2 would take verdict. Enigma is a reasonably handy method to
around 4 minutes independentlytb& number of encipherE but E the security is directly
peopleinvolved Backlund noted that thEnigma dependent on keepirgpsolutely secret not only
machines had a stepping error. This is the doubl@machine details but also textseven if they are
stepping effect described by Hamer (1997). meaningles®that have been enciphered.

Lt Samsioe gave a prelimiry assessment of His report might have helped Cryptograph by
the security in November 1925. Meotethat the casting doubt on the Enigma even if héport
A22 seems to give a fairly low security, whichdoes not contairargumentsto show that the
possibly could be improved. His study of EnigmaEnigma system is weak.

B was not concluded. He notes that the period is . .

28® but that thereare subperiods of 28 wbhit 8  The next generation Enigmas

might be possible to isolat@Actually the period

is 28 x 27 x 2®ecause of the double stepping.)Cortacts between SGS (througiie embassy in
A22 and Enigma B share the prob|em that §er|in) and ChiMaAG continued during 1925
change of message keys does not change tMéhile the two delivered machines were being
character of the cipher enough. A new key is jusgvaluated in Stockholm. A request from SGS
a new startingosition in the same crypto period. concerned a machine with printer and compatible
Since the order of the three rotors could bavith the lamp machines. At first theompany
changed there could be six different key series. seemed to be developing such a compatible pair.
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However, in April 1926 the company stated thathat the pair of machines could be tested in
such a solution would not be developed since theperational use. Herslow was quite familiar with
printing machine would lose functionality and the Enigmas after many discussions at ChiMaAG.

the lamp machine would be heavier, costlier and )
less relidle. When Herslow left for Moscow in the

beginning of April 1927he new machines were
In the summeof 1926 LtColonel Carl Herslow not ready so the company suppliedo machines
succeeded Henry Peyron as military attachZonloan (A361, A362), one for Herslow, one for
Herslow had a good knowledge of crypto mattersStockholm.  Warberg provided a Jage
and had worked in the groug officersat SGS document with detailed instructions for key
which solved Russian diplomatic code trafficsettings etc.(FRA 1927) The two ZShiwerk
during WW1. This work was in cooperation with machines (A350 and A351) were delivered i
Germany which may have benefitted Herslow«sMay 1927 and the machines loan were sent
insights into German security matters (Grahrback.
2017). In August 1926 Herslow visited the
company and reported that the new machine wa8  Enigma or B21
in its final shapelt had been introduced at the .
AuswSrtiges Amt and would soon aldme Presumably the ZShiwerk Enigma was studied
presentedto the Reichswelministerium. The and tested. There is no communication in the file
new machine had four rotors (presumably threor the coming six months. In December 1927
plus a reflector) and also spare rotors in &GS asked for a quotation for the defiy of 4-
separate box. The price was quoted as 600 RMO machines with a 28haracter alphab& with
Warberg at SGS was interested. He lddike to  or Wwithout ZShiwerk. The reply from the
test the new machine, preferably with a- 28 company was prompt. They qudte basic price
character alphabet. of 600RM for a 26character machine arghve
two options. AZShlwerk would add 100RM and
In November 1926 Herslow wrote to Warberg28-character alphabet 30 RM.
to tell him that the Reichswehrministerium had
got delivery of a small series of the new machine. Parallel negotiations were going on between
With Swedish specifications (28 chamrs) the SGS and Cryptogiph and the decision wanade.
new machine would be slightly bigger acould  B21was chosen a/29, SGSstandard machine
be offered at a price of 600 RM a piece at arfmodel of 1929.No final evaluationhas been
order of 3040 machines. A counter (ZShiwerk) found in the archives. Therefore one can only
was optional and would add 40 RM to the priceSpeculate aboutwhich arguments werethe
A new machine with printer (a development ofdecisiveones. A longer key period? Rotors wired
the Handelsmaschine) was expected to b# Sweden? Wider user key space? Support to
developed by March 1927. It was aimed for uséwedish industry?

by high taff d had i f about 2000
R)Il\/l. gher Statls and had a price of abou The Navy had some independence fr8@S

Their order for three Enigmas was the last sign
Test machines meeting Swedish requirementgf interest from the Swedistrmed forcesAfter
would be quite costly. Therefore, in Februarydelivery of AB53, A854 and A855 in April 1929
1927, Warberg asked Herslow to buy two- 26 there seems to be nanterest in Enigmas from
character Enigmas with ZShiwerk (at 700 RM aSwedishauthorities
piece).In March 1927 Warberg reminds hithat .
he should check the machines on delivery so tha0  Not quite the end

they do not have the stepping error of the earlier . .
machines (cf section 7 above). The wcarl Herslow, mentioned above, was in 1928

machines were Z3hiwerk ntdges and had a "€cruited by Ivar Kreuger, a Swedish industrialist
different stepping mechanism. That check should?md entrepreng known as the OMatch KingO.

therefore have worked without problem. By aggressive investments and innovative
financial instruments he built a financial empire

Herslow wasgoing to take up a position as Which in the end controlled between two thirds
military attachZ in Moscow. He was instructed toand three quarters of worldwidematch

take one machine with him to Moscow. Theproduction. His activites needed secure
other one should be delivered to Stockholm sgommunications and the Swedish match
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company Svenska TSndsticks AB (S.T.A.B)Damm, Arvid Gerhardl919.Swedish patent SE52
became one gfist a fewnonrgovernment buyers ~ 279. Filed Oct 10, 1919. US patent 1 502 376, July
of Enigma machines. 2,1924.

There is a note that Herslow bought twoDamm, Arvid Gerhard. 1927. PreliminSrt utiEtande

machines Ofor KreugerO hetspring of 1928. angEende OGIYhlam@éiffriermaschine )
Also there is a note from 1935 that two machines E119Ma0- Krigsarkivet, Stockholm. Boris Hagelins
(A343 and A344) were presumed to be at privatarkiv, vol F 11:3

S.T.AB. Al in all it seems that Kreugs8l £niGMA Chiffriermaschinen1924.

company bought six Enigmas (numbered A327, pandelsmaschine. FRA Crypto collections
A328, A343, A344, A801, A802) (Weierud 2014) Booklet.

Apart from thlese regular machineS.T.A.B  Faurholt, Niels 02006.Alexis K¢ hl: A Danish
also bought three small Enigmas, model 230 Inventor of Cryptosystems. Cryptologia vol 30.
aimed at enciphering digital codes.
documentation concerning this has been foun
The acquisition of these three machines, bought

around 1930, concludes all dealings betweeggra archive 1927.Bearbetningsbyr@&n F V:1.

C]:R’A archive 19241930.Bearbetningsbyr@&nL1.
OChifferapparaten Enigma0O.

Swedenand Chiffriermaschine®\G. The three Instruktion f&r anvSndning av Chéffapparat
Z30 machines a&rpart of FRA Crypto collectian Enigma B /Chiffer EZ/.
(Wik 2016).

A broader picture of Swedish cryptography and Gragir;hqu:glr?;. (Zooéagﬁssg ZT?;IT,\T%]-?L?MIHQ
early Swedish Sigint between the world wars is pioneersO). Mett§ms bokférlag, Stockholm
given by McKay and Beckman (2003).

Hamer,ADavid. 1997Enigrpa: Actions involved in
Acknowledgements the Odouble steppingO of the middle rotor.
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Abstract

Shortcomings in the earliest reports coming
from the wartime work at Bletchley Park
resulted in a slightly distorted picture of the
early interAllied cooperation in cryptology.
The ultimate evidence of the Polish
contribution to the success over Enigma, a
report passed on to the British and French
participants of the meeting in Pyry in July
1939, remains unavaible to historians.

Some files declassified in 2015 by the French
intelligence service contain a document
representing most probably an abridged and
rewritten version of the Pyry report. This
paper offers a preliminary analysis of this

Bletchley Park in 1945. Unfortunately shi
document is lost or at least has not been
declassified so far and remains unavailable to
historians.

This author believes that he has identified a
document representing an edited, albeit a slightly
later and abridged version, of the original Pyry
report. The document found is potentially even
more valuable than the original report, covering
events up till the fall of France in June 1940. It
may be regarded as an inventory of the early
inter-Allied cooperation in the struggle against
the Enigma ciphers. T$ paper presents early
findings regarding this document.

document.

2 Historical context
1 Introdu ction

Since their first meeting in Paris, in January
Although some attempts to coordinate thel939, chiefs of the codebreaking services of the
British, French and Polish efforts aimed atthree countries, France, Great Britain, and
breaking the Enigma ciphers had beerPoland, knew that finding a commoanbuage
undertaken earlier, the conference at Pyry on 24vas not going to be easy. In the literal sense of
27 July 1939 marked the effective start of thehe word they could hardly find a way to
inter-Allied cooperation in thdield. The general communicate, before they agreed to use the
nature of the reports from the Pyry meeting, atanguage of their common cryptologic adversary
known so far, does not allow the precise- German. They did not know at that stage that
assessment of the contribution of the countriethey were coming to the table bearing different
participating in the conference in unravelling thdevels of knowledge regarding Enigma,
secret of Enigma at that early stage of work. experience and probabty different instructions

and goals. The tension around the table was

Both cryptographers and historians have beeaimost palpable, in spite of Bertrand’s efforts to

aware for a long time of the existence of &ntegrate the group using the services oftist
definitive source of information regarding therestaurants in Paris. In those circumstances, it is
Pyry conference and early work on Enigmanot surprising that the meeting’s only measurable
Before the chiefs of Polish intelligence serviceresult was a decision to convey furtimeeetings
authorised the invitation of the British andonce any of the parties had news to
French codebreaking services to Warsaw, theyommunicate.
instructed the Cipher Bureau to prepare a
detailed report presenting the complete Polish That moment arrived sooner than expected; in
knowledge about, and experience with, theluly invitation from Warsaw arrived, declaring
Enigma machine and its ciphers. Copies of thadhat ‘il y a du nouveau’. But when the
report were passeoh to the British and French codebreakers arrived in Warsaw on July 24th
guests during the Pyry meeting. British postthey had to switch back to German again, as the
WWII reports (Alexander 1945; Mahon 1945; document they were discussing was in that
Millner-Barry et al, 1945)contain references to language. Maho(i1945, p. 13ktated in Is post
the report indicating that it was available atwar report that “(n)early all the early work on

German Naval Enigma was done by Polish
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cryptographers who handed over the details dfipher machines derived from the results of the
their very considerable achievements just beforevolution of Enigma. While we could understand
the outbreak of war”, and added that “the Polethe versions of events presented by
devised a new metld which is of considerable Winterbotham, Cave Brown and Stevenson as
interest. Their account of this system, written imbvious disinformation, the same information
stiited German, still exists and makes amusingroduced in the 21century represents nothing
reading for anyone who has dealt with machinesthore than anachronism. On the other hand,
(Mahon, 1945, p. 13). however, it llustrates the need for an ultimate
- ) proof of the real scope of contributions delivered
British postwar reports were compiled by py the Allied nations to the victory over Enigma.
G.C.&C.S. section heads, who had no firahd  For the author of this paper, this was the main
knowledge of events of 1939. In fact in 1945 ngeason to spend several years searching for the

participant of the Pyry conference remained a§ocument which could provide indisputable
Bletchley Park. Dilly Knox had passed away ineyidence.

February 1943; Alastair Denniston had been

sacked from his position in February 194%ia Until recently this search did not bring
exiled to the diplomatic section. Mahon admitsencouraging results. Archivists representing
having gained most of his knowledge about thenajor institutions were sceptical. According to
early attacks at Enigma from Alan Turing; buttheir opinions, if the document in question had
Turing had neither participated in the Pyrybeen written in the German language, the
conference, nor was he known to be an effectiveharces are that it had been transferred to the
communicator. Under & circumstances as German files immediately after the war, where it
described, it is natural that pesar reports are has stayed unrecognised up till now or has been
full of unanswered questions and presumptionentirely lost. However, on 2 December 2015, the
of disputable value. French Direction Générale de la Sécurité

Extérieure announced thedassification of the
The view of early work on Enigma becameset of documents relating to the Frencterin

even more confused after the British SecreEnigma breaking and the transfer of those
services felt obliged in mid970sto react to the documents to the archives of the Service

publication of Bertrand’s book. They obviously Historique de la Défence.  Preliminary

considered Bertrand's revelation as prematurgestigation of these documents at Chateau de
and decided to wrap them up with a shroud of/incennes confirred that they represented part
disinformation. Frederick Winterbotham wasof the private archive accumulated by the late
commissioned to provide a cover version ofgen. Gustave Bertrand over the years of his
history: “In 198 a Polish mechanic had beenactive service at various units of French
employed in a factory in Eastern Germany whichntelligence service and seized by his former
was making (...) some sort of secret signallingemployer immediately after the General's death
machine. (...) In due course the young Pole wagt his home at Théoukur-Mer.

(...) secretly smuggled out under a false passport

(...), installed in Paris where (...) he sygiven a 3 Preliminary analysis of the document
workshop. With the help of a carpenter to look

after him, he began to make a wooden mopk Bertrand’s collection represents an extremely
of the machine he had been working on irinteresting object of research for Enigma
Germany” (Winterbotham 1974) Similar historians. In this paper we shall focus on just
versions of this story were later on presented bgne of its elements; an unsigned and undated
Cave Brown(1975), Stevaison (1976)and, in typescript described in the inventory as
more recent times, b&ldrich (2010) andDavies  “Technical note in Germah"(unsigned, 1940a)
(2008) Their stories have a crucial element inThe document is 61 pages long, contains a title
common in attempting to provide a cover for thepage, a table of contents, and 38 sections. Its title
compromise of Enigma ciphers in the breach opage leaves no doubt as to its contents:
machine’s physical security. That reaction iSENIGMA. Abridged presentation of solution
understandable; in 1973, wh&ertrand (1973

revealed the Allied success with Enigma ciphers,

the Cold War was at full swing and the armies of

Warsaw Pact were making extensive use of rotot
1 In original: Notice technique en allemande
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methods™®, and its preface partially reveals the1945, had confused the uestion of the
identity of its, otherwise unsigned, authors;document’s attribution. The German reports
“Below we sketch how the Cipher Bureau of thebased on his interrogation in 1944 mention only
Polish General Staff managed to reconstruct thevo mathematicians; it seems probable that
Enigma model described above, and methodsanger's mind adjusted (consciously or
invented to assure prompt deciphering of tIsXQFRQVFLRXVO\ WR WKH VLWXDWI
messages, in spite of the changes andeath.

improvements introduced by the German cipher

service to protect their securityA brief mention While the scpe of the document covers
in one of Lt. Col. Langers (former head of €vents having taken place between the Pyry
Polish Cipher Bureau) reports allowed thisconference and the fall of France in June 1940,
author not onlyto place the document in its time its basic structure and form, as well as
line, but also to understand the circumstances éomparison with other documents edited by
its creation. After his liberation from the GermanMarian Rejewski and his colleagues, suggest
internment  camp, Langer (1945) was €Xistence otheir common source presumed to
commissioned to write a report presenting th®€ the Pyry report. The term “abridged” used in
circumstances of his team’'s evacuatioonf the title might suggest existence of a full version
southern France in 1942 and the events th&f the same document. Working in France, in
followed. It is in that report that we find a 1940 or later, at Bertrand’s request, it would be
following statement: “At Chateau des Fouzeshatural for the codebrealeeto prepare the text in
Bertrand requested that a report be preparé‘a'ench (at least two members of the team were
presenting the contribution brought by each ofluent in that language). However, existence of
three partners to Enigma solution. The report wale German language reference, and economy of
prepared by Lt. Rejewski and Zygalski. Afterlabogr dictated the pre_paration of an abridged
Bertrand had studied the result he declared th¥gersion of the existing German language
the work must be rewritten from scratch, aglocument, complementing it with coverage of
reading it in its present form one gets thehe recent events and adding elements
impression that the contribution of the Frencrspecifically requested by Bertrand.

was negligible”. The declared purpose of the While working on the original Pyry report,
report is consistent with its otherwise somewhathe codebreakers having full access to their own
mysterious fragment; Section 38 presents a@rchive, could, and certainly would have wanted
inventory of contributions of the three countriesto, demonstrate their mastery of the subject by

towards the success over Enigma ciphers (sd@cluding as much detail as possible. However,
Figure 1 below). the archive of the Cipher Bureau was lost during

its evacuation towards the Romanian border.

The an$ysed document is unsigned; the samé&Vhen the team attempted to continue its work in
report by Langer sheds some light and a bit ofrance, the Poles hado recreate their
doubt on the question of its authorship.documentation using their memory as the only
According to that report, the document wageference available. Process was slow and
prepared by Marian Rejewski and Henrykgradual, as can be seen from the effects of its
Zygalski. That would point to its creation eithe first stage — the so called “Dokument L”
LQ GXULQJ -HU]\ 5y*\F N L(fingigiet, W26l Pdip@santiig Rin appendix to
$0JLHUV RU LQ DIWHU S5kyangems rdpdrt @dirDine near 7alstivity of the
author believes that more probable time of it<Cipher Bureau. “Dokument L” was written
creation was late 1940 or early 1941, whemluring the first half of 1940 and supposedly
Bertrand was still unable to provide thecovers the period 1930940 (although its scope
codebreakers with enough téncepts to keep ends with the Pyry conference). In spite of its
them engaged. Moreover, should the documersttope similar to the discussed document it counts
have been written in 1942, it would mostonly 31pages- about half of the latter.
probably include some references to British reports prepared in 1945 include some
codebreakers’ work at P.C. Cadix. It is alsadetails of the Polish prear activities, which are
possible that Langer, when writing his report inotherwise unknown from the available Polish
sources. Alexande(1945, p. 18)describes the
Polish attack on naval Enigmaing the term
“Forty Weepy”. That term was coined by the

2 In original: ENGMA. Kurzgefasste Darstellung der
Aufldsungsmethoden.
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Poles from the representation of numbers usedbwever, in the discussed document they are
by Kriegsmarine cipher clerks in 1937. Thepregnted in a more systematic way than in other
British codebreakers could not have known aboutersions. At least some novel elements deserve
that from their own experience, as the systerspecial attention. The first one concerns the radio
was changed before they focused attention on theetwork of the German Sicherheitsdienst (S.D.).
naval Enigma. The same report by AlexandeBection 34 presents the history of Polish struggle
names the call sign, AFA, of the German torpedwith the S.D. network between its first
boat whose signals permitted Polishappearance in October 1937 and a major change
codebreakers to break the new Enigma procedums 1 August 1939. Messages in the S.D. network
adopted by Kriegsmarine in May 1937. None ofwere masked with a -etter code before
those details (“Forty Weepy” or AFA) are enciphering with Enigma. That did not prevent
mentioned in the analysed document (or anfPolish codebreakers from breaking both the code
other Polish sources) and must have been knovamd the Enigma key and reading the messages up
to the British codebreakers from the originalto 31 July 1939.
Pyry report.

This statement contradicts the opinion

The scope of information regarding pear  formulated inDilly Knox’s (1939a)report from

efforts of the Polish CipheBureau available in the Pyry meeting, and repeated since then by
the analysed document goes far beyond the limitsumerous sources, that Poles were unable to read
of the original, Polish sources available so farEnigma after the change of the indicator
On the other hand it does not include somstructure on 15 September 1938. The statement
details quoted in the existing British reports. Then Section 27 reinforces this argument indicating
structure of the document is very simjlaven in  that the military key from 25 August 1939, the
translation, to the structures of other documentday of general German mobilization, was the last
edited by the members of Cipher Bureau tearhroken day before the evacuation of the Cipher
(“Dokument L” or Rejewski's “Memories”), Bureau from Warsaw.
hinting at their common source. All those details
considered together permit the positioning of the Section 29 refers to the preparation by
document asan intermediate link between the Bletchley Park staff of a special catalogue
fragmentary sources known so far and theiplready proposed by the Poles before the

common referencethe original Pyry report. outbreak of war. Lack of resources prevented the
Polish team from implementing its own idea, but
4 Preliminary findings and conclusions the more resourceful British were able to

manufacture the proposed catalogue, which went
Systematic analysis of this recently foundinto history as Jeffreys’ sheets. Jeffreys’ sheets
document is far beyond the scope of this papergpresented an extension of Zygalski sheets;
although the preface to the edited versiorwhile the latter identified only the location of a
(Grajek, 2017)of the report provides its early female, the former peiitted also to identify the
stage. The document, although obviously notharacter corresponding to the female (“(...) we
identical to the original Pyry report, representsad the idea to create catalogues with characters
the best approximation currently available. It haghat would correspond to all female cases, (...)
been created by the same team, fa shmilar now the British (...) put our plans into practice”).
purpose and using the same language. It is the . )
first material proof of otherwise obvious faet Section 30 offers an update to thistory of
the transfer of Enigma secrets by Polish Cipheih® Herivel method, which was brilliantly
Bureau to the Allies, which was found in theconceived but useless as long as the positions of
Allied archives. This author hopes that thisthe turnover notches in rotors IV and V were
information might spark a wider search for its Unknown.  Herivel's  discovery = was

presumed predecessethe original Pyry report. complemented by the Polish team, who
identified the notch positions in both rotors and

Most facts presented in the report are knowigommunicating them to BP thereby enabling the
from other sources, in particular from practical application of the Herivel Tip.
“Dokument L” and Rejewski's “Memories”;
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Figurel: Final section of the analysed documeoobntributions of the three states to the breaking of Enigma

Section 31 refes to the new Enigma of the German Kriegsmarine. The story long
ciphering procedure used from 1 May 1940. Weestablished among Enigma historians states that
learn that some German cipher clerks started tohile Poles provided the foundations for
use it prematurely, on 30 April. The Poles, whdoreaking the Wehrmacht and Luftwaffe ciphers,
managed to break the military key for that daypreaking the Kriegsmarinentgma represented a
were able to work out the procedure andurely British adventure. The analysed document
commuricate its details to Bletchley. presents this question in a new light. The Poles

) ) were obviously watching the evolution and

While sections 432 have a more or less preaking the Kriegsmarine ciphers from their
chronological structure, section 33 is dedicategion-machine beginnings to the establishment in
to the S.D. netWOrk, Sections -8¥ break the May 1937 of the System used during the war.
chronological narration and represent arrhe report confirms that they were able to work
appendix dedicated to the area only incidentallyyt the details of the new procedure and, thanks
covered in the reports known so fathe ciphers g the German blunder in the transition period, to
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break enough messages to provide the BritisBenniston, A. G.How News was Brought from
codebreakers with thefegzence material for their ~Warsaw at the end of July 1939A 25/12

own efforts. Alan Turing and his team designed a

number of methods (EINBg, banburismus) Grajek Maek. 2017. Sztafeta Enigmy.

which could assure regular decryption operation Odnaleziony raport polskich kryptologow,

once the system is first broken, however they $%: &HQWUDOQ\ 2 URGHN 6]NROF}
could not advance their practical masterytrad Eméw.

cipher beyond the point reached by the Poles in

1937. Their final success in 1941 was based botknox, A. D. 1939aletter to A. G. Denniston

on the information provided by the Poles and the 1939, NA HW 25/12

documents captured on board the seized German
ships. Knox, A. D. 1939b.Memorandum NA HW

25/12.

Section 38 represents an element of the
document most appealing to the reader’s mind; itanger, Gwido Karol. 1945.Sprawozdnie
offers an enumerative list of elements GRW\F] FH HZDNXDFML (NVSR]J\WX
contributed by the three participants of the ,QVW\WXW -y]J]HID 3LaAaVXGVNLHJIR
cryptologic cooperation until June 1940 (cf. 709/133/5.
Figure 1 beloy. While this picture has changed
significantly in the later stages of wainere is no Mahon, A.P. 1945The History of Hut EightNA
doubt that during the first year of this conflict, HW 25/2.
the Enigma adventure was still heavily
dominated by the achievements of the PolistMilner-Barry, Philip Stuart (ed.). 1945The
Cipher Bureau team. History of Hut SixNA HW 4/70.
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The Poles and Enigma after 1940: le voile se leve-t-il?
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Abstract when after some adventures, the survivors of
) the Polish team were brought to the UK and
Recently declassied papers, together jnegrated into the cryptanalytical team of the

with other archival material, begin 10 polish General Staff located at Felden, just outside
reveal more details of the activities of London (Rejewski, 2011).

the Polish code-breakers after the outbreak A more genuine mystery concerns the actual

of war in France in 1940. Despite  \ork of the Poles after they left Poland, and the
challenging operating conditions, they  extent to which they were able to work on Enigma
continued to work on Enigma problems,  ciphers. It is well understood that, during the
though without the benets of the new (st period at "PC Bruno', before the invasion
technology developed at Bletchley Park.  of France, they were attacking Enigma using the
Their role in the war effort, with particular Zygalski sheets method (Kapera, 2015). But
focus on Enigma, can thus be re-  ineir |ater work at PC Cadix and Felden has, until
examined.  Although various questions  recently, remained more obscure. In 1944, Marian
remain unanswered, it is fair to conclude Rejewski wrote a semi-of cial memorandufn,
that the Polish contribution continued to objecting to being excluded from current work
be valued by the Allies, and that the role o Enigma, which has been interpreted as further
played by the Polish code-breakers in the  gyjidence of side-lining of the Polish code-breakers

nal year of the war needs to be re-  py the of cial British authorities. Borrowing a
evaluated in light of the prevailing political titie from the work of Paul Paillole on Enigma
climate.

(Paillole, 1985), this paper looks at the archival
material concerning the Polish team's work,
considers the extent to which the veil has been
Itis a persistent myth that the Polish code-breakerkfted from it, and re-examines the nature of
who had successfully attacked the Enigma cipheRejewski's discontent.

before World War 2 were rejected by the UK's .

Government Code and Cypher School (GCCS)2 The Source Materials

It is, however, just that, a myth: GCCS madeTngre are three principal contemporary accounts
concerted efforts in 1940 after both the fall of ot the Polish codebreakers' activities in the
Poland and the fall of France to have the POIefberiod 1940-1945: by Gwido Langgr, by
join Bletchley Parkk Instead, the Poles were Gustave Bertranfl, and by Marian Rejewski
integrated into the operation of Gustave Bertrand(2011). Comments may be made about each of
initially as part of the of cial French Service de hem. Langer's account was prepared as part of
Renseignements and, after the Armistice agreeflis campaign for rehabilitation with the Polish
between France and Germany, as part of thgseneral Staff, which had been induced to question

Vichy regime's Bureau des MenéesAntinati0nalesLam‘:l‘_:.rvS leadership of the Polish team at the
(BMA) at a secret location called "PC Cadix'. — ) )
This state of affairs continued until the takeover Polish Institute and Sikorski Museum (PISM), London,

- . Kol 242/92 (Jul 1944).
of the Zone Libre of France in November 1942,  3p;5m kol 79/50 (1946).

1 Introduction

JISM Kol 79/5! )
LUK National Archives (TNA) HW 14/3 (Jan 1940), HW , SEIVice Historique de la Défense (SHD), Vincennes, DE
14/5 (Jun 1940). (1949).
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time of its forced withdrawal from France in late and informative perspective on the cryptanalysis
1942. The circumstances in which Bertrand'sconducted under Bertrand, including for the
account - only declassi ed in December 2015 -period when the Polish team was included within
was prepared in 1949 are less certain. Howevehis organisation. Taken together, the materials
his motivation can be imagined. At that time build a good picture of the activities of the Polish
it was important to Bertrand, who had acquiredcode-breakers during the years 1940 t01945, and
a senior position in the intelligence service re-facilitate a re-assessment of their contribution and
established by President de Gaulle after the waf their ongoing involvement in the Enigma story.
to bring to the fore his patriotic Resistance .
credentials notwithstanding his arguably-dubioug?-1  Literature
association with the Vichy regime during the The work of the Poles on Enigma has been covered
period of the BMA. Rejewski's account, preparedby many authors (Grajek, 2010; Gadki, 1979;
in the late 1960s, was careful to avoid anyKozaczuk, 1998) to name just a few. Their
mention of activities which might expose him achievement in uncovering the workings of the
further to the attentions of the Soviet-inspiredWehrmacht Enigma machine and nding methods
Polish security services (Polak, 2005). Theto expose the daily key-settings in use has,
ambiguity of the position of Bertrand in relation naturally, been the focus of these works. A
to the Vichy régime after the Armistice of June smaller body of scholarship focuses speci cally
1940 led to a degree of concealment, even fronon the Poles' activities after June 1940, when
Bertrand himself, of the true nature of the Polishtheir operating conditions had become much more
operation (Medrala, 200%) The British were also  dif cult. Medrala (2005) gives a comprehensive
concerned as to where Bertrand's loyalties 9ay. and objective account of this period, but his
Each of these reports, then, may be open to asources revealed little about the nature of the
accusation of partiality or selective reportage.  code-breaking activities or the methods used.
Notwithstanding these criticisms, the threeCiechanowski and Tebinka (2005) speci cally
accounts may be relied on for what they say aboudiscuss Enigma, but in relation to the period after
the nature of the cryptological activities of the June 1940 they have little to add on what ciphers
Polish team, except in that Rejewski's account wewere broken or how.
are unlikely to nd evidence of attacks on Russian Paillole (1975) and Navarre (1978) provide
ciphers. In relation to the assault on Germarmuch insight on the Vichy period, but they cover
Enigma, all three accounts might be expected t@ll aspects of intelligence, rather than focusing on
be straightforward and reliable, if not compléte. cryptanalysis. Given the background, with Poland
In addition to the three main accounts, there is @verrun by Germany and the USSR, one might
wealth of correspondence and supporting evidencexpect the efforts of the Polish code-breakers to
in the UK National Archives, the remaining have been directed against those powers, and not,
Polish Intelligence Bureau archives at the PolisHor example, following the more complex agenda
Institute and Sikorski Museum in London, andof Vichy, which included the Allies as objects
the dossiers of original papers accompanyingf its intelligence-gathering. Bloch (1986)
Bertrand's 1949 account. These last-mentionedocuses on the code-breakers, raising a number
dossiers, only recently declassi ed, provide a newof pertinent questions concerning the Polish team,

e nd their relationship with Bertrand; but like
Langer's account also shows how thousands of encrypte! . R
messages were relayed by his team from Polish Intelligencth€ other authors does not go into detail on the

in l\ém’th Africa to London. ciphers or techniques. In any case,the French
See, for example, TNA HW 14/8, telegrams of yriters all draw heavily on Betrand as their source.

November 1940. \ . . N \
It may, however, be observed that the typewrittenBertrandS own book (1972) is entitled "Enigma

account of Enigma code-breaking entitled ‘Kurzgefassteand gives the impression that Enigma must have
Darstellung der Au 6sungsmethoden’, also revealed as parheen the main, if not the only, target of the Polish

of the Bertrand Archive (SHD DE 2016 ZB 25/6, Dossiers .
Nos. 281 and 282), is not comprehensive, and concealgeam' However, the hypOthESIS that the Poles

important facts now known about co-operation betweerwere devoting themselves at this time to Enigma,

the Allies on Enigma cryptanalysis. The three accountsyithout code-breaking machinery and possibly
mentioned may also suffer from the same issue of selective

reportage. 8¢t Paillole (1975).
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without even an Enigma machine, presents someeconstructed Enigma machines. With the one
dif culty; existing literature does not face up to they had sent to Bertrand through the diplomatic

that challenge. bag in 1939, that made a total of two to work
. . with. Bertrand had just made arrangements for the
3 The Cadix Period production of duplicates of the synthetic Enigma

After the fall of France, the Polish code-breakersTachines by a factory in Paris when the invasion
were rapidly evacuated to French North Africa,©f France took placé. For the purposes of
despite the plea of Alastair Denniston, the headN® reproduction, one of the precious machines
of GCCS. to assimilate them into his team ath@d been dismantled, leaving the team with only
Bletchley Park. There, there was a near-mutinyPne- ~ Before the invasion, a teleprinter link
when some of the team, including notably Marian®&tween Bertrand at PC Bruno and Britain had
Rejewski and Jerzy Rejcki, did not want to enabled some degree of sr_larlng of key- nding
return to France but to go to Britain instead.'®Sults derived from Zygalski's sheets, and some
Gwido Langer put down the rebellion and the teanfl€CiPherment of intercepts, but these had little
moved to a new location near Uzes in the so-calledMPact on military operatiort$ and in any case
Zone Libre, the Chateau des Fouzes, in Octobdhe work had come to an end with the evacuation
1940. The conditions were sub-optimal: the code®f PC Bruno. Evidently, at PC Cadix, there was
breakers complained of having to peel potatoesat best the one surviving Polish reconstruction to
chop wood, and do other manual labour, and th&0rk with, and none of the sophisticated key-
nearest bath was 27 km away; but on the othefding machinery which the_Brl_tlsh Enlgma_team
hand Bertrand had arranged for the team's work@t Blétchley Park were beginning to exploit from
accommodation and wages to be funded by th&"d-1940 onwards. _
Vichy Government (Bertrand, 1972). Thus it is legitimate to enquire to what extent
Initially, the team had to struggle to obtain e Poles at PC Cadix were able to work on
intercept material to work on, though BertrandENigMa, if at all, and if so how. In the
arranged a system by which the organs of the'st place it must be mentioned that the attack
Vichy state would feed intercepted encrypted®? Swiss machine ciphers was an attack on
material to him to be worked on. Insofar Enigma. “The Swiss machine turned out to

as this was manually-enciphered material, th’® @n ordinary commercial model of Enigma,
talented Polish team were able to tackle jthaturally with differentinternal rotor connections'

without special equipment or machinery. So it(Rejewski, 2011). Tackling this machine would
appears that a substantial amount of the work@ve been straightforward for Rejewski and his
carried out consisted of an attack on Germaﬁ:olleagues, who had honed their skills on the much
transposition ciphers, notably a dif cult double- harder Wehrmacht version of Enigma without
Playfair method, though there were also successfifl® modern machinery now in use at Bletchley
attacks on Swiss machine ciphers and, in éj.ark. Reverse-engineering the Swiss machine,
moment causing some embarrassment to the Pol¥dthout the fearsome plugboard, would have been
themselves, on the Poles' own cipher machiné® challenging but ultimately routine task, and
Lacida (Rejewski, 2011). The targets includegReiewski gives a brief description of it in his
the Wehrmacht, operating all across Europe fronfi¢count. _ o

France to well beyond the Soviet frontier, the However, a substantial contribution  to
SS and other ‘police’ units, the Abwehr and theintelligence derived from Wehrmacht Enigma

Sicherheitsdienst in France and North Africa, and€ssages was not likely to be feasible Witho&”
the German Armistice Commission (Kozaczuk,he assistance of modern technology. Zygalski's

1998). sheets had been rendered obsolete by the change
in key-transmission procedure adopted in May
3.1 Enigma 1940, after which the Germans ceased to encipher

The paucity of resources at PC Cadix was nothe ‘indicator' (the required orientation of the
limited to rewood and intercepted signals. Inthe  9ertrand 1949 report, and dossier No.272.

ight from Poland, the Polish team had been able °As both the Langer account of 1946 and the Bertrand
to bring with them only one of their synthetically account of 1949 graphically describe.
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three Enigma rotors for the transmitted messagejommunication between London and PC Caldix.
twice over. From that point onwards, there wereBertrand's cryptologist colleague Henri Braquenié
basically two methods for key- nding. The rst noted with amusement that the arrival of the
was to use what the British called "Cillying' and machines enabled PC Cadix to communicate
“Herivelismus', and the Franco-Polish team calledwith MI6 using Enigma technology: to rub in
the "Method Kx' (after the British cryptanalyst the irony he would sign off his messages (in
Dilly Knox, who had presumably described cipher) with the words "Heil Hitler' (Braquenié,
the technique to them at one of the trilateral1975). However, the use of Enigma machines
conferences in 1939). Cillying assumes that theat PC Cadix, for any purposes, was short-lived.
German operator has chosen a predictable siWithin weeks of the approval by London of
letter word like HITLER, or another predictable the use of the new Enigma-type machinery for
sequence like QWERTZ, for the indicator; the communications, the possibility of the Zone Libre
rst three letters (transmitted in clear) give a being overrun had become a live threat; the team
clue to the second three (which are encipheredat PC Cadix knew they were being tracked by
Herivelismus is named for John Herivel, athe ‘Funkabwehr', German counter-intelligence's
Bletchley Park code-breaker who imagined arradio direction- nding unit; and on 7 November
operator would be lazy enough to use the lasi942, continued operations at the chateau became
position of the rotors (or a position very close toimprudent. The premises were evacuated and
it) showing at the end of the previous transmissiorcode-breaking by the Poles in France came to an
- which helped when a long message was brokeend.

into several parts (Herivel, 2008). These methods

could have been exploited at PC Cadix without3-2 Results

the need for special technology - apart from theBy all accounts the Polish team at PC Cadix were
much-needed replica Engima machine itself. kept extremely busy for the two years they were

The other method of tackling Enigma in the there. Much of the work involved relaying (and
period after October 1940 was machine-basede-enciphering) messages for London from the
Developing ideas suggested by the pre-war Polishutpost of Polish Intelligence in North Africa, an
bomba, Bletchley Park cryptanalysts, includingactivity which seems to have taken place under
Alan Turing, had invented a new means of key-Bertrand's nose but without his knowledge. As for
nding based on guessed-at message content aritie actual code-breaking, PC Cadix was able to
running a logic-check through all 17,576 possibleobtain copies of signals which were unavailable to
combinations of rotor start-positions.  Their Bletchley Park, which meant that the Polish team's
machine, the famous Bombe, was used to ndreports on the activities of the SS as German forces
thousands of keys each month for the remaindemoved east, following the outbreak of hostiliies
of the war. This option was denied to Bertrandwith the USSR in 1941, were highly prized in
and the team at PC Cadix: indeed, it seems thdtondon* Those reports do not make comfortable
Bertrand was kept largely, if not wholly, in the reading, as they itemize round-ups and ethnic
dark about the degree of success achieved by thdeansing carried out in the newly-occupied areas
British with their Bombeg?! of Belarus and the Ukraine.

However, Bertrand had not lost contact with Towards the end of the Cadix period, the
his engineering rm in Paris, and eventually the code-breakers achieved a breakthrough against the
reproductions of the Polish reconstructed Enigmasand ciphers of the Funkabwehr. In another
began to arrive in pieces for reassembly at PGrony, the trackers from the Funkabwehr who
Cadix. By 10 September 1942, Bertrand was ablavere hunting down illicit radio transmissions
to contact his British liaison and report that he hadn the (increasingly Nazied) Zone Libre were
reassembled three of these Enigma machtAes,themselves being tracked by their own prey.
suggesting that one of them be used for securGustave Bertrand built up a detailed prole of
BT the Funkabwehr, its activities and personnel, its

TNA HW 65/7 (Mar-May 1942). . . ;

12\fedrala  (2005), page 183, says there were seveif€hicles and locations, and above all its secret

machines of which four were reassembled models;

unfortunately in this instance his source is not speci ed TNAHW 65/7.
: 14TNA HW 65/7.

98



signals. The Cadix team thus knew exactly whermainstream Wehrmacht units in combat roles, and
the net was closing in; and Bertrand himself wasothers engaged in “special' activities now known
able to equip de Gaulle with a detailed pro le of to be part of the program for extermination of
German direction- nding and radio-suppressionJews and other classes of society. “German Police’
in occupied France, once he joined the Free Frencsignals were thus regarded as being of signi cant
in 194415 value in building up an overall picture of German
These examples show that the Polish teanmilitary and political activities and plans. In
continued to make a valuable contribution toOctober 1943, the British told Polish Intelligence,
intelligence based on decrypted signals throughoutWe are very glad to receive the T.G.D. German
their time at PC Cadix. In conclusion, however,traf c taken at Felden, and "Police Trafc is
it seems unlikely that any signi cant results were steadily gaining in operational importandé'.
obtained at PC Cadix by the Polish code-breakers
as a result of decrypting Enigma. However, a™ TGD
different story emerges when the remnants of thd he speci ¢ version of German Police signals on

team reached Britain in August 1943. which the Poles were working was known by its
] old call-sign "TGD'. TGD was described in the
4 The Felden Period GCCS History of Hut 6 as “the famous T.G.D.,

The story of what happened to the Poles oiwnh the comment ‘thié key was never b“’"ef‘
PC Cadix after their forced departure is highlyduring the war and to this day is one of the classic
dramatic and in some instances tragic. Suf cemysteries of Hut 6 I_t never cillied so far as we
it to say that only a handful, including Marian know and no convincing re-encodement from any
Rejewski and Henryk Zygalski, eventually madeOther key was ever producedd: Reports led

it over the Pyrenees, only to be arrested and sperm/ Gordon Welchman of Bletchley Park's Bombe

several months in Spanish prisons. On 3 AugusEeam in 1942 reinforce the idea that Bletchley Park

1943 the escaped Polish code-breakers - only vd1ad got nowhere with TGD, unlike other German

in number - were relocated to Britain, and a:ssigneéIDO“Ce ciphers based on Enigrfatiowever, from

to the Polish signals intelligence unit at Felden,_the GCCS reports it is quite plain that TGD was

a rural hamlet situated on the outskirst of Hemel'r?de_ed an En|gma _C'pher’ _and one of par_t|cu|ar
Hempstead, north-west of London. Felden wad'gni cance, since it was immune to ordinary

the heart of an operation, approved and directel?@ns of attack. The caref_ul security measures in
by MI6, which was clandestinely monitoring the place to protect TGD traf ¢ imply that the content

signals output of the USSR, notwithstanding thatcrga&r;?iaslignals was more sensitive than other SS

the USSR was notionally the ally of both Britain
In terms of TGD's structure, the recently-

and Poland in the struggle against Germany . . -
(Maresch, 2005). declassied Bertrand archive includes an

Zygalski andintriguing dossier (Dossier 278) prepared by
ahe Poles in approximately 1940. This dossier has

to “Team N', which was directed against German©t been discussed in the previous literature, and
rather than Russian traf & During this period, it gives the missing technical detail on the cipher.

they enjoyed particular and noteworthy succesg—he dossier was part of a series of intelligence
against "German Police' signals, and receivec?XCh"’lm;]es bet_ween PC Bruno _and Bletchley
commendation from Bletchley Park, relayed viaPark on technical mgtters, and it summarises
MI6, for their work. To understand this better, the key proced_ure being used, and Fhus explains
it is necessary to know that the phrase ‘Germaﬁ"hy T_GD resisted the attacks which worked

Police' covered a wide range of uniformed for ordmayy SS messages. In summary, TGD
services carrying out a wide range of activitiesLJS€d a rigorous key system which precluded

ordinarily associated with armed forces ratherthalr‘f'“'eds_];f Al threedletr:ers of the |nd|c§1tor had to
law enforcement agencies. Nazi Germany han?e ifferent, and the message-setting was rst

many such organizations, some substituting fOlenmphered using a substitution alphabet before

17PISM Kol 242/92, TNA HW 14/90.
18TNA HW 43/71 (undated, c.1946).
19TNA HW 25/27 (Mar, Jun, Dec 1942).

On arrival at Felden, Rejewski,
their colleague Sylwester Palluth were assigne

15SHD DE 2016 ZB 25/1, le 01H002.
16p|SM Kol 242/64 (Oct 1943).
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re-encipherment on the Enigma machine. (InFirst, how was it that Bletchley Park was unable
practice this is unlikely to have made a majorto exploit TGD, given that it had been armed
difference to security, and the dossier reports thawith the dossier? The answer may be a lack
the preliminary encipherment of indicators wasof resources, or that Bletchley Park decided to
discontinued before the war.) More signi cant focus on the Enigma keys that were susceptible
was the jumbling-up of material normally located to the Bombe technique. Breaking Enigma keys
in a standardized way in a message's preambleon a Bombe requires a crib, i.e. guessed-at
in TGD messages message-data like the sendgglaintext, and without a history of prior decrypts
addressee, message-key and so forth could beis a tough assignment to come up with a
positioned differently on different days, albeit viable crib. Furthermore, the structure of TGD
following a pattern. The ‘biggest surprise’, will have precluded the use of cribs. The Poles
according to the Polish authors of the dossierat Felden were not relying on Bombes, and it
related to the content of messages. A codingseems reasonable to infer that they dusted off their
system was used to mask the content (before thgrevious know-how and reapplied it in their new
entire message was enciphered on the Enigmaorking environment.
machine), but with a twist: only part of the text A second intriguing feature of the success
would be in code, and the rest was in plain-textagainst TGD at Felden relates to Enigma
The toggle between code and plain-text wouldmachines. Not only is it absurd to imagine that the
have made a crib-based attack to nd the Enigm&C Cadix Poles managed to smuggle a counterfeit
key extremely hard. The code was in three-letteEnigma with them when they escaped, but there
groups which used no vowels and omitted Q, Xis sound evidence that the Enigma duplicates
and Y; Q denoted a shift from alpha to numeric,made in France remained there, with Rejewski
X was punctuation, and Y denoted a shift fromand Zygalski making a special trip to France
code to plain-text. Instead of spelling out numbersafter the war's end to retrieve them from where
in full, as in standard Enigma procedure, thethey had been concealdd. Without an Enigma
alphabet was used (A, B, C, ... standing for 1, 2, 3machine the effort against TGD at Felden would
..., with redundancy, so thatK, L, M, ..., and V, W, surely have been doomed. It would therefore
Z would also stand for 1, 2, 3, ...). Unfortunately, appear that the British, who had been supplying
the dossier does not divulge the extent to whichelden with equipment of various descriptions,
the code-book had been reconstituted by thenay also have provided an Enigma (or more likely,
Poles. amodi ed Typex machine recon gured to emulate
The signi cance of the messages is mentionedan Enigma, as used by deciphering clerks at
brie y in the dossier. The Poles had, at the timeBletchley Park). Unfortunately there is no archival
the dossier was written, been monitoringevidence to clarify how exactly the Poles did their
exchanges between the  Sicherheitsdienswork.
headquarters in Berlin and various border ) )
outposts responsible for gathering political and® Rejewski's 1944 request

other intelligence from Germany's annexedgy the summer of 1944, as the Allied forces
territories and peripheral states. At the time,peqan their recapture of continental Europe from
before the outbreak of hostilities, this includedihe \Wehrmacht. the importance of German Police
reports on subversive action being taken Ofyafc to the overall intelligence picture waned.

behalf of the Nazis. Evidently TGD traf c was at The polish General Staff were told by MI6 that

that time more high-level political material than e British no longer required the “German Police
short-term operational information. The eXtentIntercepts' on 8 Julg! If it is right that TGD

to which the nature of the traf ¢ had evolved by gignals were being relied on for the insights they

1943 is dif cult to ascertain. provided into high-level thinking at the top of the

42 A veil half-raised Nazi hierarchyz the timing of the shut-Qown of
work on TGD is no coincidence. By this stage

The dgclassi ed dossier thus unveils -part of t_hein the war, Bletchley Park had begun to tap into a
classic mystery' of TGD. But in doing so, it

. N . 20
merely intrigues us with further unsolved puzzles. 2 PISM Kol 242/69, Kol 242/93 (May 1945).
21pISM Kol 242/92.
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far more powerful and informative source, namelyalready in late 1944 it would have been plainly
the teleprinter traf c enciphered on the Lorenz obvious that the Soviet in uence in Poland was
Schlisselzusatz device and broken at Bletchlepervasive and pernicious. To be involved in
Park with the help of novel electronic machinery.the assault on Russian ciphers was an extremely
The change in British priorities for Felden also unwelcome change for Rejewski, as it ratcheted up
signalled a redisposition of Rejewski, Zygalskithe danger-level for him personally. Yet precisely
and Palluth, who were assigned in Novembethe same reasoning would have led Bletchley
1944 to ‘Team R', which was responsible for Park, assuming they were aware of his reqéést,
monitoring and decrypting Soviet traf¢2 Their to feel uncomfortable with Rejewski obtaining
reassignment followed an unwelcome period oknowledge of the achievements and methods in
idleness and was, for Rejewski at least, aruse there, if Rejewski were going to go back to
unwanted development. Rejewski was movedoland after the war. Regardless of all the rhetoric
to write a long note, dated 20 October 1944,about the USSR as an ally, the British were only
in which he eloquently sets out the Enigma-too well aware that the Soviets needed to be
related debt owed by the British to the Poles andvatched, and what the dangers were. After all,
requests closer involvement in the British workit was the British who were sponsoring the Polish
against Enigma? Rejewski's request was viewed efforts at Felden which were directed against the
sympathetically by Polish Intelligence, and passedJSSR's secret messages.
on to the British, but nothing came of it. )

By this date, though, Bletchley Park had® Conclusion

become a thoroughly industrial operation, The polish attacks on the plugboard version of the
churning out intelligence based on its BombeSEnigma machine in the 1930s stand as one of the
in a volume which would have astonished nost impressive achievements of mathematical
Rejewski if he had been aware of the scale OEryptanaIysis of all time. The fact that, after

the operation. While there remained briIIiantMay 1940, the individuals who had created those
code-breakers at Bletchley whose skills wer€arlier successes did not become part of the
put to use right up to the end of the war, thegjetchley Park team which took over, built from,

focus of intellectual attention was no longer thegpq multiplied, their achievements, has been a
Enigma. The old hands who had met and learnedqrce of dismay to many observers. It has been
to respect Rejewski and Zygalski were out ofconsidered shameful that no place was found in

the picture: Denniston in a new role relating togyitain for Marian Rejewski and his colleagues
diplomatic ciphers, Knox dead, and Alan Turing after the fall of Poland or after the German

redeployed onto speech encipherment. Rejewskhyeover of the Zone Libre in France. No doubt,
had no advocates at Bletchley, and, in truth, nq,nij| |ate 1942, a valuable role could have been
Enigma-related role there. Moreover, it would fond for them at Bletchley Park alongside code-
have been wholly counter to the culture of secrecyyreakers of other allied nations who were already
at Bletchley Park to allow a Polish code-breakerhere. But the political weather had changed by
to see the nature of the new operation there. Th@g43 when the Poles eventually arrived in Britain,
British brush-off must also be seen against theyhq in any event the Polish code-breakers were
prevailing political climate, where Poland was, in stjl| under Polish, not British, military command.
1944, thought to be an “unreliable’ ally owing t0  The fact is that the Poles did manage to carry
tension growing between the Poles, aggrieved &p yaluable cryptanalytical work in France until
the murders at Katyn, and the acquisitive USSR. the end of 1942 and in Britain from 1943 until the
Viewed in the light of the politics of 1944, anq of the war. Only to a limited extent was their
Rejewski's plea takes on a different colour. Like gffort directed against Enigma, but that should
all exiles whose family were left behind, Marian ot pe regarded as of cial lack of interest in the
Rejewski was in no doubt that he intended topges, rather as a decision about deployment of

return home after the war. As future events W°U|dcryptana|ytic talent in a changing world. What
show, this was a courageous thing to do; bu
JE— 24Rejewski's paper, or a summary of it, was almost
22p|SM Kol A.XI11.24/63, Kol 242/54. certainly provided to MI6, but it may have gone no further.
23pISM Kol A.XI1.24/63. There is no indication in the GCCS les that it was received
or acted upon at Bletchley Park.
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the Poles actually did, both at PC Cadix and aMedrala, Jean. 2008.es Reseaux de Renseignements
Felden, was of high quality and highly regarded, Franco-Polonais 1940-1944 L'Harmattan, Paris,
and it should not be seen as a slight on them that France:

they were asked to carry out this work. Navarre, Henri. 1978Le Service de Renseignements

1871-1944Plon, Evreux, France.
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Abstract cally accurate speed. The simulator will be made

available to the public.
This paper presents a computer simulation

of the US Navy Turing bombe. The US

Navy bombe, an improved version of the
British Turing-Welchman bombe, was pre-

dominantly used to break German naval
Enigma messages during World War Il. By
using simulations of a machine to break an
example message it is shown how the US
Navy Turing bombe could have been oper-
ated and how it would have looked when
running.

1 Introduction

In 1942, with the help of Bletchley Park, the US

Navy signals intelligence and cryptanalysis group

OP-20-Gstarted working on a new Turing bombe Figure 1: An operator setting up the wheels on a

design. The result was a machine with both simUS Navy bombe. Source: NSA

ilarities and differences compared to its British

counterpart. It is assumed that the reader is familiar with the
There is an original US Navy bombe still in Enigma machine. This knowledge is widely avail-

existence at the National Cryptologic Museum inable, for example in (Welchman, 2014).

Fort Meade, MD, USA. The bombe on display is To nd an Enigma message key with the bombe

not in working order and the exact way it was op-it is necessary to have a piece of plaintext, a crib,

erated is not fully known. corresponding to a part of the encrypted message.
The US Navy bombe was based on the sam@ crib could be a common word or a stereotyped

principles as its British version but had a differentphrase which is likely to be present in a mes-

appearance and thus a different way of operatiorsage, for exampl&Vettervorhersagevhich is the

The bombes were used to search through a pa@erman word forweather forecast The crib is

of the Enigma key space, looking for a possibleused to derive a con guration of the bombe and

Enigma rotor core starting position which would an assumption of the Enigma rotor starting posi-

not contradict a given enciphered message and ition is made. Once started the bombe will scan

plaintext (Carter, 2008). through all possible Enigma rotor core positions
A theory, based on previous research (Wilcox,and stop when a position has been found that does

2006) and knowledge of how the British bombenot lead to a logical contradiction for the given crib

works, is presented of how the US Navy bombe(Carter, 2008). If a logical contradiction occurs

was operated and it is shown with a computer simthen the state of the bombe represents a setting of

ulation that the theory is sound. an Enigma where it would not be possible to en-
The computer simulation presents a graphicatipher the assumed plaintext to the ciphertext of

user interface and runs at approximately historithe crib. Each stop is subject to further tests after
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Position]A[B|C|D|E|F|GH|I |J|K|IL|M 3 Setting Up the Bombe
Plaintext]K|R|K|R|A|L|L|E|X|X|F|O/L )
CiphertextiL |A|N|O|T|C|T|O[U|A|R B|B Preparing the bombe to work on a message con-

sists of a number of steps. Firstly, the wheels need
do be selected and set to the appropriate starting
positions. Secondly, the bank switches need to be
set according to the letters in the crib. Thirdly, one
or two input switches need to be activated. Finally,

which the bombe is automatically restarted. some of the printer cables are connected to the di-
If a test is passed, relevant information on theagonal board.

stop in question is automatically printed onto pa-
per (Desch, 1942). 3.1 Enigma Rotor Equivalent Wheels

Table 1: Crib and corresponding ciphertext use
throughout this paper

The bombe has sixteen wheel banks of four wheels
with each wheel bank representing the rotors of an
The bombe simulation will be tested using aEnigma machine. Eight wheel banks are on the
real message sent May'1945 (CryptoMuseum, front of the bombe and eight are on the back.
2017). The crib is the thirteen rst letters of the The bombe was primarily designed to break
plaintext. The wheels used for this message wamessages encrypted with the M4 Enigma which
b, V, VI and VIII, with the thin C-re ector being had four rotors. However, it could also work
used. The original Enigma rotor start position wason messages encrypted with a three-rotor Enigma
f CDSZ (this notation will henceforth be used to such as the one used by the German Army. For this
show positions of the corresponding wheels). Thigurpose there is a switch which selects between
means that the leftmost rotor on the Enigma, inthree- or four-wheel mode. In three wheel mode,
this case thé rotor, is set to positiol€, the sec- the slowest wheel in each of the 16 wheel banks
ond rotor is set td and so on. The ring setting would be stationary (Desch, 1942). By observing
of the rotors for this message wbEPELg. Note  how the wheels in a wheel bank are interconnected
that the difference between the ring setting and thé& can be assumed that the bottom wheels of each
rotor start position is 24, 14, 14, 14 positions re-wheel bank would not move in this con guration.
spectively. This is called the rotor core starting To con gure the bombe for the message, a
position. wheel order which is to be tested is installed. As
The row labeled "Position” in table 1 shows mentioned in section 2 the correct wheel order
what setting the rightmost Enigma wheel wouldis already known in this case. The correspond-
have when encrypting a given plaintext letter intoing wheels are loaded onto all wheel banks of the
ciphertext. The assumption is that the Enigma mabombe. Also, the "thin C”-type re ector cables are
chine would have been sett@ZZZ7g before the connected to all the re ector plugs on the bombe.
message was coded. This leads to the rst letter In reality the wheel order was not known but
being encrypted at positionZZZAg, the next at many different wheel orders could be tested in par-

2 Example Message

fZ77Bg and so on. allel, one wheel order per bombe. A total of 121
The plug board connectorSteckeiin German, US Navy bombes were built (Wilcox, 2006).
used on the Enigma for this message was: Normally it is assumed that the second wheel

of the Enigma does not advance during the crib.
Since the second wheel of the Enigma will ad-
vance one step once or twice per revolution of the
rst wheel there is a high probability that this is
not the case, and if so, the bombe will fail to nd a
The letters of the alphabet not listed in thepossible solution. There are techniques that could
plugboard connector pairs above did not have &ave been used if a second wheel turnover was
wire connected on the plugboard which results insuspected, but those are not in the scope of this
them being electrically connected to themselvespaper.
There were normally ten plugboard cables used With the example message there was in fact a
in the daily Enigma key, leaving six letters self- second wheel turnover before the rst letter was
connected (Copeland et al., 2017). encrypted. This knowledge will be taken into ac-

A B CDH J L P SV
[ T N e
E FMQUNXIRZW
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count in the following discussion. In practice this 11=L, 1=B according to the last letter of the crib

could not have been known, but the bombe wouldsee table 1).

still have found a solution since there is no further .

second wheel movement during the crib; the entiré-3 Wheel Positioning

crib has one and only one wheel position for theApart from the four wheels in a wheel bank, one

second wheel. The difference is that the seconépr each Enigma rotor, there is also a re ector plug

wheel now has to be set tinstead ofZ which it ~ which has the same function as the re ector on the

otherwise would have been assumed to be. Theré=nigma. Since the top wheel of the bombe is con-

fore the bombe is adjusted so that the wheels onected to the re ector plug it can be assumed that

wheel bank 1 are set to 25, 25, 0, 0. This correthis represent the leftmost Enigma-rotor which is

sponds td ZZAAg. connected to the re ector of the Enigma. The bot-
The wheels of wheel bank 2 are set totom wheel of the bombe corresponds to the right-

25,25,0,1 = fZZABy, wheel bank 3 to MmostEnigma-rotor.
25,25,0,2 =fZZAQ and so on all the way 3.4
up to wheel bank 13 which is set to 25, 25,0, 12"
=fZZAMy. The bombe works by injecting a test current into
The wheel order, re ector plugs and the start® po_sition correspondi_ng to a certain letter of
position of the bombe wheels are now set up. Thd€ diagonal board. This current then propagates

next step is to connect the wheel banks according"rongh the system and stops the bombe if it fails
to the letters of the message. o reach all other letters of the alphabet.

To select the letters where test currents are in-

3.2 Bank Switches jected the bombe has two 26-step rotary switches
. markedPRI andSECfor primary and secondary.

There are two 26-step rotary switches for eacrNormaIIy only the primary input is set. When us-
wheel bank.  One for the input letter to the g 5 ¢rih where the letters of the crib and the
bank and one for the output letter. The rotary.qresponding ciphertext are forming two separate
switch connects the rotor bank to the dlagonafbr‘,;‘phS the secondary input is also needed.
board WhiCh utilises the symmetrical properties of 1o input should be connected to a frequently
the Enigma plugboard to interconnect the bombe,q,ring letter in the cribL is selected as it oc-
wheel banks. All of the 32 switches are located on, ;s 4t three places in the example message. The
the front of the bombe. These switches eIiminateErimary input switch is switched to 11 which cor-

the need of a plug board as found on the back Ofegponds td.. The secondary input switch is not
the British bombe and thus makes setting up a crilceqed in this case and is seQBF

on the bombe much faster (Turing, 1942).
The British bombe, on the other hand, could3.5 Printer
have up to three cribs or wheel orders connected @n the back of the bombe the cables of the printer
the same time on one bombe. The British bombesgre connected to the diagonal board sockets repre-
usually had 36 wheel banks of three wheels eachsenting the letters in the message. The following
corresponding to 36 Enigma machines. letters are present: A, B, C, E,F,K,L,N,O,R, T,
The plaintext letters of the message are conu, X. The printer cables for these letters should be
sidered to be the input to the corresponding rototonnected to their respective socket on the diago-
bank and the ciphertext letters to be the output. nal board withA=0, B=1 and so on.
For example, for wheel bank 1 which corre-
sponds to the rst letter of the message, the inpuft US Navy Bombe Model
is Kand the outpuL.. Therefore the left switch of A theoretical model is presented of how it is as-

the two bank switches corresponding to rotor bankymed the different parts of the US Navy bombe
1is setto 10 for the lettdf. The right switch is set nteracted.

Input Switch

to 11 forL. _
For wheel bank switch 2 the input switch is set4.1 Diagonal Board
to 17=R and the output switch tB=A. The central component in the US Navy bombe is

The rest of the wheel bank switches are set uphe diagonal board. The diagonal board has 26 in-
in the same way with the last, number 13, set tqout nodes, one for each letter of the alphabet. Each
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input node consists of 26 conductors, one for each gg 88

letter of the alphabet. The diagonal board utilises I ‘DB 02

the fact that if a letteA on the plugboard of the Ao #_DB.03

Enigma is connected to lett& then it follows by e DB 25 DB 00

the symmetrical design of the plugboard that let- ‘_BE 8;

ter B must be connected tA. Let conductory of DB 03

diagonal board node be denotedB(x;y), then Bln] - :
- DB 25

the connections on the diagonal board can be de-
scribed:DB(x;y) is connected t®B(y; X).

LOOW

0 1 2
DB
To Rotor Banks, 00 .
Input Switches, DB 01 ‘//t
Back Panel
DB 02 o Rotor Bank n
Diagonal Board

Figure 3: Rotor bank, wheren=1, ..., 16. All

Figure 2: The principle of the diagonal board, hereWires in this gure are 26-way. The 26-way input
in a simpli ed form as if the alphabet would only switches A and B of rotor bank controls where

have three letters. The actual diagonal board is 0P the diagonal board the two rotor bank nodes
size 26 x 26. are connected. DB 00 is diagonal board position
0, corresponding to the letter A, and so on.
The use of the diagonal board greatly reduces
the number of false stops the bombe otherwise
would have had. All the rotor banks of the bombeWhich can be seen as a 26-input AND-gate. Fol-
can be connected to any of the letters on the diagowing this, a second test called the “hot point
onal board. test”, is automatically performed. This test applies
There are also two input switches which can@ voltage in sequence to the 26 conductors of the
inject a test current to any node on the diagonalnput letter node on the diagonal board. This test
board. will determine the possible plugboard connections
On the back of the US Navy bombe there isfor the stop and if contradicting connections are
a panel which exposes the diagonal board. Théund the stop is ignored (Desch, 1942).
checking logic and printer is connected to to the When a stop which passes the tests mentioned
diagonal board through cables plugged into sockabove has occurred, the ring setting for that rotor
ets on this panel. core position will be printed along with the plug-
Each input node on the diagonal board thus haboard connections that could be concluded from
quite a large number of potential inputs connectedhe given bombe connections.
in parallel. The operating speed of the US Navy bombe was
much higher than the British Turing Welchman
4.2 Rotor Banks bombe. The fastest wheel on the US Navy bombe
The 16 rotor banks are connected to the diagonabtated at about 1725 revolutions per minute, al-
board via the two rotor bank switches A and B (se@nost twenty times the speed of the British bombe.
section 3.2) of each bank as illustrated in gure 3. A complete four wheel run on the US Navy bombe
took approximately 20 minutes (Wilcox, 2006).
The simulation of this example message yields
Once the message has been set up on the bomb88 stops out of the 26= 456,976 possible rotor
the machine is started. It will iterate through everycore positions tested. Of these, only one stop will
possible rotor core position, searching for a condifpass the hot point test resulting in the following
tion which will satisfy the crib. information being printed:
The bombe will stop if the test current fails to - —
reach all 26 conductors of the input letter node on Ring setting: 24 14 14 14
the diagonal board. This is called a “cold point Plugboard: B/F E/A K/K O/O T/T X/L
test” and was implemented with Rossi circuit

5 Operation
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The exact format of the original printouts is Diagonal
unclear. The information in the example above Board
would most likely have been represented by num- ;
bers only (Wilcox, 2006) as this is the norm on Rotor Bank 1| || Switchboard
the rest of the bombe. This matches the rotor core ‘

Rotor Bank 2

. o X 'Process! .
starting position of the Enigma used to encrypt the ¢ L Input ! ’
message (see section 2). Loutput: | ‘
The setting found will be subject to further, 3 ioiiiit 3
manual, tests using a simpli ed Enigma machine: ; T > | 1nput |
the M-9 Checking MachineThe output from this | : Output!
I 2R

process would be either more of the plugboard 3 1
connection pairs, or the conclusion that the stop : L 3
was in fact false. 1 : : :

After this there would be a brief set of trial and _ ] . .
error tests to nd a suitable ring setting that would Figure 4: Sequence diagram showing how the cen-
decrypt the whole message. tral switchboard component of the simulator dis-

tribute information between two rotor banks and
6 Computer Simulation the diagonal board.

A computer simulation was setup based on tht%h i ted ding to the list of nodes.
model described in section 4. The main dif culty at s connected, according to the ist ot nodes, to

of simulating the bombe lies in the parallel na-the input. This triggers the owner of the connected

ture of the electrical circuit implemented by the node to calculate the effect of this state, which

bombe. For each rotor position the simulator haéJsually will propagate the voltage state to another

to calculate what happens if an input current is in10d€ In the circuit, and so on. This process is re-

jected into a certain position in the circuit. This peated until no node has registered any change.

input current is propagated until it does not reachThe simulation of that rotqr position is then com-
plete. In the real bombe this process would be car-

any new nodes. At that time the stop condition is". . . ;
checked. The US Navy bombe tested about 75 ed out almost instantaneous. Figure 4 illustrates
ow the switchboard works.

rotor positions per second. Since the simulato The simul hich . v th
aims to run at a historically accurate speed, for ev- e simulator, which runs at approximately the

ery frame drawn on the screen several rotor posi§arne speed as areal US Navy bombe, lets the user

tions will have to be simulated and tested. setup and run the machine by a graphical user in-

To implement this the simulator uses a switch-{eface as shownin gure 5.

k_)oard model, which basically is a bi-directional7 Conclusion
list of nodes that can be connected to each other.
Each switchboard node has a state which is a list has been shown, using an authentic M4 Enigma
of 26 booleans, one for each letter of the alphabemessage, that the simulated US Navy bombe is
This switchboard does not exist in the bombe butble to nd the correct rotor core starting position
is away to handle the parallelism described aboveas well as six correct plugboard connector pairs.
Most components in the modeled bombe will The simulated bombe stopped 188 times but
add connections to the switchboard, this includesnly one stop, matching the correct Enigma key,
the rotor banks, the printer, the diagonal boarchassed the automatic tests. This shows that the
and the bank switch selectors. Each of the comtheory presented in this paper is plausible but fur-
ponents owns one or more switchboard socketther research is needed to verify if this was exactly
which allows the components to react to voltagehow the bombe was operated.
state changes from the switchboard and to send an Some effort has been made to make the sim-
updated state. ulation as graphically accurate as possible. The
At every iteration the simulator clears the statephotographs that exist of the US navy bombes
of all the nodes in the switchboard. It is then givenshows that there were several different models in
the input voltage in one of its nodes. The switch-operation. The simulator is mostly based on pho-
board propagates this change of state to the nodegraphs of the US Navy bombe located in the Na-
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Figure 5: US Navy Bombe computer simulation screenshot showing the front of the bombe. By interact-
ing with the various parts of the bombe in the simulation, a crib can be set up and run. The simulator is
written in theHaxeprogramming language and uses NE framework.

tional Cryptologic Museum. This bombe is sup- CryptoMuseum. 2017. Enigma M4 mes-

posedly the last one manufactured. sage.  http://www.cryptomuseum.com/
crypto/enigma/msg/p1030681.htm . [On-
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1) The wheel stepping was not only interacting Material analyses showed that the keys of the
but irregular +controlled by the pin positions of keyboard are made of nitrocellulose which is a
the wheels. problematic substance because it emits nitrous
) ) gases. As well, it decomposes when exposed to
2) Five of the six wheels formed the pseudotight and heattfacts that have to be considered

random key for each letter encryption. The sixtfiyhen planning to store or to exhibit the object.
wheel, however, could accept or negate the

settings of the other five wheels. 2.2 Special Model Z

Although there are basic explanations of thé® SPecial model Z with ten figure traffic was
working principle of the machine (e.g. WDGAS- constructed to be used for encrypting weather
14), it was hitherto not possible to understand thE?POrts. Originally, 2.000+7.000 pieces were
exact mode of operation of the machine and to b@dered at Wanderer Werke AG at Siegmar-

able to simulate it. No construction drawings>¢honauw/ — Chemnitz  (see  Sachsisches
were found, and interrogation papers fromotaatsarchiv Chemnitz). But TICOM documents

Menzer himself and from colleagues have noBPeak of very few (TICOM I-194) or about 1.000
been released so far (e.g. TICOM 1-71, 1-72, |-74TICOM 1-57) pieces that were truly fabricated
& DF-174). In addition, only few devices are ano_l used by the Luftwaffe (Air Force) from 1944
known. Mostly, they were destroyed, dumped obNtil the end of the war.

burnt at the end of WW2. So after all, if a device

is found nowadays, it is in most cases not in

working order anymore.

2.1 Standard Model

OHQJHUTYV VWDQGDUG@E [fe@K®D*VVHOIHUIW
QWERTZ keyboard and was used from 1944
until the end of the war by the Abwehr (Secret
Service) (Mowry, 1983-84 The letter J replaces
the space-key (Kopacz, in prep) and is marked in
red on the keyboard. According to Batey (2009),
Bletchley managed to decipher few messages
due to handling mistakes of the user, but they
could not reconstruct the principle of the
machine until they captured it after the end o{l
WW2.

igure 2:5G-41Z Collection Deutsches Museum
0. 2013-1092, Photo: Inga Ziegler

In 2013, the Deutsches Museum was able to

The Deutsches Museum owns a SG-41 th urchase &G41Z that had been dumped én

has lately been found in the forest grounds ne

Munich. It seems that someone had deposited Hake near Berlirat the end of WW2As it was
there at the end of WW2. Of course, after stored before it was put up for sale, it loaks

: . ~new, at least from the outside. Internally it is -
approximately 70 years in the ground, it iSje our other model - completely corroded.
completely corroded+so it is not possible to
gain helpful information from it regardinds 3  ggurces and Outlook
encryption algorithm.
The Schlisselgerat 41 and its inventor, Fritz
Menzer, are largely unknown up to date. Some
interesting details have already been provided by
documents from the Target Intelligence
Committee, USA and UK (TICOM).
Immediately after the end of the war, TICOM
conducted surveys and investigations with
prisoners of war and recorded these in the
TICOM documents; since 2009 released by the

Figure 1:5SG41 Collection Deutsches Museum NSA as so-called declassified documents).

No. 2017-803, Photo: Konrad Rainer
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But as long as the respective TICOMand most of alwe thank Klaus Kopacz for his
documents are not available it will only betime and energy to explain the Schliisselgerat 41
possible to reconstruct the encryption algorithnand to share his exciting insights with us.
by the help of a functional Schlusselgerat.
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a+?QQH Q7 *QKTmi2 2+B2MK2 :2MQKBPRQH Q7 QKTmi2‘a+BZ
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BM; U5SSJ6V /i +QKT 2bbBQRIKQBRHM T Q#H2K 7Q° + vTi M HvbBb

K2i?Q/ i? i b?Qrb ?B;? H2p®MH Q7' Q +? i? i 2 b “2bmHi2/ BM "2H
T2 7Q°K M+2 r?2M TTHB2/ iQ7/BzRPm#WIiB+ iBQMb +QKT 2/ iQ i?2 K M
Mim>HHM;m ;2T Q+2bbBM;K20E@/b-ifi ? p2 #22M T'QTQb2/ 7Q" #
HbQ #2 mb2/ 7Q  i?2 mMiQK iBBM2+#BT@® bX h?2 Tm TQb2 Q7 i?Bb T
iBQM Q7 p2'vb?Q i SH v7 B +BITHQb2rBA2 mb2 Q7 +QKT 2bbBQM KQ.
MQ T Q# #H2 rQ /X Pm > M2r KRiQ&/iB+ + vTi M HvbBb Q7 SH v7 B  +
Bb i?2 "2bmHi Q7 M 2{+B2Mi HhQR#BBK® v KQiBp iBOQM 7Q /i +QK"
iBQM #2ir22M /i +QKT 2bbBx@BM@MM/b Hr vb #22M K FBM; K2bb ;2b
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Abstract

ManuLab is a software product for sta-
tistical analysis of encrypted historical
manuscripts. The document analysis is
performed via a chain oflters (main
building elements). A lter represents any
operation realizable on a document tran-
scription divided into a set of pages. The
implemented lters allow to change the
reading direction, select sub-pages, or a
subsection from the document, and cal-
culate several statistics like the index of
coincidence, Shannon's entropg;gram
frequency, etc. The software design also

Pavol Zajac
Slovak University of Technology
Bratislava, Slovakia
pavol.zajac@stuba.sk

2.1 Project background

While preparing the software to study the Voynich
manuscript, we have identi ed a lack of support
software that helps an analyst with his work on an
electronic version of a historical manuscript. We
have originally prepared a software enabling par-
allel side-by-side display of the original Voynich
manuscript, its transcription, and possibly some
different substitutions of symbols and basic statis-
tics. Later on, we have decided to create a
more general framework allowing any researcher
to work with different manuscripts in an ef cient
way, and to apply multiple transformations on the
document transcription.

includes document visualization, display-
ing pairs of manuscript pages with corre-
sponding transcriptions.

2.2 Goals and requirements

During the analysis of the proposed software we

: have identi ed the following design requirements:
1 Introduction g designreq

A lot of historical cipher$ (both solved and un- Operating system independence.

solved) are well studied, and can be analysed
by well known tools (CrypTool, 2018), (dCode,
2018). The main problem with the existing tools
is that they are not adapted to perform the analysis
on manuscripts with multiple pages and sections.
In most of these tools, there are missing features
like the document visualization, the reading direc-
tion management, etc.

ManuLab ManuscriptLaboratory) is an open
source project. The goal of this project was to cre-
ate a framework (application) for document anal- The most important requirement was to enable
ysis adapted to historical manuscripts. ManuLat® side-by-side manuscript visualization. This fea-
is fully compatible to analyse manuscripts like theture allows to display image-transcription pairs.
Voynich manuscript or the Rohoncz Codex. This can be very helpful during a document anal-

) ysis, especially if it is integrated with a display of
2 ManuLab software design analytic results (via lters).

ManuLab is an open source and multi-platform To adopt the system to any manuscript or histor-
software, written irC++, Qt. ical cipher, we have analysed several documents

1 — i to identify their main properties and include them
A lot of historical ciphers and manuscripts can be found, th fw desi Wi | d the Wt
at (Cipher Mysteries, 2018), (The Cipher Foundation, 201g)" th€ Software design. Vve analysed the Voyn-

or (Klausis Krypto Kolumne, 2018). ich manuscript, the Rohoncz codex, the Codex

Manuscript visualization, including visual
data (scanned document), and its transcrip-
tion.

Chain of Iters. Each Iter can do atomic op-
erations on document transcription (see sec-
tion 2.3).

Adjustable reading direction (both horizontal
and vertical).
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Seraphinainus, the Blitz cipher and other docu2.5 License

ments. Many manuscripts consist of several pagesine project is open source, licensed under Apache
where the reading direction of the used cryptosysy jcense. Version 2.0.

tem is not necessarily clear. Another possible

problem is that documents may contains hundred3  Software description

f Is/glyphs.
of symbols/glyphs The ManuLab software provides two main func-

2.3 Filters tions: manuscript visualisation, and analysis. In

Filter is the main building element used to performth€ following subsections, we shortly introduce
the main components, with example screenshots

any analysis/action on the loaded document. Ev*
ery lIter is derived from a common interface and ©f the software.

works with a set of strings, where each string rep3 1 Main components

resents a page transcription. A lter can perform . .

it's action ppergpage or onpthe whole documgnt tran-The user |r_1terface (Flgure 1) of the ManuL.ab soft-
scription (merged pages) depending on the imple\-N"Jlre consists of 5 main components:
mentation. Menu (not visible in the gure)

The application is using two types of lters, that
1a - selected page (image) of the manuscript,
a) modify the transcription,
2 - the transcription of the selected page,
b) do not modify the transcription, and are only
used in analysis. 3 - available Iters palette,

In both cases, the Iter contains a set of strings as 4 - selected lters palette.
an input, and also produces a set of strings as an
output. In case b), the output corresponds with the
input. This feature allows to join several lters as
a chain of operations. This chain can be also saved
and loaded.
We have already implemented the following |-
ters:

n-gram frequency,
n-gram distances,
index of coincidence,
Shannon's entropy,
substitution, Figure 1: Main components of the Ul, displaying

sub-pages selection, a page of the Rilke Cryptogram (Klausis Krypto

Kolumne, 2018).
changing the read direction,

ManuLab was designed to provide a manuscript
visualisation with a good user experience. This vi-

The result of the analysis is visualised throughsualisation is visible in the major part of the ap-
pop-up menu for each lter. In most cases, theplication window (partsla and 2). A side-by-
data can also be exported intesv le for further ~ side image/transcription pair is displayed on the

pattern search.

processing. screen. In case of multiple images, the scrollbar
(visible under parfLa) or theleft arrow andright

2.4 Source code arrow keys of the keyboard can be used to switch

The source code is available online at the follow-to other page. The orientation/alignment of com-

ing GIT repository: https://bitbucket.org/ ponentsla and 2 can be changed to display the

jugin/manulab.git . parts vertically (see Figure 2).
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The document transcription may contain any
valid characters. It is recommended to use a line
separator for each line and to use a custom de-
limiter between the symbols. This is very help-
ful in case of documents containing special sym-
bols, like the Rohoncz codex, where each symbol
can be transcribed into a uniqgue number. The tran-
scription can be also displayed using any custom
font? (In Figure 2, the upper part is the original
image and the lower part is the transcription using
a custom font).

Figure 3: Find and Replace; Iter settings; dis-
playing a page of the Rilke Cryptogram (Klausis
Krypto Kolumne, 2018).

For example, in case of available transcription
of the Rilke cryptogram (see Figure 3), we can
calculate the frequency of quads (four letters sep-
arated with space) with setting the space character
as the delimiter. If a researcher decides to calcu-
late the frequency of unigrams excluding the space
character, it is enough to add two lIters. One Iter
to remove the space characters (the Iubsti-
tution) and theFrequencylter second time. The
frequency calculation then works with a modi ed
dataset. The results can be displayed separately

Figure 2: The Dorabella cipher (Klausis Krypto for each lter.

Kolumne, 2018). A selected chain of Iters with speci ¢ settings

can be saved to les, thus there is no need to set

To enable a quick per-page analysis, a classical up every time. The same manuscript analysis

Find and Replacefunctionality (Figure 3) can is therefore replicable. Some prede ned chains of

be enabled through thEdit menu item. It is Iters can also be shared between researchers.

displayed at the bottom of componeat when An example of the pop-up menu for tlae-

enabled. This widget is only for preliminary quency lter is visible in Figure 4. Pressing the

analysis. The searched pattern is highlighted ofEdit button shows a new pop-up with the available

the page. Replaced symbols are never saved to thiger settings (visible in Figure 5).

original transcription on exit.

The document analysis (all actions) is per-
formed using lIters. The lters from palett8 are
displayed in palettd in the selected order. Some
Iters change the document transcription directly,
so each lter can be selected multiple times. Ap-
plying the chain of Iters to the whole document
(all pages) is done by tha&pply button (Figure 1,
part5). Each Iter can be set up through a pop-up
menu. After the setup, theepplybutton should be
pressed.

Figure 4: Pop-up menu for tHgequencylter.

The pop-up menu also serves to display the
2Installed on the operating system. analysis results. Figure 6 shows the frequency
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Figure 5: Pop-up menu for thierequency lter,
with available lter settings.

analysis result of the Rilke Cryptogram (Klausis
Krypto Kolumne, 2018). Figure 7 shows the re-

sults displayed as a histogram. Figure 7: Frequency analysis result - histogram of

the Rilke Cryptogram (Klausis Krypto Kolumne,
2018).

Klaus Schmeh. Klausis Krypto Kolumne http://
scienceblogs.de/klausis-krypto-kolumne

Nick Pelling. Cipher Mysteries http://
ciphermysteries.com/

Nick Pelling. The Cipher Foundation http://
cipherfoundation.org/

Figure 6: Frequency analysis result of the Rilke
Cryptogram (Klausis Krypto Kolumne, 2018).
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Willard's System

Niels O. Faurholt
MJ, DAA, retired
DDIS Technical-Historical Collection
faurholt@fasttvnet.dk

Abstract cryptography, before he went on to other elds of
mathematics and geometry. He is mostly known
for his contribution to graph theory. In 1875
he, anonymousfy wrote a remarkable series of
articles in the Danish weekly journal "Neer og
Fjern” (Near and Far) about seven international
and Danish cryptographic systems, describing the
systems and showing how they could be broken.
At least three of the systems had been in use in
the Danish MFA. Each article ended with some
ciphertexts in that system, and amateur cryptana-
lysts had two weeks to solve them and report them
For a few years before 1873 the Danish Min-to the journal, before the solutions were given in
istry of Foreign Affairs (MFA) used for its enci- the next issue. The systems described were:
phered communication a crypto system invented

Willard's cryptosystem is an unusual sys-
tem, designed by an otherwise unknown
American around 1870. It was used for a
short period of time by the Danish Min-
istry of Foreign Affairs. The article de-
scribes the system. Furthermore the article
mentions an interesting and lively period
of Danish crypto activities 1873 - 1918.

1 Background

by a person named Willard, presumably an Amer-
ican. It has not been possible to nd more infor-
mation about Willard. According to papers in the
MFA he was an acquaintance of the Danish diplo-
matic representative in Washington D.C., and the
MFA must have bought the system around 1870.

Carié Incechiffrable (Vigerre type)
Willard's System

Léopold Auvray's System
Wheatstone's Cryptograph

Clausen's Apparatus (Danish Military)
Orloff's System

In 1873 a Danish school teacher, Gravers Peder- Orloff's Modi ed System.
sen, who later took the name Orloff, showed to
the MFA that messages enciphered in Willard's Julius Petersen followed up with a pa-
system could fairly easily be broken by sim-per&pencil system of his own later in 1875. It
ple cryptanalysis. The result was that the MFAjs assumed that it originally should have been in-
stopped using Willard's system, and on 18th Octocluded in the series in the journal. It was a rather
ber 1873 introduced a new system, invented by Mrcomplicated system, and Julius Petersen consid-
Orloff, for its enciphered communication. How- T TThe article: ) )

. ; . . . . e articles were written under a pseudonym: 46,9,4 —
ever, Willard's system is a curious invention, eveng; 3 5 e meaning of this is not known, but might indicate

if it had a short life in the Danish MFA. page, line and place in a book, as seen in book ciphers. How-
ever, the authorship of Julius Petersen is strongly indicated
by three facts:

a. Immediately after the articles in "Neer og Fjern”, where

. . . " ) he demonstrated the lack of secure cryptosystems, Julius
Before going into the details of Willard's system Petersen published his own (unbreakable) @yst Cryp-

I would like to mention the remarkable crypto tographique.
activity in Denmark from 1873 to about 1918. b. Alexis Kahl in an unpublished article in 1916 refers to

. f . e articles in "Neaer og Fjern”, that "long ago were written
The inspirator was professor Julius Peterseﬁ]y the late Julius Petersen”, as his inspiration for going into

(1839-1910). He was teaching mathematics at theryptography. Kehl publishes his rst system in 1876.
Polytechnical University and later became pro- ¢ The plaintext used in one of the examples in the Willard

. . .. article in "Naer og Fjern” is a quote from one of Julius Pe-
fessor of mathematics at Copenhagen Un'vers'tXersen's own mathematical textbooks (observation by Knud
He was for a few years from 1875 very active inNissen, Aarhus Academy).

2 Danish Crypto Activities 1873 - 1918
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ered it unbreakable which in principle probably
was correct at the time. It seems likely that Julius
Petersen's intention with the series in "Neer og
Fjern” was the creation of a Danish "Black Cham-
ber”. The successful problem solvers might be re-
cruited for such an organisation. However, there
was no political will to support such a project,
and nothing came out of it. In his footsteps fol-
lowed the Danish engineer, Alexis Kghl (1846-
1920) who openly admitted that Julius Petersen
was his inspirator. Kghl started with two pa-
per&pencil systems in 1876, not unlike Petersen's
from 1875, and in 1883 Kghl presented his Au-
tomatic Cryptograph, based om Rasmus Malling-
Hansen's Writing Ball (now in Muse des Arts

et Metiers in Paris). Kghl continued construct-
ing crypto systems, a paper&pencil system in
1888, a cryptograph in the late 1880es (now in
Deutsches Museum im dhchen), other cryp-
tographs around 1890 and around 1913 (both now
in the Danish Technical Museum). His last devices
are from 1917-18. Army captain (later colonel) 4
E.J.Sommerfeldt was another inventor of cryp-

Figure 1: Willard's Table

Encipherment/Decipherment

tosystems, and his cryptograph was adopted by th& keyword must be ordered, here e.g. DAN-
Danish army in 1883 and used for a number ofMARK. From the keyword we choose the columns

years. (sticks) to be used for the encipherment, here the
columns with the key letters D,AN,M,R,K (re-
3 Willard's System peated letters are skipped). The sticks are laid up,

so that they form a rectangle. (Figure 2 and 3)

The description of the system is mainly based on
professor Julius Petersen's article from 13th June
1875. The heart of the system is a table consisting
of 28 columns with a Danish alphabet that in ad-
dition to the standard 26 characters has the letters
/A and 9. (Figure 1)

The table is constructed as follows: In the top
row are the letterd\ to @. In the secondow is
the alphabet starting wittB. The A-column is
lled in alphabetic order, but every second place
is left open. When the bottom of the A-column
is reached, the alphabet is continued upwards
in the empty spaces. The rows are then lled
alphabetically, starting with the letters in the
A-column. Whengd is reached the row continues
with A. The system “hardware” is simply 28
cardboard sticks, each corresponding to one of the
columns in the table. The top letter on each stick
is called the key letter. The set is enclosed in ared
cardboard box (Figure 3).

Figure 2: Sticks, selected according to ordered
keyword
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Figure 3: Willard "hardware” and the encipherment process

You want to encipher the word "HIS- (15 - 20 times the length of the keyword) it can
TOCRYPT”. You nd the rst plaintext letter be broken. The periodicity is the weak point. An-
"H” in the rst column. The corresponding cipher other weak point is that if you have to count many
letter stands x places above or below "H”. Thisplaces up or down in the columns, it will be dif-
must be agreed beforehand. If the agreed rule igult and give frequent errors. So normally you
"x=go down 2", you go two places down from could assume that 5 places up or down will be the
"H” in the rst column and nd the cipher letter maximum. The length of the keyword will also
"I” . The second plaintext letter "I" is found in for practical reasons seldom exceed 6 -10 letters.
the second column. Down 2 gives cipher letterlin theory all the sticks could be used, 28 in all, but
"J” . The third plaintext letter "S” is found in the that would give a very cumbersome operation.
third column. Down 2 gives cipher lettéi” .

And so on. If a plaintext letter is at the bottom of
a column, you go to the top of that column to nd
the cipher letter.

Plaintext HISTOCRYPT thus becomes cipher-
text

IJTUN BEXQU

Decipherment is performed in exactly the same
manner, except that you go "up 2" from the cipher
letter.

5 Security

How secure is this system? As the Danish school
teacher showed in 1873, it is not particularly
secure.If you have a cipher message long enough
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6 Cryptanalysis Acknowledgements

Due to the construction of the Willard table, | am most grateful to professor emeritus Ole Im-
breaking the cipher depends largely upon themanuel Franksen from the Danish Technical Uni-
number of steps you go up or down in the operaversity. Mr. Franksen brought the old periodical,
tion. Even numbers are much easier to break thatNaer og Fjern”, to my attention and kindly al-

uneven numbers. lowed me to use his extensive research in the Dan-
ish crypto history in this article.
Even number of steps (2 or 4) As the Without the great help of my good colleague,

columns are in alphabetic order with every secondHans-Erik Hansen, this article would never have

place skipped, only a few letters can come 2 or dheen converted to the required format.

places above or below a given cipher letter. We The Danish Defence Intelligence Service

start with 2 places up and down: E.g. cipliBr ~ (DDIS) Technical-Historical Collection owns the

above will become plaintext "J” or "H” (there are Willard hardware, presented to the collection by a

exceptions in columns A and @). CiphH&® will ~ former MFA employee. | am the curator (volun-

become plaintext "K” or "I". It is possible quickly teer, unpaid) of the collection.

to form tables with 2 up or down, and 4 up or

down, and it will be obvious which of these is

the correct one. The plaintext can then be read ill]:leferences

the table. Finding the keyword requires a longerBuonafalce, Augusto, Niels Faurholt and Bjarne Toft.

message. If the test for even number of Steps does 2006. JUllUS Petersen - Danish Mathematician and

not succeed, uneven steps are probably used. Cryptologist. Cryptologia, Vol. 30: 353-360.
Faurholt, Niels. 2006Alexis Kahl: A Danish Inventor

Uneven number of steps (1, 3 or 5)Here the of CryptosystemsCryptologia, Vol. 30: 23-29.

Constructipn _Of the taple cannot help in the Sam%ohnsen, Erik, Morten Christensen, Ole Immanuel

way. In principle any cipher letter can become any  Franksen and Knud Nissen. 199%illard's Sys-

plaintext letter. So we will have to use the Ka- tem Matematikleererforeningen DTU, Lyngby, DK

sisk? method to nd the length of'the keyword, Kasiski, Friedrich W. 1863Die Geheimschriften und

e.g. 5, and then solve the resulting monoalpha-" i pechiffrier-KunstE.S.Mittler und Sohn, Berlin

betic cipher texts the hard way. However, there is

a possibility to nd the keyword: You have a good Ki@lsen, Klaus and Viggo $pvist. 1970.Den danske

e Udenrigstjeneste 1770-1970, Vol. 1J.H.Schultz,

chance to locate "E” in each of the 5 monoalpha- Copenhagen, DK

betic cipher texts. You can construct a table that

for each (cipher) letter shows in which column thatPetersen, Julius. 1873eer og Fjern 154:4-7. Peri-

letter stands 1, 3 and 5 steps above or below "E”. °dical. Copenhagen, DK

If you combine the "E"-equivalents with that ta-

ble, you may nd which 5 columns (sticks) were

used in the encipherment. This gives the keyword

and an easy way to read the whole message.

2The Kasiski method looks after repeated trigrams or
longer in the ciphertext, and determines the distances be-
tween these. These distances will in most cases be a multiple
of the length of the keyword. Once the length of the key-
word is found, the cipher message is split into that number of
monoalphabetically enciphered texts, that must be solved by
frequency analysis.
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difference between groups, the better or morabout the criteria for the optimal application. 3&e
distinct the clustering (Kumar et al., 2005, 490)."  artificial codes are pure homophonic codes which
Speaking of homophonic ciphers, the base set @fere created by Cran R that randomly assigned the
these data objects is the multitude of the coddesired number of homophones to the plaintext
characters. The aim of the clustering process is tetters.
ascertain with which right and left neighbors the In the testing process | have investigated two
particular code characters appear in the text. things. First | have gradually increased the number
To illustrate the operation of hierarchical of homophones assigned to a plaintext letter ifstart
FOXVWHULQJ WR KRPRSKR Q L Rwith &r@oHoalpkabetie $ét of\cde SHarddters)ddde W
we have a homophonic cipher using 100 differenthow long hierarchical clustering is able to detlet
code characters. The aim of the method is thomophone groups. Secondly | have gradually
investigate which code characters are likely toeduced the length of the examined part of thetdext
appear together. Based on the 100 code charatterdind the point where hierarchical clustering loiss
the text, we prepare two 100x100 matrices. Both thefficiency in finding the vowel and consonant
rows and columns of the matrix represent the codgroups and the groups of homophones.
characters of the cipher. If we point at a number i
this matrix, it indicates the occurrence-frequency3-1 ~Full Text Codes
how often the concerning two code characterBased on the artificial codes created from the full
(indicated by the row and the column) appeatext of the novel | have faced with the followings.
together. One matrix shows the occurrenc&he first, monoalphabetic code has immediately
frequency with the left neighbors, the other showsrought in an interesting result. The software
the occurrence frequency with the right neighborsseparated two bigger clusters on the dendrogram:
To create one attribution from the left and rightone big cluster showed only vowels, the other ligge
neighborhood, we combine these two matrices angtoup contained only consonants. So the method can
use the new 100x200 matrix in the following step. Irbe used on monoalphabetic ciphers as well: it can
this matrix, each line is a 200-dimensional vectoraimost perfectly separate vowels and consonaats in
representing one code character. Depending on theonoalphabetic ciphertext.
neighbors of these code characters, each vectorBy tripling the number of the homophones
points to different directions. Similar vectors ioi  clustering can also find the vowel and consonant
almost to the same direction, vectors that differ frongroups, furthermore it can correctly recognize the
each other point into different directions. three-element homophone groups belonging to the
From the upper vectors, on the basis of cosingarticular plaintext letters.
distance function we generate a 100x100 distance | was surprised when the program could even
matrix with values from 0 to 1. In the diagonal ofidentify the vowel and consonant groups and the
this matrix (where the distance of the vectors fronhomophone groups when 20 homophones were
themselves appears, namely the distance of twssigned to a plaintext letter. It seems that se cd
equal vectors) the function gets a value of 1. Tha 400-page corpus hierarchical clustering can
other values * depending on the angle lockedidentify the homophone groups belonging to the
togetherzwill get values between 0 and 1. The morearticular plaintext letters, even if we have faren
similar these vector pairs, the more they poirthéd  homophones than the early modern practice shows
same direction (the closer this value is to 1). (early modern cipher keys usually have 2-3 @& 5-
To display hierarchical clustering graphically |code characters for one plaintext letter at most).
have used the open source Cran R software. It uses &f course, in reality, codebreakers do not have
tree-like diagram called a dendrogram to visualiz@ook-lengthy texts. Most often they have a
these relationships. It draws these dendrograms @aragraph or at most a few pages written with
the basis of the distance-matrix. encrypted characters. In the following, | have
Exactly the same method was efficiently used byxamined how the method worked when | started to
the decryption process of the famous Copiale codeduce the length of the examined text.
(Kevin et al., 2011). n .
3.2 Unicity Point
3 Artificial Ciphers According to the writihgs of Elliot Fischer and
Hereupon | have created artificial homophonic code’llames. Referd_s tlhe _Illlnglts d.Of usn&gh hlemmcal
flom & Hungarian corpus'p1D_ *iUGEMIpSe. 2Bl ECR 8 iciy poit, The
of the Crescent Moon) to be able to tell a bit mor% nicity point of a cipher is U=H(k)/D where H(K) is

134



the logarithm of the number of possible keys of theluster for vowels and another one for consonants

ciphers and D is the redundancy of the languagelmost perfectly, the dendrogram of the 700-

The unicity point is the message length beyondharacter-long text (of which unicity point value i

which decipherment using a known system becomesdready much lower than the real text length) falls

a unigue process. From the given formula it isrcleanto smaller clusters. These small clusters mdly sti

that the lower the redundancy of a language, theupport the individual codebreaking process but

greater the unicity point for a given cipher (Fexch neither separate vowels and consonants, nor igentif

1979 and Reeds, 1977). the homophone pairs of the ciphertext in a proper
| examined the original corpus in two ways. Theway.

first table shows how entropythus redundancyt

and the unicity point changes when increasing thé  Early Modern Letters

number of homophones gradually from 1to 5onthe . o .

700000-character-long  corpus. Despite of thdn this section, | will investigate r_ancrypted ledte

indicated infinite limit of the 5th case, all ofeth ToM the early modem age. The cipher keys of these

related five dendrograms have identified the voweftiers were also available (in an archive or

and consonant groups correctly and clustering couf§constructed form, thus the keys offered help and

even find the 1-2-3-4-5 element homophone groupgontrol when examining the efficiency of clustering
of the ciphers. The first letter | have examineiC.Bay.01 +was

a 419-character-long almost fully encrypted letter

Nurmberof | Numberol that uses a very complex cipher key: beyond the
homophones used code Hus Hex Redundancy | Unicity point . N . N
cheacters homophonic set of code characters it also indicates
: I |5 458 007 1240 syllables, logograms and nulls with separate signs.
2 0|6 5579 009 3706 The dendrogram outlined as a result of clustering
3 05 |em4 6164 0082 6816 proved that this letter was too short, the ciphesr k
4 18 | 7100 6579 o074 10569 was too complex to give any help in the decoding
5 174 7.443 6.901 0.073 ' p rocess.

) ) After the Bay letter | looked for a letter withess
Tablel: Increasing the number of homophones in the f“”complex cipher key than thiest one, and examined
text CWes.03.a. It was a 2359-character-long letter
The second table shows how unicity point!SINg an alin-all 43-element cipher key, assigning
changes when decreasing text length assuming ™°re (5-6) code characters only to the vowels.
homophones for each plaintext letters. The first 1N cluster map of this cipher looked more

value (around 700000 characters) shows the fuffomising. The software separated two bigger
length of the text, 100%. Than follows 10%, 105 Clusters: one showed only consonants, the other

0.5% and finally 0.1%. bigger cluster (;ontqir)ed almost exclusivgly yowgls
The program identified homophone pairs in five
Textlengh (umber of chavacers) | Number of used cade chaacters Unity point cases. The remaining smaller groups and the
700034 70 3706 characters that were not grouped to other ones were
70093 66 3086 mostly logograms, so they were "outranked"
7000 66 4059 correctly from the homophones.
3504 65 4203 So far | have examined 6 more early modern
700 62 3515 ciphers to find out where the limits of applicatpili

S ] are. All of the scrutinized letters come from the
Table2: How unicity paint changes when reducing text period 1664-1706 and have their cipher keys in an
length using 2 homophones per letter available form as well.

We can see that in the given artificial code To .descrlbe applicabiliy, two outcomes were
speaking of pure homophonic substitution, usingssm.d' 1) whether the clustering process could
wo homophones for each plaintext letter, th entify the vowels and consonants in different
efficiency of hierarchical clustering falls down
around the text length of 3500 characters. Here the ) )
unicity point is around 4200 characters, so a Ibng _Up to now I have investigated 8 early modem
text is needed for a safe codebreaking than theungarlan Igtters. Since this is a work in prog'ress, this

) utcome will be better grounded, after | will have
examined One,' The dendr(.)gra.ms of these cases ag%%scribed and analyzed several other manuscripts in the
corroborate this statement: while the dendrogram qf,

N ) ar future.
the 3500-character-long text can still separatga b
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clusters, and 2) whether the clustering processl coonomophones (20) than the early modern practice
identify the homophone groups belonging to theshowed (2-6). Investigating the unicity points of
particular plaintext letters. In cases where clide ciphertexts it can be stated that hierarchical
can show up any of these two identificationsclustering was still efficient when text length was
hierarchical clustering can be stated effective. lminder the unicity point, but near to it. In caségmw
these cases hierarchical clustering can support ttext length was much lower than the unicity point,
codebreaking process. the dendrograms could not give any help for the
The outcomes of the examined letters areodebreaking process.
summarized in the following table. The first column In a second part | have processed original early
shows the name of the letters following the natatiomodern ciphers with the upper methodology. | have
RI %HQHGHN /iQJ /iQJ stafe tHatFhiri@rhiR &) cRdtering was efficiérit i
text lengthshows how many code characters theould clearly identify the vowels and consonants in
concrete letters are made ofymber of used code separate clusters on the dendrogram and/or if it
characters shows how many characters werecould find the homophone groups belonging to the
actually used in the concrete lettdfizax Shows the particular plaintext letters. The features and
maximum value of entropytHea Stands for the outcomes of the eight early modern letters sttbw
actual values of entroplRedundancghows the text that when the unicity point was under or near the
redundancy of the letters, the colummpitity point  text length the dendrograms could help the
indicates the required text lengiowel-consonant codebreaking process. Hierarchical clustering could
groups shows whether the method of hierarchicahot bring any results in case of letters that were
clustering could separate the vowels and thenuch shorter than the unicity point.
consonants in different clusters; and homophone Consequently, speaking of  homophonic
groups shows if the clustering process could identifgubstitution ciphers we can state that the longer a
the homophone groupbelonging to the particular encrypted letter, or the less symbols its cipher ke
plaintext letters. uses, the more probable the cipher can be solved

with the help of hierarchical clustering. Since the
ebeose | Mo | Ha | Recindaey | U | e | Homeene | historical manuscripts of the early modern age do

Letters® Text

length characters point oups groups. . N .
involve such encrypted lettetsve can find ciphers
C.Bay.01 419 113 6.82 |6.113 0.104 5905 no no . .
cooor T 2 170 ezm! 000 T oemm with thousands of code characters, or cipher keys
> ° ° that have only 30-40 symbolst hierarchical
C.Kov.02 1537 189 7.562 | 6.689 0.115 ' no no . . g . .
clustering offers significant contribution to the
C.Wess.03.a| 2359 64 6 492 0.18 1643 | vowels | in6 cases . . . .
codebreaking process of historical homophonic
C.Wess.03.b| 828 61 5931 | 4.939 0.167 1662 | vowels | in5cases . . .
substitution ciphers.
C.Wes.04 1525 v 6.267 | 4.994 0.203 1850 | vowels | in5cases
C.Wes.05 749 26, 4.7 |4.029 0.143 618 0
= ey References

C.Wes.06 417 37 5209 |4231| 0.188 763 no no

%HQHGHN /iQJLWNRVtUIiV D .RUD OM
Table3: Features of the examined early modernriette ODJ\DURUVYIDIRRIMVVL .LDGY %XGDSHVW

Elliot Fischer. 1979. Language Redundancy and
Cryptanalysis. InCryptologia volume 3, page233
235.

5 Summary

In this paper | have first tested hierarchicalteltisg
on artificial codes by modifying two parameters: James Reeds. 1977. Entropy Calculations and Rarticu

increasing the number of homophones assigned to aMethods of Cryptanalysis. I8ryptologia volume 1,

plaintext letter and decreasing the text lengtbait pages 23254.

be stated that in case of a 400-page COrPUSHYLQ .QLJKW %HIWD OHJ\HVL &KULVWL
hierarchical clustering could identify the homop&ion  The Copiale Cipher. Presented at &@L Workshop

groups successfully, even if we had far more on Building and Using Comparable Corpora

Vipin Kumar, Michael Steinbach, Pang-Ning Tan. 2005
Introduction to Data MiningPearson (Education Inc.),

2 These letters can be found in the Hungarian Boston.

National Arcives, G 15 Caps. D. Fasc 81. and G 15 Caps. C.

Fasc36.fol.3- DQG LQ WKH g6W$ ++6W$ 8QIJDULVFKH $NWHQ
6SHFLDOLD retaktéhV WK.Z [Varia (Pressburger

Kommission etc.) Fasc. 327. Konv. D. Chiffres 1664-1668,

fol 35-37, 40-41, 62, 63.
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which students learn, for example, to multiply
numerical numbers using a counter or to perform

8QLYHUVLW\ RI +UDGHF .US8®IoNs ap agogathie ruler.

the smaller public higher education
institutions in the Czech Republic. At
present, there are about 7,000 students
studying here.Even though at any of
their faculties it is not possible to study a
study program closely focused on
cryptology, we pay attention to the
historical and modern cryptology at the
Faculty of Science in several subjects.
Basic concepts, principles and methods
of modern computer cryptology form an
important part of the subject Computer
and Data Protection. Principles of
encrypting, decrypting and deciphering
of basic substitution and transposition
ciphers and the history of cryptology
have become part of the subjects of
Computer Science and  Structured
Programming in various degrees and with
different approaches.

Introduction

Different way to learning of cipher is used in the
subject of Programming subject. The cipher
system is used to enter interesting and motivating
programming tasks during Structured
Programming course. In addition to cryptology,
attention is also paid to the problems associated
with wireless transmission and plain coding of
LQIRUPDWLRQ 0OXVtOHN ,
+XEIiORYWNE&IORYVNi

2 Theoretical Background

A deeper insight into the issue of cryptology is
then made possible for students who are
interested in this topic within realization of the
bachelor as well as diploma thesis. The
Department of Cybernetics of the Faculty of
6FLHQFH RI WKH 8QLYHUVLW\
with the two authors of this article, prepares
future lower and upper secondary schools
teachers of Informatics in the Czech Republic.
Teacher preparation is always carried out for two
teaching subjects and significant space is devoted

RI

Overview of the history of cryptology is included ot only to these two areas, but also to basic
in the subject History of Computer Science as agedagogical-psychological, general and subject
expanding and enlightening of the curriculum.gigactics preparation. Interestingly, although our
Spem_al attention is pa_|d to rotate encryptionstydents are studying many different
machines such as Enigma, the Lorenz SZ4gsmpinations of subjects, interest in historical
cryptographic telegraph and to machines used {Qpners has so far been shown only by students
break them as well - Turing's bomb, the firstof two different combinations, namely

British -computers, Colossus Mark 1 and Znformatics - Mathematics and Informatics -
(Boone, 2005; Singh, 2000). Part of the exercisegjstory.

in the subject History of Computer Science is

devoted to the encryption, decryption and The individual bachelor theses of the students
deciphering of some basic types of hand ciphergf the program Mathematics and Informatics
because this course also has practical lessonswith a focus on education had following topics:

Proceedings of theSiConference on Historical Cryptologpages 137— 143,
Uppsala, Sweden, 18-20 June, 2018



3'HFLSKHULQJ ituth  dibKdEsy With The algorithm for automatic deciphering of

FRPSXWHU VXSSRUW’ 3 UdRdrtksirhpI® substitution cipher text is similar to
3'"HFLSKHULQJ RI FLSKHUV ZLagtithnRiér Setipheridg bf XoBdSciphewed text.
+DQ]DORYi +iMNRYi 7KH GLSORPD

theses in the follow-up master's program The algorithm for deciphering of long
Teaching of Mathematics and Informatics forciphered text is based on method of evaluation of
Secondary Schools was oriented mordrequency of pairs of consecutive letters and
GLGDFWLFDOO\ ZLWK IRO OR ZenpareyviRwiththe freguensck af oigrapms of
motivation in the teaching of algorittms andreference text using the evaluation function:
SURJUDPPLQJ" %XNipHN 3%RD2L6JGZGJDPHV

puzzles, anagrams and ciphers as motivation in [ ‘ D E. LD (1

WKH WHDFKLQJ RI DOJRULWKPV DQIG J.@UR'J]UD"P LQJ)'

3URFKIi]ND 3)XQGDPHQWDOV RI FU\SWRORJ\
as a teaching topic in subject "Informatics” atwhereE; is matrix of bigrams of reference text
lower secondary schodl +iMNRY i andf; i matrix of bigrams of ciphered text.

topics of bachelor's thesis in the study program

,QIRUPDWLFV DQG +LVWRU\ SimhadyH thes &lgortBnx o deciphering of

Analysis of Encrypted Correspondence of Housshort ciphered text is based on automatic analysis

Rl 3LFFRORPLQL" 9OCH®by of of evdl@@on3functior of trigrams:

ciphering of transposition ciphers with computer s 26 26

support OXVtOHN f : : : D”k Eijk ‘ @
Thesis focused on specific historical clues Lok

used by Marshal Ottavio Piccolomini during thewhereE-' is matrix of trigrams of reference text

Thirty Years War links the work of the historian ik 9

- investigator in the archive - with the approachandDijk is matrix of trigrams of ciphered text.

of informatics. The routine decryption algorithms e gigorithm consists o three relatively

were realized in macros in Visual Basic forindependent sub-procedures PQ]DORY-i  +XEi
Applications in a MS Excel spreadsheet. Thisg Ry v Neé 0XVtOHN

thesis was evaluated by the Dean of the Faculty

RI 6FLHQFH RI WKH 8QLYHUVLWE Rkt tsbbbbfottBurdddquéhdyicreates

for the best bachelor thesis in the study progranhree-dimensional reference matriE that
Informatics. corresponds to the frequencies of letters in the

reference text.
3 Samples of advancement of students

) o ) ~ The second sub-proceduiigrams creates
In the following text, we will discuss in detail three-dimensional matrix D of relative
two bachelor's theses: work for the automatigrequencies of the trigrams of the cipher text.
analysis of text encoded by monoalphabetiqhe part of the matri is shown on the Figure
substitution based on the trigram frequency. |n next SteRl(HD % DORYi +XEiORYVNE®@ (
DQDO\VLV +DQ]JDORYi zng DigkG ZoRAY Nth® Qideedure evaluates the
real historical ciphers of the early 17th centurycompliance with the reference text by using an

(Vlnas, 2017). evaluation function:
3.1 Using spreadsheet in cryptanalysis of 26 26 26
short cipher text f : : : | Dy Ew | @
i1 o j1 k1

The authors of the paper suggest new method

and algorithm for deciphering and automation The third sub-procedur&xchangeprovides

analysis of the ciphered monoalphabetic texrexchange of twax-vectors, twoy-vectors and

The method generalized frequency analysis oy z-vectors of three dimensional matixand

the bigram saved in a two-dimensional array tQreates new matrix "W The vectors are

frequency analysis of the trigrams saved in @ychanged in the order of the frequencies of the

three-dimensional array with 26 x 26 X 26 =jgiters in the cipher text from the most frequent

14576 elements. to the least frequent based on following rules -
seeHDQ]DORYi +XEiORY(MZ: OXVtOH
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X the x-vector corresponding to the order of3.2 Computer Analysis of Encrypted
the first exchanged character is replaced Correspondence of House of
by the x-vector corresponding to the Piccolomini

second exchanged character; Bachelor thesis titled Computer Analysis of
x theny-vector corresponding to the order OfEncrypted Correspondence of House of
the first exchanged character is replaceds) FFRORPLQL LQWHUFRQQHFWYV WK
by the y-vector corresponding 0 thezreas (vinas, 2017). The author is a student of
second exchanged character; Informatics and History in education. Archives,
x thenz-vector corresponding to the order of agpecially archives of aristocratic families whose
the first exchanged character is replacetnempers held important state, military or
by the y-vector corresponFilng to thegiplomatic positions, contain, in addition to open
second exchanged character; documents, very often-encrypted documents.

After each substitution a new matriku is The analysis of archive ciphertexts is a

obtained, and the evaluation of the compliance Qfomplex task. Standardly, the task is necessary to
the relative frequency of the trigrams in theyq in large part by hand, such as recognizing

cipher text and the reference text is obtainegjfferent forms of written fonts (different types

using the evaluation function: of ancient shape handwritings or special cipher
2 26 26 characters), counting frequencies of individual

fro0 01 ‘ D' E. ‘ (3) characters, etc. Some monotonous tasks can be
oL ! ! performed a computer. The author of the

bachelor thesis had appropriately used custom-
After each substitution the valudsand | jare made macros in Visual Basic for Applications to
compared and if |Igf, the procedure decrypt encrypted texts transcribed into Excel
immediately stops the process of the lettespreadsheets. After identifying a given cipher
substitution and the exchange in the conversiogystem and determining the transmission table, it
table is proposed, which will improve theis a purely mechanical matter. Macro combined
compliance (lowering the value of evaluationboth basic principles used to make mono-
function f). Finally, the sub-procedure will alphabetic substitution, i.e. simple swapping and
creates a new matriR of relative frequencies of supposed words, and was created in such a way
the trigrams of the cipher text, and it will providethat allow the gradual uncovering of the
a new assessment of compliance with thepreadsheets that effectively supports cipher
reference text using the evaluation function (3). shredders in the phase of stepwise reconstruction

of the encryption table.
The sub-procedurérequencyis run only once

at the beginning of the program to set the The first phase of the work was to obtain
appropriate initial conditions. The sub-appropriate cipher texts. The State Regional
procedures Trigrams and Exchange are run $UFKLYH R bffersRargsdarchers a family
alternately. archive of the genus Piccolomini on microfilms.
It has advantages and disadvantages. The
Above mentioned sub-procedures wereadvantage is the possibility of fast document
realized in Visual Basic for Application in MS browsing, where the scrolling of the microfilm in
Excel Spreadsheet. Deciphering based othe reader can be significantly faster than
WULJUDPVT DQDO\VLV KDV E hvbrkingdW¥hvofidingl @rchit@sFthe HidhdlaMiadd W
with the length in the range from 200 to 500js the lower contrast and the overall loss of
characters. It was proved that algorithm forquality and the worse possibility of photographic
deciphering of short simple substitution cipherdocumentation. The student focused on
text based on automatic analysis of the trigramgocuments related to the person of Ottavio
enables decryption almost without manuallyPiccolomini and his activities during the Thirty
performed exchanges Years' War. He found two microfilms with a
number of cryptic texts, partially decrypted,
apparently immediately after receiving the
addressee, but partly un-decrypted. The student
took photographs of the corresponding microfilm
images. He thought he had captured only a small
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Figure 1: A homophone substitution cipher - pair of digits represents adettall character

part of Ottavio Piccolomini's cipher was certainly easier to read digits then to read
correspondence. The archive contains larghandwritten characters in shapes which had been
number of the ciphertext than cannot be foundvritten in individual manuscripts of many
within one business day. different scribes. This text was copied in the cell
) of Excel spreadsheet. Also deciphering table was
Firstly, the document number 25039 wasplaced in the same sheet. The deciphering table
analyzed, see Figure 1. Part of this letter wagas step by step filled in and simultaneously was
written in plain text and part was written in ysed for decrypting of prepared ciphertext. It was
numerical code. Some letters of the alphabebund that the open text in French was encrypted
have been written above the tWO-dlglt codes. Iby s|mp|y rep|acing the a|phabet letters with
allows reconstructed the decryption conversiofwo-digit numbers, but with the use of vowel
table - see Table 1. The entire cipher texthomophones and special codes for some selected
composed only of digits, was read quite well. ltshort words, supplemented by several null
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characters. It is a simple nomenclator. PartiaflyWHHHY pWDW PLVpahiugeGdd FRPPH
decrypted text was a significant help, howeverSpDVVp DX FDPS VNRSURFOH %
the use of macros in Visual Basic for ApplicatonTX RL. FRQVLVWH QpDQPRLQV OD

significantly simplified the complete decryption s HUWH GX UHVWH GH O HPSLUH .
of the encrypted part of the letter.

The similar system, based on a square table, with

123 |4 5|6 7|8 9 otherwise delimited letters, was used in several
lja b |u C d |que|f other cipher letters. From the cryptanalysis point
2le glet |L ale | of view, the letter with non-encrypted cipher
371 m | skol n p q sections consisting of letters and numbers was

more interesting. This letter was included in
4|0 rjtre |s t|mjo document number 24873, see Figure 2. The
S|u y S cipher was taken by standard methods, i.e. by
6|lalalg e i | frequency analysis and predicted words. The
7n o r s [rc |t plain cipher text was in Italian. Even this cipher
8l u * * e |* contained the null characters represented by all

even digits (2, 4, 6, 8). The cipher does not
9e n r contain any homophones. If enull characters

were omitted, the very simple monoalphabetic
substitution cipher was reached - the consonants
did not replace and the vowels, were
AR HVW XQH PLYQUR TXH VESERIC) R B O S,
fe;;g_el\t/lemr un g?'s daﬁs\'Nce “or ﬁabucs gué{#% $afiayhandyying of the frst hlf of the

. - century, reading the text was relatively
tmouysaageilnorsrctu et en joignant presque; e Fiq. 3.
le OHXU ODGLWH DUPpH HQ(BHP%H VHURLW UpGXLWH
j OD UXLQH LO QRXV IDXGUDd|j|tDKMWH |G| X¥Hp|q
trentaine de mil patacons pour faire la[p|c|d|f g ikl ]m]nlp[q
SURYLVLRQ QpFHVVDéargH GH L URXL
laguelle nous manque, que prendre autrgr |[S|t|v|[1 3/4|/5|/6|7/8|9
UpVROXWLRQ j QRXV" VORIL|BEHWY |G T X H QT XdH
OLJXHV G LFL Re QRXV SXLV%/ﬁA.IeI%: \ U

h
S
2
M| elXH ¥Y|u
LXUHV HW IRXUUDJH j ILQ G %lc%_ii%u ﬂiﬁﬁiﬂ\éﬂﬁu\%\?\%x

XQH SODLV HVW UpGXLW HW FHWWH ENGSH DUPpH HQ

Table 1: Encryption table of the document 25039
(* = null characters)

(o)

Figure 2: An example of a cipher text (cut-off from document 24873) thainet decrypted by the recipient
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Figure 3: Sample of decryption of the text from the Figure 2 (curafi document 24873)

4 Conclusion

It is pleasing that some of the students of the
Faculty of Science of the University of Hradec
.UiORYp
paper, contributed to solution of tasks of
historical cryptology. The important is the fact

that not only students mentioned above, but
also many other graduates of study program
the teaching of informatics or also teaching
mathematics or history will to motivate the

secondary school students by examples of
cipher systems, or by historical events that
were affected by revealing of secret

correspondence or by breaking of cipher
systems.
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Abstract

Most mono-alphabetic substitution ci-
phers (MASCs) can be solved with well-
known techniques, like frequency analy-
sis, or hill climbing. However, there are
exceptions. It therefore makes sense to
look around for additional MASC solv-

In spite of all this progress, breaking a MASC
encryption still may be dif cult, especially if some
of the following pre-conditions are given:

The ciphertext is especially short.

The cleartext language is not known.

ing techniques—Iike the ones described in
the bookCryptanalysisby Helen Fouch

Gaines. These techniques—vowel detec-
tion, digram analysis, and consonant lin-
ing—have been almost forgotten since the
advent of computer technology. In this pa-
per, two of these methods (the third one

The word boundaries are not indicated.

The cleartext contains unusual expressions or
abbreviations.

The cryptogram is hard to read because of
bad penmanship or bad reproduction.

| am aware of over 20 cryptograms that have
the appearance of a MASC (of course, one does
not know before the cipher is broken) and that are
still unsolved, potentially for one or several of the
named reasons. The following are the most impor-
tant of these cryptograms:

is not suitable) will be applied on a fa-
mous unsolved cryptogram, the Dorabella
Cryptogram, and on an unencrypted com-
parison text. Although this paper will not
present a solution of the Dorabella Cryp-
togram, a number of interesting insights

will be introduced. Especially, it will be

shown that one of the methods applied
works surpsingly well on the comparison
text and that there are still ways to im-

The Dorabella Cryptogram (Wikipedia,
2018)

The MLH cryptogram (Schmeh1, 2017)

prove this technique. In addition, some in-
teresting properties of the Dorabella Cryp-
togram will be presented, which might be
helpful for further cryptanalysis.

The Voynich Manuscript (Wikipedia, 2018)
The Rayburn cryptogram (Schneier, 2006)

1 Introduction Cigaret Case Cryptogram (Schmeh2, 2017)

With the advent of computer technology and suit- For these cryptograms, frequency analysis,
able software (especially, the open source tooWord pattern analysis, word guessing, and hill
CrypTool), breaking a mono-alphabetic substituclimbing have failed so far. An interesting ques-
tion cipher (MASC) has become quite easy. Fretion is whether there are other MASC breaking
guency analysis, which once was the most impormethods that can be applied in such a case. In
tant way to break a MASC, is often not even necfact, there are. The booEryptanalysisby He-
essary any more, as a word pattern search coten Foucle Gaines mentions three MASC break-
ducted by a software is usually more effective. Ining methods that are worth considering (Foeich
addition, hill climbing—another technique that re- Gaines, 1939): vowel detection, digram analysis,
quires computer support—has proven a powerfuand consonant lining. All three methods are as
technique to break MASCs. good as not mentioned in the literature that has

Proceedings of theSiConference on Historical Cryptologpages 145- 152,
Uppsala, Sweden, 18-20 June, 2018



been published since computer technology came A B C D E F G H |

up. 4 1 3 6 9 1 2 5 8
The goal of this paper is to apply the three meth-

ods mentioned by FouéhGaines on the afore- J K L MNOPQR

mentioned Dorabella Cryptogram. The Dorabella - -5 2 7 8 1 - 3

Cryptogram was created by British composer Ed-

ward Elgar (1857-1934). In 1897, Elgar, who had S T UV WX Y Z

a strong interest in cryptology, sent an encrypted 5 9 3 - 2 - 3 -

message to a female friend named Dora Penny.

This cryptogram is written in symbols consisting  According to Fouch Gaines, the nine most fre-
of one, two or three bows (see gure 1)—probably quent letters of the English languange (E, T, A, O,
an alphabet of Elgar's own creation. N, I, R, S, H) make up about 70 percent of an En-

The Dorabella Cryptogram has never beemlish text. In the comparison text the nine most
solved, although many experts have tried. Itfrequent letters are E, T, D, O, N, |, L, S, and H.
is covered in virtually every famous unsolved These are not exactly the letters we have expected.
cipher list, e.g., on Elonka Dunin's web- However, they appear 62 times (71.3%), which is
site (http://elonka.com/UnsolvedCodes.html), ina pretty good t.

Craig Bauer's bookUnsolved! (Bauer, 2017), Here's the frequency analysis of the Dorabella
in Klaus Schmeh'sNicht zu knacker(Schmeh, Cryptogram:

2012), and in Richard Bel eld'€Can You Crack A B CDTETFGH I

the Enigma Code®Bel eld, 2006). 2 4 6 6 2 8 6 4 4

To check whether the three cryptanalysis meth-
ods work, | will apply them not only on the Dora- K
bella Cryptogram but also on a non-encrypted 11 4 4
comparison text. When looking for a suitable text,
| came across the novéhe Gad yby Ethel Boole s T U
(Boole 1897), the wife of Wilfrid Voynich, who is 1 4
known to crypto history scholars as the person the
Voynich Manuscript is named folhe Gad ywas

-

M NOUP QR
1 6 1 8 3 1

[N

. - The seven most frequent letters (J, F, P, C, D
lished in 1897, th m r as the Dorabell X Lo T
published in 1897, the same year as the Dorabe and N) together appear 45 times (51.7%). In ad-

cryptogram was created. | chose the following 8 dition, there are four letters with a frequency of
letter excerpt (same length as the Dorabella Crypé3 (6.9%) each. If we take two of the latter we get
togram) from theThe Gady as the comparison ’ ’

text (I willignore the spaces because the Dorabella%‘:’7 appearances (65.5%) for the nine mosgfrequent
Cryptogram doesn't contain any): etters. This is reagonably close to the _7OA) po§tu-

lated by Fouch Gaines. We can take this as an in-
THEYW ENTOU TINTO THEST ILLSH ADOWdfcation that the Dorabella Cryptogram is a MASC
CLOIS TERGA RDENT HESEM INARY OCCUWRcryption of an English, not a hoax.

IEDTH EBUIL DINGS OFANO LDDOM IN To follow Foucte Gaines' approach, we now
Here's a transcription of the Dorabella Cryp- need to identi y three groups of letters: the fre-
togram: quent, the less frequent, and the rare ones. Fuch

Gaines' book does not de ne exactly the borders
ABCDE FGDHA IJKLJ MJJFB BINGO GNIP pepween these groups. | will work with the follow-

GJGFQ DHRSC JJCFN KGJIJ FTPKL QHHQJ,R de nitions:
CPFUP CLUUN PCJFU KPNDB NPFDL ED

High frequency group (6 or more appear-
2 Basic Examinations ances) In the comparison text the follow-
ing letters belong to this group: D, E, I, N,
O, T. In the Dorabella Cryptogram the high-
frequency lettersare F, J, P, C, D, G, and N.

As both Elgar and Penny spoke English, | will as-
sume that the Dorabella Cryptogram is written in
English. As proposed by FouehGaines in her

book, | started my examinations with a frequency Medium frequency group (3-5 appearances)
count. | examined the comparison text rst: The medium-frequent letters of the com-
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Figure 1: The Dorabella Cryptogram is an unsolved ciphertext that has the appearance of a mono-
alphabetic substitution cipher (MASC).

parison text are H, L, S, C, R, and Y. I J K L M N (0] P
The medium-frequent letters of the Dorabella TN - - 1L EI ET TU Ul
Cryptogram are B, H, I, K, L, U, and Q. . - - LS ol IT TT
0os - - cCoO ET DW
HN - - ID IA- LO
PE - - OD IG YC
Low frequency group (1-2 appearances)
. uL - - AO SF
Letters with a low frequency are B, F, G, M, DN - - LN
P, and W (comparison text) and A, E, M, O, MN DM

R, S, and T (Dorabella Cryptogram).

Q R S T U V W X

- EG ET -H OT - YE -

As the next step, we determine the contactsof - AD LH NO CP - OY -
each letter. A contact is dened as a letterthat . Ay T Ul Bl - -
stands directly before or behind a certain charac- . EE NO - -
ter. As the Dorabella Cryptogram doesn'tindicate . NS OH - -
spaces (and as we ignore the spaces in the com- . S| - -
parison text), each of the 87 letters, exceptthe rst . SE - -
and the last one, has two contacts. The examples . NH - -
described by FouéhGaines contain spaces, which  _ DH - -
means that her contact analysis is a little different
from the one performed here. Y

Here's the contact analysis for the comparison EW
text (below each letter the left and the right con- wcC
tacts are isted, one contact pair per line): RO

Here's the contact analysis for the Dorabella Cryp-

togram:
A B C D E F G H
HD EU YL AO HY OA RA TE A B C D E F G
GR OC RE WN NS TE -B AC BD CE DF EG FD
NR CU ET HS SA H FB SJ GH LD JB NO
FN LI TR TE BJ JF QH GQ ON
LD DN TE DN PP NB CN PJ
DO HS PL FL JT JF
SM PJ E- PU KJ
ID Ju
HB PD
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H I J K L M N
DA AJ K JL KJ J JG
DR NP LM NG NG Gl
QH J MJ PL PL FK
HQ QP JF UP UP uP
BN PD
NC
KN
NF
O P Q R S T U
GG IG FD HS RC FB FP
TK LH LU
IC HI UN
CF FK
uc
NC
KN
NF

3 Vowel Detection Method

The vowel detection method is the rst one de-
scribed by Fouch Gaines. It is based on eight cri-

teria (Foucke Gaines calls them pointers) that can

be used to identi y vowels in a ciphertext. The
idea of this method is to use the vowels identi ed
for further investigations with other cryptanalysis

Vowel candidates in the Dorabella Cryptogram:
FJ,P,C/D,G,N

3.2 Pointer 2: Letters contacting
low-frequency letters

What Foucle Gaines writes: Letters contacting
low-frequency letters are usually vowels.

Does this hold for the comparison textes. The
letters with frequency 1 are contacted by A, E, |,
O, and U. The letters with frequency 2 are con-
tacted by A, N, R, S, E, O, Y, and Y. This means
that 10 of 13 letters contacting low-frequency
letters are vowels. If we count only the contacts
that appear more than once or that contact a letter
that appears only once we get exactly A, E, I, O,
U, and Y.

What does this mean for the Dorabella Cryp-
togram? The letters contacting low-frequency
letters are B, B, D, D, F, H, |, J, J, L, G, G, H,
S, R, C, and F. If we count only the contacts that
appear more than once or that contact a letter that
appears only once we get B, D, J, G, H, S, R,
C, F, and B. As can be seen, the vowel detection
doesn't work here as good as for the comparison
text.

methods (i.e., the vowel detection method alone

will usually not break a cipher, but it can help to
do so). Fouck Gaines' vowel detection method

Vowel candidates in the comparison te&t.E, |,
N,OR,S,and Y

should not be confused with the Shukotin algo-

rithm (Guy, 1991), which has the same purpose.

3.1 Pointer 1: High frequency of vowels A, E,
I, and O

What Fouck Gaines writes:The vowels A, E, I,

Vowel candidates in the Dorabella Cryptogram:
B,D,F,HI,J L, GHSRCF

3.3 Pointer 3: Wide variety in contact letters

and O are normally found in the high-frequencywhat Fouck Gaines writes: Letters showing

section of a cryptogram.

Does this hold for the comparison texiPis true
for the vowels E, I, and O. The letter A, however,
has a lower frequency than expected.

What does this mean for the Dorabella Cryp-
togram?If Fouche Gaines is correct the ciphertext

wide variety in their contact letters are vowels.

Does this hold for the comparison textes.
Foucle Gaines does not de ne exactly what wide
variety means. However, if we look at the three
letters with the widest variety we see that these
are the vowels E, | and O.

letters F, J, P, C, D, G, and N contain the cleartexWhat does this mean for the Dorabella Cryp-

vowels A, E, I, and O.

Vowel candidates in the comparison tekx; E, I,
N,O, T

togram? The three letters with the widest variety
are J, F, and P.

Vowel candidates in the comparison tekt: 1, O.
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Vowel candidates in the Dorabella Cryptogram: 3.6 Pointer 6: Doubled consonants

J.FP. What Fouck Gaines writesDoubled consonants

are usually anked by vowels, and vice-versa.

3.4 Pointer 4: Repeated digrams Does this hold for the comparison text7The
comparison text contains three doubled letters:
L, CC, and DD. Only CC appears inside a word
OCCUPY), while the other two stand at the end
of a word (STILL) or are spread to two words
(OLD DOMIN). While CC is anked by two
vowels, LL and DD aren't. It seems that this
pointer is not applicable, if the word boundaries
are not known.
What does this mean for the Dorabella Cryp-

togram?  There is no repeated digram in theé\ynhat does this mean for the Dorabella Cryp-

What Foucke Gaines writesin repeated digrams
(in immediate succession), one letter is usually
vowel.

Does this hold for the comparison texithere is
no repeated digram in the comparison text.

Dorabella Cryptogram. togram: The digram JJ appears twice. HH and
_ ) _ UU are two more doubled letters. No conclusions
Vowel candidates in the comparison text: can be drawn from these facts at this stage.

Vowel candidates in the Dorabella Cryptogram: Vowel candidates in the comparison text:

Vowel candidates in the Dorabella Cryptogram:
3.5 Pointer 5: Reveresed digrams

What Fouck Gaines writesin reversed digrams, 3.7 Pointer 7: Five consonants in succession

one letter is usually a vowel. What Fouck Gaines writesit is unusual to nd

more than ve consonants in succession.
Does this hold for the comparison text¥es.

The reversed digrams of the comparison text ar@oes this hold for the comparison texyes.

TO/OT, DE/ED, LO/OL, NA/AN, YW/WY, and

SE/ES. Each of these six pairs consists of a vowalyhat does this mean for the Dorabella Cryp-

and a consonant. togram? No conclusions can be drawn at this
stage.

What does this mean for the Dorabella Cryp-

togram? The reversed digrams are GJ/JG, JI/lJMowel candidates in the comparison text:

DE/ED, GF/FG, MJ/JM, GN/NG, FG/GF, JC/CJ,

KP/PK, QH/HQ, PC/CP, and PN/NP. 9 of thesevowel candidates in the Dorabella Cryptogram:

12 digrams contain one of the vowel candidates

identi ed above (J, F, P). It is important to note

that the Dorabella Cryptogram has double as3.8 Pointer 8: Vowels contacting each other

many reversed digrams as the comparison tex{yhat Fouck Gaines writesVowels do not often

It is beyond the scope of this paper to examinggntact one another.

whether this high number of reversed diagrams is

still consistent with an English text or whether it pag this hold for the comparison textes.

is evidence for the Dorabella Cryptogram being

something else as English text. What does this mean for the Dorabella Cryp-

togram: There are ve contacts between two
Vowel candidates in the comparison text: of the supposed vowels J, F, and P. Further

work might examine whether this information is
Vowel candidates in the Dorabella Cryptogram: of any use for breaking the Dorabella Cryptogram.
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Vowel candidates in the comparison text:

J P B C D F G H I KU

Vowel candidates in the Dorabella Cryptogram: 11. 8 4 6 6 8 6 4 4 4 4

0 8 7 7 9 11 7 5 5 6 6
3.9 Result of vowel detection L NQ E AR S T MO
Only three of the eight criteria can be used to 4 6 3 2 2 1 11 11
9 5 4 3 2 2 2 1 1

search for vowel candidates in the two texts exam-
ined in this paper. In the comparison text there are Here we have 117 accumulated contacts. 20
three letters that ful Il all three criteria: E, I, and percent of 117 are 23. The letters M, O, R, S, T,
O. This means that this method works to a certaify and E together have 15 appearances, so they
degree for the comparison text, although the vowshould be consonants. The next candidates are H,
els A, U, and Y remained undetected. | and Q (ve appearances each). If we include all
Only two letters of the Dorabella Cryptogram, J of them we are above 20 percent. It seems best to
and F, ful Il all three criteria. The letter P fullls  gmit all three.
two of them. Although this is an interesting re- |t s important to note that FouétGaines' state-
sult, itis not enough to solve the Dorabella Cryp-ments about contacts at this place refer to a text
togram. of roughly 100 letters. They make no sense for a
. much longer or shorter text. It is therefore an inter-
4 Digram Method esting question how the frequency of consonants
The digram solution method is the second onéan be measured in a way that is independent from
proposed by FouéhGaines. However, Foueh the message length. This question, which is out
Gaines writes that 80 letters are not enough for thi®f scope in this paper, is addressed in (Schmeh3,
technique. For this reason she demonstrates it on2017).
235 letter message. The 87 letters in the Dorabella In the next step, | write all the consonants | have
Cryptogram and the comparison text are clearlydenti ed in a line (see gure 2, ignore the under-
not enough for this method to work. | thereforelined letters for now). Below, | write the left con-

skip it in this paper. tacts of each letter left of the line, and the right
_ contacts right of the line (see gure 2, again ig-
5 Consonant Line Method nore the underlined letters).

Now, according to Foudh Gaines, all letters
that don't show up as contacts left or right of the

we need to assemble a table that lists the Ietters(i e can be identi ed as consonants, as well. These

the text along with their frequencies and number o@re C, D,dL,UanDd T (k():olrlnpgrlsotn text) an(:\lct, Ktth‘t
different letters contacting them. Here's the tabletr;_Q’ art1h d rf orabefia ry?l ogCIran:?. d fle a
for the comparison text: is method has now correctly identi e con-

sonants in the comparison text. The newly de-
6 E I T D NSAUZC tected values are included in the upper line of con-
8 9 8 9 6 7 5 4 3 3  sonantlinediagram (underlined), and the contacts
12 11 11 8 8 6 6 6 6 5 ofthese letters are added left and right of the ver-
tical line (underlined).

The third method FouéhGaines introduces is the
consonant line method. To apply this techniqu

R 'Y GHMWB F P According to Fouch Gaines, the N can now be
3 3 2 5 2 2 111 identi ed, as it is a frequent letter that stands al-
5 5 4 4 3 3 2 2 2 most always left of the consonant line. The H can

According to Fouch Gaines, the lowest 20 per- be identi ed, as it almost always stands right of it.
cent of the total number of contacts are consoBoth identi cations works pretty well for the com-
nants. The letters G, M, W, B, F, P, and H to-parison text, though the N could be confused with
gether have 20 appearances. As we have a total 8fe T.

106 contacts, we can determine these (correctly) Following Fouclé Gaines' instructions, we can
as consonants. Here's the same table for the Dorarow also indentify a few vowels. The vowels A,
bella Cryptogram: E, I, and O (i.e., the frequent ones) are expected
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like a vowel. Figure 3 shows the Dorabella Cryp-
togram with marked vowels and consonants (this
is the next step recommended by Foeicaines).

In my view, there is no obvious way to proceed
from here. So, | will leave further steps (for in-
stance, checking if one of the different candidates
for N and H makes sense) to future research.

All'in all, it can be said that the consonant line
method, which works surpisingly well on an ordi-
nary English text of the same length and written in
the same year, doesn't render a clear result for the
Dorabella Cryptogram.

6 Conclusion

To my regret, none of the three methods described
in this paper has led to a solution of the Dora-

bella Cryptogram. Nevertheless, there are a num-
ber of interesting conclusions that can be drawn

Figure 2: Consonant lines for the comparison tex{/o™ the examinations described in the previous

(left) and the Dorabella Cipher (right).

to appear in a high frequency and on both sides of

the line. Looking at the comparison text, this is
absolutely correct for the O and partially holds for
E, I, and U, while the A behaves a little different
than expected. This attempted vowel identi cation
is far from perfect, but it would certainly provide
helpful evidence when combined with other crypt-
analysis methods.

The information we have gathered by now
would be suf cient to break the comparison text,
if it were a cryptogram. It is very likely that the

consonant that precedes the H four timesis T (TH
is the most frequent consonant pair in the English

language). In addition, it is clear that the vowel
that follows TH four times in the text is E (THE is
the most frequent trigram in English texts). Know-
ing the four letters T, H, E, and N, the rest would
be routine cryptanalysis work.

In the case of the Dorabella Cryptogram, things
are less clear. There are several candidates for the

N (L, H, and U) and several for the H (D, I, and
K). The most promising vowel candidates are J
F, and P (the same candidates as determined us-
ing the vowel detection method). Note that the
letter P was identi ed as a consonant in the sec-
ond step of the consonant line method (because it
doesn't touch any of the vowels determined in the

paragraphs. Here are some general ones:

The consonant line method has worked sur-
prisingly well on the comparison text. It not
only correctly identied G, M, W, B, F, P,

H, C, D, L, and T as vowels but also found
the letters N and H. This information would
be enough to break a MASC-encrypted text.
The consonant line method therefore appears
to be an interesting alternative, whenever
other methods (including frequency analysis
and word pattern guessing) don't work.

Digram analysis doesn't work on a cryp-

togram consisting of 87 letters. As virtually

all unsolved MASC encryptions known to me

are of about this size or smaller, this method
will not be of much value.

Vowel detection has worked on the compari-
son text. It correctly identi ed E, |, and O as
vowels. While this is, of course, not enough
to break a cipher, it might be an interesting
aid.

Generally, the concept of letter contacts

) seems to be an interesting tool in cryptanaly-

sis, which has been underestimated so far. As
far as | know, this concept is not mentioned at
all in the crypto history literature of the last
decades.

rst step), though its appearance on the consonant The following conclusions can be drawn about
line (ve leftand ve right contacts) makes it look the Dorabella Cryptogram:
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Figure 3: The Dorabella Cipher transcription with marked vowels (bold) and consonants (underlined).
Further research may show whether there are conclusions that can be drawn from this.

The frequency count and the contact counts ~ The consonant line method should be adapted
of the Dorabella Cryptogram are consistent to other languages.

with the English language. The concept of reversed digrams might be

The following letters in the transcribed Dora- helpful for cryptanalysis. It should be ex-
bella Cryptogram could be vowels: F, J, and plored.
P.

| am optimistic that some of the unsolved cryp-
The number of reversed digrams in the com{ograms mentioned in the introduction can be
parison text is double as high as in the Dora-Solved with the methods covered here. | hope that
bella Cryptogram. additional research in this direction will be con-
ducted.
Candidates for the letters H and N have been
found in the Dorabella Cryptogram.
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Abstract One aspect is the need of a large key space for
the initialisation keys. If the number of dérent
This paper explores the design and initialisation keys is relatively small, it is possible
strength of a feasible electronic cipherma-  for a cryptanalyst to test all the dérent keys (an
chine that might have been invented inthe  exhaustive search) in a relatively short time.
1970's. The design uses linear feedback A key generator without input is by its nature
shift registers, to get a key generator that  periodic. If it containgy memory elements of one
satis es some necessary requirements bit, then the number of dierent states of the key
for a secure cryptographic algorithm. generator is at most"2 Therefore the period can
The analysis of the strength however,  also not be larger than this number. The key gen-
shows that the algorithm can be attacked erator should be designed in such a way, that the
successfully. periods that are attained, are in the order of magni-
tude of this number. A very short period produces
the possibility of reading in depth of a message
1 Introduction shifted against itself. A somewhat longer period
gives a cryptanalyst the possibility of testing all

Around 1970 a number of new eine commer- the positions of the period.

cial cryptographic machines for the encryption of Di erent messages should useafient parts of
messages in telexcode, appeared on the mark ﬁ . f the k .
Some examples are the H460 produced by Crypt% e period of the key generator to prevent reading

n depth of the messages. This could be achieved
AG, the TC803 produced by Gretag, the DClosby changing the complete initialisation key for the

and DC26 produced by Datotek, the TlOOOCA@achine, but for many reasons this is not a practi-

produced by Siemens and the TST9669 producecal solution. Mostly this is achieved, by changing

by Telesecurity Timmann. These machines have AT
. . a small part of the initialisation key (the message
in common, that they make use of electronic com-

key) from message to message.

g?]re‘f:é& tshuech r:Zrll?galcr?levg\]/atee?:rnac:is:Iféfriglsi r_s. Then the key numbers that are used should have
y y 9 yp a at distribution. If this distribution is skewed, it

graphic machines, when compared with the older . .
electromechanical machines such as the (3X5£mght be possible for a cryptanalyst to guess (part

Not much is known in the open literature aboutOf)LthetlplzlmeX.t' th ial ol blem:
the design of these machines. Therefore it might Fas Y erlg IS esr?eC|a gme Erot Iem. Ioh
be interesting to explore and evaluate one of th oran o -line machine using the telex alpha-

possible ideas to design such a cryptographic m et the foIIowm_g problem has to be S(_)Ived. _If
chine, using electronic components. the keystream is randomly generated, it contains

all 32 ve bit combinations, so the result of the
2 General design criteria encryption of a plain character can be any of the

32 combinations. However, only the 26 printable
Around 1970 there were several properties of a kegombinations are acceptable as a cipher character.
generator known, to which a designer should payrhis problem can be solved in several ways. One
attention. All of these have to be addressed by thef them is the following one: Generate key num-
designer of a cryptographic machine to make surbers between 0 and 31, use as encryption a modulo
that the design will not a priori be a weak one. 32 addition of plain and key numbers, and in case

Proceedings of theSiConference on Historical Cryptologpages 153— 158,
Uppsala, Sweden, 18-20 June, 2018



the result is a non-letter, repeat the encryption withmust be left out of the plaintext alphabet. (If not,
the same key, until an acceptable result has beehe plain alphabet would have more elements than

achieved. the cipher alphabet which is unacceptable, because
) ) ) that prevents unique decipherment). The space
2.1 Properties of shift registers will then be replaced by the word separator dur-

A linear feedback shift register (LFSR) is an im- ing the encipherment. The consequence is, that the
portant building block for electronic cryptographic word separator itself cannot be used in the text of a
machines. The reason is that an LFSR can produddain message. If the resulting letter after decryp-
a pseudo-random sequence of bits. This is a sdion is the word separator, a space will be printed.
quence with properties, resembling those of a realhat implies that it becomes invisible which is un-
random sequence. Such a sequence is also calle@@sirable. A reasonable choice for a word separa-
maximum-length sequence, because the length ¢r could be the X and if the X itself is needed in
the period is maximal for a linear shift register (i.e.a plaintext, then a trick must be used, e.g. repre-
2" 1 for a shift register of length). If this num-  senting an X by KS.
ber is a prime, then each irreducible polynomial of,
degreenr?s associated with a shift regFi)stgr produc-?"2 The key generator
ing a maximum-length sequence. Moreover it isTO encrypt ve-bit telex characters it is necessary
the polynomial with the lowest degree associated® produce ve-bit key characters. Therefore it
to that shift register, the so-called minimal polyno-seems plausible to use ve binary LFSRs. Each
mial. register can then produce one of the required key-
The length of the period is a property that makegdits. For convenience they can all have the same
maximum-length sequences important for cryptoJengthn and the same feedback trinomial polyno-
graphic purposes. Another property which is im-mial
portant is that the distribution of bit-combinations XN+ xf+1

upto lengtmis at. o _ This must be an irreducible polynomial produc-
For practical purposes it is convenient to USeng 4 maximum-length sequence of peridd 21.

feedbacks that only have two connections. Therpe required keybits can then be readfoom the
polynomial then becomes a trinomial. In that casee cionsk of the registers. Because the shift reg-
one XOR gate is sucient to determine the feed- isters all produce pseudo-random sequences, the

back.. . . produced key characters also are pseudo-random.
An important property of a binary LFSR is the ggq gure 1 for a picture.

following: Every bit in the output sequence of a
binary LFSR is a linear combination of the bits of .
the initial content. A consequence is that as soor] 6D
asn independent bits of the output sequence ar|
known, it is possible to solve the initial content of
a shift register of lengtm by solving a set oh
linear equations.

More information on shift registers can ben S k f 1
found in (Golomb, 1967).

Figure 1: Shift registers
3 Design

The goal is an o-line cryptographic machine 3.3 Initialising the machine

that encrypts plaintexts, containing letters and therhe registers could be initialised by 1 key char-
space character. The ciphertext should consist Gfcters. One of the sections of each register (e.g.
letters only, so that a ciphertext could be printecthe rst) should be set to 1 to ensure that no reg-
before transmisson. ister starts in the all-zero state. The ve bits of
a key letter could then be read into the registers
1 through 5. As the initialisation of the machine
Because the space character is wanted in the plaimeeds to be dierent for every message, two keys
alphabet, one letter (called the word separatoryhould be used: a long-term keyrof m 1 letters

3.1 The plaintext alphabet
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and a message key, unigue for one message, of in a plaintext, because the corresponding charac-
letters. In practice it might be necessary to sender cannot be printed. In such a case the decipher-
the message key in the clear with the message, suent is repeated with the same keynumber, until
the message key should not be used unmodi edan acceptable result has been reached. If the plain
This could be achieved by using (part of) the long-number equals 4, the plain character is a space.
term key to change the bits of the message key,
before they are entered into the machine. 3.6 Stepping of the registers

The key space of this machine has the sizefter the encryption of a letter has ended success-
250D, fully, the registers should step a number of times.
To ensure a high period for the keystream gener-
ated by the machine, at most one register can have
To encipher a plain letter, a key numbecould be  a constant step, so e.g. register 1 steps a constant
determined by reading othe contents of sections number of steps. Then the higher numbered regis-
k of all the registers. ters should make a variable number of steps, e.g.

K = P?_lRi;k ol 1 the number of steps could be determined by the

h isth tent of sectionof registeri XOR of the content of the sectiorsof the lower
(whereR;;; is the content of sectiopof register). numbered registers.

The plain letter could be converted to a number P
P using its ITA2 bit value. For the word separator Si= 'lel Rj;s mod2
representing the space, the vaRe 4 could be  whereS; determines the number of steps of regis-
used. teri fori> 1.

The formula for the encipherment could be: In this way it is guaranteed, that whenever one

C=P K mod32 register completes its period, all the other regis-

ters do not. This ensures that the period of the
keystream of the machine is in the order of magni-
tude of (2)°.

3.4 Character encipherment

where the numbeC is converted through the
ITA2 table into a cipher letter. IC is equal to
0;2;8;27,31 or the number corresponding to the
letter used as the word separator, it cannot be usegl, Summary of the design
in a ciphertext, because the corresponding charac-

ter cannot be printed. (Such a character is conl he design of the machine meets the necessary cri-

sidered illegal for this machine). In such a casd®'ia for a secure algorithm that were mentioned
the encipherment could be repeated with the sam@2lier:

keynumber, until an acceptable result has been The keyspace has a large size.

reached. It is easy to verify that this procedure The keystream has a large period.

always stops. The keycharacters generated have a at distri-
bution.
3.5 Character decipherment Di erent messages use dient parts of the

Character decipherment is the inverse operation dfeystream.
the character encipherment. To decipher a cipher

letter, a key numbeK is determined as described 4 Strength
above, by reading othe contents of sectiorisof

. When attacking the feasible cryptographic ma-
all the registers.

chine described above, it is reasonable to assume

K= Pi5:1Ri;k 21 that the details of the design are known to an at-
The cipher letter is converted to a numi@using tacker. This approach is fully in line with the sec-
its ITA2 bit value. ond Kerckho s' principle that was stated by Au-

The formula for the decipherment is: guste Kerckhos in 1883 in (Kerckhos, 1883).
Itis clear that the variable stepping of the higher

P=C+K mod32 numbered registers implies that the start of an at-

where the numbelP is converted through the tempt to break this feasible machine, can only be
ITA2 table into a plain letter. IfP is equal to an attack on the rst register, the only one that has
0;2;8;27,31 or the number corresponding to thea constant step. After solving the rst register the

letter used as the word separator, it cannot be usedlepping pattern of the second one is known and
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then the second register could be attacked and sthen the initial content is solved by solving the

on. set of equations, generated by those reliable bits.
Under certain conditions on the values of the bias
4.1 Fast correlation attack and the length of the used part of the shift register

The fast correlation attack is a procedure to deters€duence this method converges.
mine the initial content of a shift r(_eglster if only a 42 Correlation attack on register1
part of the output sequence containing some errors
is known. For every letter of the ciphertext the 32 possible
This attack has been presented for the rst timedecryptions can be divided into two groups, one
at Eurocrypt 1988 in Davos by Willi Meier and corresponding with an even key number and the
Othmar Staelbach and has been published inother one corresponding with an odd key num-
(Meier and Staelbach, 1989), although the attack ber. Depending on the letter frequencies in the lan-
was already known many years before. guage of the plaintext, the two groups have a dif-
The method works as follows: ferent probability of occurrence. The consequence
The enciphering method modi es the bits of the IS that the probability of the last bit of the key num-
register that will be attacked. This modi cation is P€" being 0, is dierent from the probability of the
not random, but biased to either 0 or 1. The part@st bit of the key number being 1. In other words
of the shift register sequence for which this biased® €Very cipher letter there is a bias to either 0 or
information is available is initialised with values 1 for the last bit Ky) of the key numbeK.

coming from the bias. Compare

The feedback polynomial gives a relation that is P(K1 = 0j cipherletter= C)
satis ed by all the bits in the output sequence of with
the shift register. Moreover all the multiples and P(Ky = 1jcipherletter= C)

in particular all the 2 powers of this polynomial
(which are all also trinomials) give relations that’ . .
are satis ed. tions with an even keynumber is:

As an example iiX"+ X + 1 is the feedback fB,GHLM.0.PQTVWY.Z .
polynomial, then ifb; is the i-th bit of the out- '€ letters L, Wand Z occur twice as a decryp-

put sequencein+ biun ¢ +bi = 0 mod2 is sat- tion with di erent keynumbers.

An example: For cipher letter H the set of decryp-

ised for all i > 0. But alsobion+ biuop 1)+ For odd keynumbers the set is:

bi = 0 mod2 and so on. Moreover one can add fA.C.D.EF.GLIKNR,SUY

Bisns f +Disn+bist =0mMod2 tobisn+bisn 1 +b5= Here F and U occur twice as a decryption with
0 mod 2 and in this way get the new relation di erent keynumbers.

Bisnef + Bisn £+ bisf +0j = 0 mod2. In this way In most languages the second set is much more

many trinomial and tetranomial relations can befrequent than the rst one, especially because the
found which are satis ed by the bits of the pro- X in the second set is the word separator and thus
duced output sequence. represents the space character. So for cipher letter
Step 1 is: Count for every position the numberH the bias is for a 1 as the last keybit.
of relations involving that position that are satis- This bias makes it possible to determine the ini-
ed and the number of relations that are not satisdial shift register sequence. First the bias is used
ed. If the number of satis ed relations is much to make an approximation of the shift register se-
higher, then the bit at that position is probably re-quence produced by the rst register of the ma-
liable and nothing is changed. In the other casg€hine.
the bit is probably unreliable and it is declared un-  If the language statistics are favourable enough
known. and the message length is stiently large, the
Step 2 is: Compute for all the unknown bits afast correlation attack reconstructs the initial con-
new value on the basis of the reliable bits only. Foitent of the rst register of the machine.
many unreliable bits this will succeed and then a ) .
new sequence has been determined. 4.3 Correlation attack on register2
The counting and correcting steps are repeated similar approach can be used for the higher
until enough highly reliable bits have been found.numbered registers. Once register one is known
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the stepping of register two is also known. More-of the registers 1 and 2 are known only 8 possible
over for every cipher letter one keybit is known. decryptions remain possible.

In this case the decryptions of a given cipher letter If the cipher letter is H and the keybits from the
are divided into four groups. In each group the keyrst and second register both are 1 then the plain-

numbers have a xed value modulo 4. letter must be one of the si&&,E,F,G,I,S,U, X
An example: For cipher letter H the four groups Now it is possible to test for every position in
are: the ciphertext, whether a word that probably will

be present in the plaintext, ts the ciphertext.

So you might get the following situation:
(CT is the ciphertext letter an#t; and k, are
the known keybits from the registers 1 and 2).

key= 0 mod 4fH,L,P,Q,T,W,Y,4
key= 2 mod 4fB,G,L,M,0,V\W,Zg
key= 1 mod 4fC,D,F,J,K,N,R,lg

key= 3 mod 4fA,E,F,G,I,S,U,Xg CTD P | FEER UOB K
Then depending on the value of the keybitpro-k;, 0 0 1 1 0 1 0 1 0 O
duced by register one, either the groups withkeyk, 17 1 1 0 0 0 0 1 0 O
numbers equal to 0 and 2 modulo 4 are compared S VVAE GUNB K
or the groups with key numbers equal to 1 and 3 A B B HS YV X R ON
modulo 4 are compared. UuTWP Z A B X C ON
Compare C L R OUX S D G R
P(K, = 0] cipherletter= C* K = b) Xz D ME 1 1 F O0C
with K O OG X S E J MD
A _ _ I MMV A OS K G F
P(K2 = 1j cipherletter= C" K1 = b) EGGBI MATV J
whereb is the known keybit from the rstregister.  The boldface letters show that here the word

For every ciphertext letter the bias between theAMBASSADOR is possible.
groups that are compared is used to initialise an |f the word has a sucient length only correct
approximation for the second register. Once agaipositions are found. (Almost) every plaintext let-
if the conditions are favourable the fast correlationter that is found in this way xes a keybit in the

attack nds the initial content of register two. registers 3, 4 and 5. In the example above that
. is the case for all ciphertext letters, except the ci-
4.4 Registers3, 4and 5 phertext letter B, for which there are three possible

In principle the same method can be used for thelecryptions as O.
registers 3, 4 and 5. However, in many languages As soon as enough independent keybits have
the statistics are unfavourable for a successful abeen found, the initial content of the registers 3,
tack on register 3. 4 and 5 can be found by solving a set of linear
One way to improve the statistics is by using bi-equations for each register.
grams of the ciphertext instead of single ciphertext .
letters. That improves the bias because in that cas% Conclusion
the frequencies of plain letter bigrams are used tqhe cryptographic algorithm that has been de-
calculate the bias. scribed could very well have been invented in the
Compare 1970's, when new ideas in cryptography were gen-
P(Ks = 0j cipherpair= CCo Ky = by K = erated by _the new electronic components that be-
by~ ng bgl\ ng bg) came available. The paper shows that although
with the algorithm meets a number of design criteria,
P(Ks = 1] cipherpair= CCO Ky = by A Kp = it still cogld haye been broken using an idea that
[ Kf= bgl\ ng bg) was published in 1989.

whereb and b° are the keys for the consecutive

cipherletter<C andC®. References
Solomon W. Golomb. 1967Shift Register Sequences
4.5 Probable word method Holden-Day.

There is however another method: the probable\uguste Kerckhos. 1883. La cryptogra e militaire.
word method. If for every cipher letter the key bits  Journal des Sciences MilitairebX:5-38, jan.
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