
Security Threats and Recommendation in IoT Healthcare

Cansu Eken, Hanım Eken

 Computer Science, Ankara University, Turkey, cansueken21@gmail.com

Türksat,Turkey,eken.hanim@gmail.com

 

 

Abstract
The Internet of Things (IoT) devices have become

popular in recent year. All devices connect network

and communicate each other. Therefore all devices

become smart. They are used for some systems such as

e-Health, e-Energy, e-Home, smart city, smart car etc.

IoT device collect data for systems in order to analyze

data and give right decision. Thus, attackers attack IoT

systems. This paper gives an introduction to IoT

healthcare systems and applications, the related

security and privacy challenges. This paper tends to

analyze the security threats in different layers of the

loT, and give recommendation owing to provide

security and privacy.

Keywords:   internet of things (IoT), body area

network, wearable devices, IoT healthcare systems,
security of IoT, privacy, information security

1 Introduction

In recent years, many devices and goods are used in

life and these devices and goods communicate with

each other. These devices are radio-frequency

identification (RFID) tags, mobile phones, mobile

devices, sensors, actuators, etc. The term „„Internet-of-

Things‟‟ (IoT) is broadly used to refer to physical

objects or "things" connect each other and exchange

data on network. The term, internet of things (IoT) was

first proposed in 1998 (Weber, 2010).

   In the year of 2005, International Telecommunication

Union (lTU) released an annual report on "Internet of

Things. This report includes the development of

information and communication technology and the

future of smart devices, communicating with each

other (ITU, 2005). Physical objects or "things” 

become smart by connecting to each other. In 

later years, physical objects or "things” in every as-

pect of our lives connect to internet and ex-

change to data. Therefore, „„Internet-of-Things‟‟ 

(IoT) devices are used many sectors.

   According to Gartner, Inc., there will be nearly 26

billion devices on the Internet of Things by 2020.

Figure 1 presents a list of countries by IoT devices on-

line per 100 inhabitants as published by the OECD in 

2015.

 
 

Figure 1. IoT devices online per 100 in 2015. 

 

   In particular, sensors are used many different 

fields due to the development of sensor tech-

nology. Environmental sensing that could use urban 

planning, electricity, energy management, transporta-

tion system and intelligent shopping systems. Bio-

logical sensors could use healthcare and 

medicine systems (Atamli and Martin, 2014). 

Table 1. Field of IoT application.  
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1.1 Environmental monitoring

Internet of Things is important for environmental

analysis and monitoring in order to ensure

environmental protection and control. Sensors are used

due to measure the air, water, soil pollution. Internet of

Things devices diffuse a large geographic area and

collect data from large area.

   In addition, Internet of Things applications provide

that the checks of use of environmental resources.

These applications are used to analysis environmental

pollution and make right decision about using of

environmental resources (Lee and Lee, 2015).

1.2 Infrastructure management

Urban and rural infrastructure management is

important for countries. Therefore, every country has

applications due to monitor and control dam, road,

bridge, railway tracks, subway, and other critical

infrastructure (Jayavardhana et al., 2013). Internet of 

Things (IoT) devices can be used to monitor and

operate events or changes in structural conditions that

can compromise safety and increase risk.

   Furthermore, Internet of Things (IoT) applications

are used for providing access to ships transition from

bridge, measure and control the density of road

vehicles, check dams‟ occupancy rate etc. They have

big role to coordinate between different service

providers and users in critical infrastructure in order to

ensure cost effective and time schedule maintenance

and repair. Usages of IoT devices provide improving

the quality of service like incident management and

emergency response (Michael et al., 2014).

1.3 Building, home automation and energy manage-

ment

Devices has become smart with connect internet. So,

systems used in buildings and houses began to be 

automated. People have become control devices in

their home remotely. These smart devices are

television, heater, air conditioning, and fridge in the

home. Smart buildings include Fire alarm system,

Safety control system, Building Automation system,

Energy Management system, Energy Control system,

Central, Control and monitoring system, Contact

communication systems, Centralized information

sharing service (Shrouf and Miragliotta, 2015).

   Home automation systems, like other building auto-

mation systems, are typically used to control lighting, 

heating, ventilation, air conditioning, appliances, com-

munication systems, entertainment and home security 

devices to improve convenience, comfort, energy effi-

ciency, and security.

1.4 Transportation

IoT devices are important for transportation. They are

used for control transport system. Application of the

IoT extends to all aspects of transportation systems. All

smart system is communicating each other in order to

provide high quality transportation services. Smart

transportation services are smart traffic control, smart

parking, electronic toll collection systems, logistic and

fleet management, vehicle control, and safety and road

assistance (Alvi et al., 2015).

1.5 Medical and healthcare systems

The developments of health technology are presenting

new opportunities and facilities in order to improve

healthcare sectors. In these days, healthcare system use

sensors, mobile devices. Internet of Things (IoT)

devices are used all parts of healthcare systems.

Figure 2 shows sensors in the healthcare.

   They are used for remote health monitoring 

and emergency notification systems. Monitoring 

system can enable patient monitoring for chronic 

issues, checkups, blood pressure and heart rate mon-

itors and unnecessary appointments (Lubecke et al., 

2014)

 

 
Figure 2. Sensors in the healthcare.

IoT devices have important role due to development 

of healthcare systems. Healthcare quality is improved 

with IoT devices such as biological sensors.

   In addition, IoT devices are used different fields such

as media, production, smart home, smart city,

transportation, etc.  Table 1 demonstrates field of IoT

applications.
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2 Related Work

There are many articles covering security of Internet of

Things (IoT) devices in healthcare systems. Nguyen 

et al. (2015) define the security requirement for

highly interconnected network of heterogeneous

devices in Internet of Things (IoT). Kai et al. 

(2013) propound security and privacy methods for 

Health Internet of Things in order to protect pa-

tients‟ healthcare data. Neisse et al. (2015) propose a

Model based Security Toolkit due to the control and

protection of user data from Internet of Things 

(IoT).

    Hamdi and Abie (2014) propose a game based 

model for security eHealth applications in the Inter-

net of Things (IoT). They use security effective-

ness and energyefficiency methods for evaluating 

security strategies.

3 Threats of IoT Health Applications

IoT devices are important for health applications. IoT

devices collect measurable and analyzable healthcare

data in order to facilitate the work healthcare

applications. Therefore, security of IoT healthcare

applications is important for healthcare systems. IoT

devices are threatened by many security vulnerabilities.

I give details about these vulnerabilities in this part of

article.

3.1 Energy Optimization

Sensors are significant devices for healthcare systems.

Measurable and analyzable healthcare data are

gathered very easily with the development of sensor

technology. In recent years, wearable devices are very

popular for healthcare systems. Wearable devices

could collect many healthcare data without disturbing

patients. However, energy consuming is important

problem for wearable devices. Because wearable

devices are small and they are used to collect data form

people body. They collect healthcare data from body

continuously. Battery is not enough to collect and send

health data to healthcare applications. In addition,

battery of wearable devices is necessary to be

constantly charge. These are serious problems for IoT

devices in healthcare systems (Decuir, 2015).

3.2 Privacy

Privacy has many definitions in the literature. Privacy is
important topic for information security at healthcare
system in the world. Hence, many international
organizations define privacy.  The Organization for
Economic Cooperation and Development (OECD) defines
it as “any information relating to an identified or 

identifiable individual (data subject)” (Chen and Zhao,

2012).

   Healthcare data are collected from IoT devices.

These devices gather data by remote access

mechanisms which have some challenging about

privacy and security. Data collected by the sensor is

transmitted to the database or cloud over internet. In

addition, IoT devices connect internet and

communicate with each other from the Internet.

Security vulnerabilities on Internet and IoT devices are

threatened health data. Additionally, healthcare data

are collected from different health units. Health data is

shared by various health units. Every unit must provide

privacy of data. Because healthcare data includes

essential significant information. All the world's

attackers all the world's attackers want to capture

health data. Thereof, privacy of data must be protected

(Thilakanathan et al., 2013).

3.3 Trust

Trust management is important for IoT devices and

applications due to provide security and privacy of

data. Because all devices connect network and send

data to applications. Therefore, devices on the internet

must be trusted due to ensure privacy and security.

Attackers could connect device IoT applications in

order to manipulate data (Skarmeta et al., 2014).

   Data collection trust is serious issue because of huge

volumes of data are collected from devices. Big data is

used by IoT health application owing to make right

decision about patients and improve quality of

healthcare. Moreover, IoT health care services include

data process, analysis and mining. Attackers could be

damaged big data with create damage or malicious

input of IoT devices. Hence, researchers study about

challenges of trust management in IoT. Trust

management in IoT must implement network layer and

application layer (Abomhara and Køien, 2004).

3.4 Denial-of-service attacks (DoS)

Denial-of-service attacks (DoS) are to make IoT

devices     and IoT applications cannot provide service.

IoT devices connect network and transfer data and

communicate with each other. IoT applications need to

connect to network and receive data from these

devices. Denial-of-service attacks (DoS) dangerous

attacks for IoT applications because of machine or

network resource. IoT devices have low memory

capabilities and limited bandwidth, battery, and disk

space. Hence, they are affected from Denial-of-service

attacks (DoS) easily (Abomhara and Køien, 2004).

3.5 Physical attacks

Physical security is serious issue for IoT devices

because of gathering data from of unprotected
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environment. Further, IoT devices are small de-

vices and they are integrated TVs, cars, air con-

ditioning, ovens etc. Therefore, these devices 
could be stolen easily or changed configured 
settings. Attackers can change data sent by IoT 
devices. IoT devices areexposed many physi-

cal attacks such as a secret stealing, soft-

ware manipulation, and hardware tampering.

3.6 Data Manipulation

Data is important IoT healthcare applications. Data is

used all steps of healthcare systems. Thus, attacks are

against to data security and privacy. Attacks are

stealing data, data manipulation and damaging data.

Health data is important and sensitive data for all

country in the world because of including personally

identifiable data. Data is used multiple paths in the IoT.

These are IoT devices (data generator, data receiver,

and aggregation point), the internet (multi-directional

data transport), the cloud (data stored), the machine

(application services, big data repositories, analytic)

(Bing et al., 2011)

   Attackers steal health data for malicious use and they

damage victims. They steal data when data is generated

and transported by IoT devices. Attackers manipulate

or change data in order to redirect victims what

attackers want. Doctors could give wrong decision

about diagnosis and treatment because of data

manipulation. In addition data loss is serious problem

for IoT health application.

 

4 Security Solution of IoT Health 

Applications 

 

Security is important IoT health applications because

of sensitive health data privacy. This section classifies

security solution in order to protect data from attacks.

Figure 3 represents data security in IoT healthcare

applications.

 

 

Figure 3. Data security in IoT healthcare applications.

   Access Control is important step in protecting IoT

healthcare applications and health data. Well-designed

access control must be implemented IoT healthcare

applications and devices. IoT devices collect health

data from patients and transfer health data to healthcare

databases. Hence, IoT healthcare applications must

have strong access management in order to ensure

healthcare data security and privacy. Through access

control systems, an organization can restrict 

andmonitor the use of critical data, and protect privacy 

and security (Rush Carskadden, 2013).

   In addition, employers in healthcare should have the

awareness of information security owing to provide

security of IoT healthcare applications and health data.

Information security awareness training should be

given   to healthcare staff members. Furthermore,

employees should receive all training about access

control of priority for ensuring data security, privacy,

and patient rights.

   Access management in IoT healthcare applications

protects to misuse healthcare data and perform

malicious attacks on the users‟ healthcare data.

IoT health devices are tiny and integrated other

systems. IoT health devices collect data from various

environments. Hence, physical security is significant

topic for IoT health devices. IoT health devices should

be secure against physical threats (Shen and Liu, 2011).

   Physical security of IoT health devices and health

data involves protection against environmental threats,

accidents, physical sabotage, and theft.  IoT health

devices should have replacement devices for protecting

physical attacks. In this way, IoT health devices keep

on collecting and transferring data. Countermeasures

should be taken to decrease the damage and recover

from attacks, accidents and disaster quickly.

   Network security is important issue for IoT health

devices and applications. All IoT devices connect to

network and communicate each other over network.

Therefore, network is required in all steps in the IoT

health applications‟. Some technologies are WiFi,

Bluetooth, Zigbee, RFID etc. Especially, wireless body

area network (WBAN) is used to data collect from

wearable devices.

   Firewalls, IPS, IDS, ingress/egress filtering

structures, internet protocol security (IPsec), secure

Sockets Layer/Transport Layer Security (SSL/TSL)

should be used in order to ensure network security.

HTTPS is used for application to encrypt to message

(Sadeghi et al., 2015; Xingmei et al., 2013). Data privacy is 

major issue for IoT health devices and applications be-

cause of the ubiquitous character of the IoT environ-

ment. IoT health devices connected each other and 

send data. Strong encryption algorithm is used for 

data. Data must be encrypted and sent IoT applica-

tion over a secure network. RFID technology is used 

for IoT devices to send data. However, RFID has
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some security vulnerabilities such as reverse

engineering, eavesdropping, man-in-the-middle attack,

spoofing etc. When data is sent by RFID technology,

some security measures are taken owing to provide

privacy protection (Xingmei and Jing, 2013).
  Besides, IoT health application should have strong
access control management and trust management
services due to ensure data security and privacy.  Health
data is collected from IoT health devices then share
various health units. Healthcare data is used accurate

assessment and right decision about patient treatment

and diagnosis. IoT healthcare application must have

“need-to-know” principle for authorization

management (Weinberg et al., 2015).
   Policies, standards and guidelines could be

developed, documented, and implemented. Further,

many standards    about security of healthcare are

published by international organizations. These

documents are used for on account of providing

security and privacy. Each employee and department

should have enough information about procedures,

guidelines, and standards related to data security and

privacy. They could be reviewed and update regularly

and change according to the needs of the healthcare

sector (Weinberg et al., 2015). Trainings should be

prepared owing to improve information security

awareness of  healthcare staff. These trainings give

details about fundamental security and risk IoT

healthcare applications and emphasize about privacy of

health data. These trainings could be provided to

employees regularly (Weinberg et al., 2015).

  All IoT healthcare devices, IoT healthcare

applications and network components‟ log must be

collected with central log management systems. Logs

are monitored, analyzed and evaluated so as to prevent

unwanted events to healthcare systems. Besides,

central log management or security information and

event management (SIEM) must have auditing to

ensure security. Undesirable events must be reported

security team quickly to interfere unwanted events.

Central log management or security information and

event management (SIEM) must have strong

authentication and authorization to monitor the audit

log. The log should be checked continuously.

   Unfortunately, auditing is a passive defense because

of becoming aware of critical security event after the

occurrence of the event. Auditing help people to

response to unwanted-event quickly.

5 Conclusions

IoT devices are very important for systems. Today,

many systems have become smart with IoT devices.

These systems include big data. IoT devices collect

data for these systems. Data is sensitive because of

including personal information. Hence, these systems
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