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Abstract

Modeling and simulation often require different tools
for specialized purposes, which increase the motivation
to use co-simulation. Since physical models often are
describing enterprises’ primary know-how, there is a
need for a sound approach to securely perform model-
ing and simulation. This paper discusses different pos-
sibilities from a security perspective, with focus on se-
cure distributed co-simulation over wide area networks
(WANSs), using transmission line modeling (TLM). An
approach is outlined and performance is evaluated
both in a simulated WAN environment, and for a real
encrypted co-simulation between Sweden and Austra-
lia. It is concluded that several parameters affect the
total simulation time, where especially the network de-
lay (latency) has a significant impact.

Keywords: Modeling, Co-Simulation, Transmission
Line Modeling, Security, Data communication.

1. Introduction

The interest for modeling and simulation of complex
physical systems, such as aircrafts and trains, has dra-
matically increased during the last decades. There exist
both commercial modeling and simulation environ-
ments for specific domains, such as Adams [9] for me-
chanical systems, and specialized environments for
certain application areas, e.g., SKF's BEAST [14,15]
dedicated for bearing simulations. Moreover, new
standardized acausal modeling languages for mixed-
domains, e.g., Modelica [8] and VHDL-AMS [4], are
gaining popularity in various applications, leading to a
wide variety of models and specialized tool environ-
ments within an enterprise. These models and compo-
nents are often dependent on each other and commonly
need to be simulated together.

One technique that has proven to be both stable
and efficient for simulating existing models is co-
simulation, where sub-models are coupled together us-
ing transmission line modeling (TLM) [3,5,6,10]. The
technique makes use of physically motivated time de-
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lays, enabling both numerically robust simulations and
better performance using parallel processing.

Since modeling and simulation is becoming a
common activity within enterprises, large amount of
money and knowledge are invested into such models.
Hence, models are becoming critical business assets
describing primary know-how.

Within larger enterprises, different departments
can be spread out over of the world, have special mod-
eling competences, and model different parts of sys-
tems. Usually, there are defined confidentiality levels
within an organization, requiring models to be pro-
tected against unauthorized disclosure. Furthermore,
models need to be protected from modification by mis-
take and still being available for large scale reuse. Even
if confidentiality issues with sub-contractors are today
normally regulated by contracts, the need to protect
and keep control of critical business assets is still vital.

Hence, in a co-simulation environment, it is impor-
tant to have a sound approach for secure modeling and
simulation, i.e., to create, modify, distribute, and simu-
late models in an acceptable manner according to the
enterprise's security policy.

1.1  Approaches to Secure Modeling and Simu-
lation

Information security can be divided into three aspects':

e  Confidentiality: protection against unauthor-

ized disclosure of information.

Integrity: protection against unauthorized crea-
tion, modification, or deletion of information.

Availability: the assurance that authorized en-
tities have access to correct information when
needed.

! Even if most practitioners in the field of information se-
curity recognize these three aspects as fundamental, there
is no exact border between e.g., robustness and availabil-
ity. Here we treat robustness of the system as being part
of the availability of simulation and model information.



The importance of these three areas for secure model-
ing and simulation will be outlined in the following
section.

The obvious first phase in modeling and co-
simulation is the modeling phase, which can be divided
into three steps, each requiring different expertise
[10,12]:

e  Modeling of sub-models in specialized envi-

ronments, e.g., Adams and BEAST models.
Encapsulate sub-models and define interfaces.

Design a meta-model, where the different sub-
models are integrated and connected to each
other.

It is of great importance to perform these steps in a se-
cure manner. However, in this paper we have chosen to
focus on how the models are securely distributed and
simulated, leaving secure modeling as future research.

We have identified two general possible approach-
es for secure distribution and simulation:

o Centralized simulation with secure model ex-

change. The models are centralized and simu-
lated at one location. The models must be en-
crypted to avoid unauthorized disclosure of
the model content.

Secure distributed co-simulation. The models
are kept within their departments/companies
and simulated locally. Simulation data is ex-
changed between the locations during simula-
tion, making use of co-simulation technolo-
gies.

Both these approaches raise several questions regard-
ing security aspects of confidentiality, integrity and
availability, as well as practical simulation feasibility.

The former centralized approach uses traditional
simulation techniques, where all models are locally
available. To provide confidentiality and avoid disclo-
sure of model content, the models need to be en-
crypted. This sounds initially as a sound approach, but
even if the model was encrypted when sent to the other
locations, it still needs to be decrypted at the central-
ized location. This means that the simulation environ-
ment needs to know the encryption key. Hence, the in-
formation is only practically confidential, i.e., it might
be hard to get the model in clear text, but not theoreti-
cally impossiblez.

A second alternative to model encryption can be
model obfuscating, i.e., to rearrange the models struc-
ture making it unreadable, without changing the

% In cryptography, it is never impossible to decrypt data
without a key, but it can be computationally very hard.
E.g., using a brute-force approach, it might take hundreds
of years to decrypt a specific model.
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model's behavior. Another variant is to distribute the
models in another format, e.g., as binary executables.

A certain level of integrity protection, e.g., to
achieve need-to-know access (least privilege), can be
used by applying message authentication codes (MAC)
on the models. However, the same problematic issues
regarding keys are unfortunately applicable here as
well. Moreover, the centralized approach cannot con-
trol the number of times a model is used or that it is not
illegally redistributed.
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Figure 1. A scenario of secure distributed co-simulation
distributed over long distances.
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Figure 1 outlines a scenario of the second approach of
distributed co-simulation, where a car model is simu-
lated at a location in the USA and the bearing model is
simulated in Sweden. To make this scenario possible, a
co-simulation technique such as the one based on
Transmission Line Modeling (TLM) can be used.
Models are not sent between the different locations. In-
stead data describing states of the models' interfaces
are exchanged between the locations during simulation,
using a wide area network (WAN), e.g., the Internet.
This scenario leads to several security observations:

e  Confidentiality: The models are never ex-

changed between the parties and are therefore
never exposed to the other party, i.e., confi-
dentiality is kept using a black-box view of the
model. If the TLM data sent between the
simulation nodes is encrypted, unauthorized
disclosure of the traffic is avoided from third
parties. Furthermore, the permission to reuse
models for simulation can be controlled, since
the models never leave the original location.

Integrity:  Unauthorized modification or
changes by mistake of models are avoided due
to the fact that models are never sent between
the locations. Note however that the meta-
model needs to be defined and maintained at
one location. Integrity protection of simulation
traffic can be protected using standard MAC
technique.



o  Availability. Co-simulation using TLM has
been shown to provide numerically robust re-
sults. However, if the data communication link
is not robust or is too slow, and data is not de-
livered in time, the simulation can be slowed
down or terminated. Hence, performance, ro-
bustness, and total simulation time are critical

factors concerning distributed co-simulation.

Both approaches have pros and cons. A centralized ap-
proach raises several problematic issues regarding true
confidentiality and integrity of models. On the other
hand, centralization can guarantee better communica-
tion networks and may therefore result in better per-
formance.

The distributed approach is appealing due to the
fact that the black-box characteristics give both better
integrity and confidentiality properties of models. In
this approach, computational resources from different
locations can also be shared and used in a distributed
manner. However, the extra overhead needed for pro-
tection of data sent during simulation and the cost of
transmitting data traffic over large distances can natu-
rally affect performance of the total simulation time.

1.2 Challenges and Contributions

We have chosen to focus on the second approach of se-
cure distributed co-simulation, due to its promising
properties of confidentiality and integrity. Hence, this
paper will primarily deal with aspects of performance
and robustness, with the following questions:

Is it even practically possible to co-simulate
stiff-bearing models in Sweden together
with other mechanical models, which are
simulated as far away as the USA or Austra-
lia?

If it is possible, how much longer time does
it take to simulate?

Which parameters and factors affect the to-
tal simulation time? Which dependencies
exist between these parameters? Are they
linear or are there certain breakpoints?

The main contribution of this work is the described ap-
proach of secure distributed co-simulation together
with conclusion draw from analysis of an experimental
simulation test.
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1.3  Paper Outline

The paper is structured as follows. Section 2 introduces
the fundamental theory of Transmission Line Modeling
(TLM) for co-simulation and the basic concepts of data
communication. Parameters and factors that may affect
the total simulation time are discussed. Section 3 out-
lines the experimental setup used for generating simu-
lation data from a model reflecting the scenario de-
scribed in the introduction. The physical model, simu-
lation framework, deployment structure, and simula-
tion tools are described. Section 4 presents the results
from the experiment followed by analysis of how dif-
ferent parameters affect the duration of the total simu-
lation time. Finally, section 5 states conclusions of the
work.

2. Parameters Affecting the Total
Simulation Time

In a distributed co-simulation environment, several pa-
rameters and factors can affect the total simulation
time. First, we will consider the equations stating
transmission line modeling. Second, different factors
of the data communication link will be discussed.

2.1 Transmission Line Modeling

The theory of transmission line modeling (TLM) has
evolved from the telegraph equations, which concern
transmission of electrical signals over long wires.

The TLM method can also be used in other do-
mains, such as mechanical systems where force and ve-
locity are affecting a system. The main motivation to
use TLM in such a system is that it describes physi-
cally relevant time delays. These delays allow different
parts of the system, which are separated by TLM inter-
faces, to be simulated independently of each other's
time steps. Hence, this technique enables the subsys-
tems to be simulated in parallel. Moreover, since ex-
change of data is needed only between well-defined in-
terfaces, it is also possible to co-simulate between dif-
ferent simulation environments and tools. The latter

fact is used in SKF's co-simulation framework
[10,12,13].
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Figure 2. Delay line with wave variables c;, c,, velocity
v;, v, and reaction forces F;, F.

Figure 2 outlines the main variables involved in a
transmission line in a mechanical context. The velocity
and reaction forces on each side of the line affect the
wave variables c¢; and c,.



The equations involved in the TLM connection are as
follows [5,10]:

) =Fy(t —Tppp )+ Zovy (6 = Tpppg)
() =F =Ty +Zovi(t = Typp)
F @) =Zv (@) +c (1)

Fy(t) = Z.vy (1) + ¢, (1)

Here ¢; and ¢, denote the force waves, F; and F, reac-
tion forces and v; and v, velocities. There are two pa-
rameters specified in the model: Ty, indicating the de-
lay time through the line and Z, that is the characteris-
tic impedance. These parameters must be assigned val-
ues, which are within physically acceptable boundaries.
See [5,6,10] for a more detailed discussions about the
physical aspects of the model.

From the equations above, we can clearly see that
only old values of F, is needed to calculate F;, and
only old values of F; is needed to calculate /. The al-
lowed length of this delay depends on the parameter
Trpy. Larger values of Trpyy, will allow the simulations
to take larger time steps, which may result in shorter
simulation time. Hence, Trzy, is an important parameter
affecting the total simulation time.

2.2 Data communication

During the co-simulation a continuous flow of data
packages containing TLM information are transmitted
between the computation nodes. Before the data is
transmitted over the WAN, it is being encrypted and
message authentication codes (MAC) are created for
integrity checks. When the data packet is received at
the other node, it is being decrypted and forwarded to
the simulation software.

There are two fundamental measurable characteris-
tics of network performance [11].

Bandwidth - the number of bits that can be
transmitted over the network during a specific
period of time. Normal measurement is in
Bits/s.

Delay (or latency) - the time period it takes for
a very small message to be sent over the net-
work. Delay is measured strictly in time, e.g.,
number of milliseconds.

A network always has these two characteristics, even
though they can change over time, depending on rout-
ing and traffic load. This variation can lead to another
important phenomenon called jitter, which is the varia-
tion of the delay for different network packets in a data
stream. In the rest of the paper By,y denotes the band-
width for the simulation environment and 7y, the de-
lay between the nodes.

Note that in this paper we will discuss two differ-
ent time scales. The first one is the simulated time cor-
responding to the modeled physical process. Integra-
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tion time steps, time stamps sent within the TLM
framework, and the 77y, parameter correspond to this
time scale. The second time scale belongs to the real-
time of the computation of the simulation result. The
total simulation time and delays in the network, i.e.,
Twan belong to this scale.

When measuring delays in a system, the time is of-
ten referred to as the round-trip-time (RTT), which is
the time it takes for the packet to travel to the destina-
tion and back. The delay of the system can be ap-
proximated to RTT/2.

Bandwidth ¢ ()

Figure 3. The delay x bandwidth product P.

Delay

Another central concept is the delay x bandwidth pro-
duct, depicted in Figure 3. The formula is as follows:

P=By,n*Tyay

The bandwidth can be seen as the diameter of a pipe,
and the delay as the length of the pipe. Hence, the P
represents the maximal natural queue of data located in
the network.

Besides the TLM equations and the delay / band-
width discussion above, there are of course several
other factors that can affect the outcome. One such im-
portant factor is the load and balanced computation
power among the nodes. Another factor is the integra-
tion step size / tolerance level used on the simulation
nodes. Other potential requirements, such as encryp-
tion protocols and algorithms used, can both affect
Tway and Byyy. If the bandwidth is critical, lossless
data compression techniques can be used to increase
the bandwidth [1]. However, note that delay cannot be
improved by data compression.

3. Experimental Setup

This section provides a detailed description of the
environments surrounding the experiment, the simu-
lation framework, and software used in the experi-
ment.

3.1 Meta-Models and Components

A component is a model instance created in a special-
ized modeling and simulation tool (e.g., Adams or
BEAST). A meta-model defines the interconnections
between two or more components.

The objective of the experiment is to measure how
secure communication over large distances will affect
the meta-model simulation in terms of total simulation
time. To model the scenario described in Figure 1, a
highly simplified model is used instead of a real car
model. We are interested in how the data communica-
tion factors, Ty (the delay) and By,y (the band-



width), together with the TLM delay Ty, affect the
simulation time.

The meta-model used in the experiment is a double
pendulum. As shown in Figure 4, the pendulum is con-
structed from three different components, two shafts,
which both have TLM connection to a bearing.

Pendelum
fixed

4
/

d Bearing

Shafts Ve _

Figure 4. The bearing-shaft model to be simulated.

In terms of simulation time and resources, the two
shaft components represent the less demanding com-
ponents in our meta-model.

3.2 Simulation Framework

To conduct the experiment, we have used a centralized
TLM co-simulation application referred to as the TLM
manager. Figure 5 presents an overview of the TLM
co-simulation framework.

ﬁ TLM plugin

TLM Data

BEAST

start

TLM Data—p| TLM Data
h TLM Manager T
start start
Modelica MSC.ADAMS

Figure 5. SKF's TLM system framework.

The TLM manager reads a meta-model specification
defining the simulation components and the TLM in-
terfaces in the meta-model.

The simulation components are simulated in a spe-
cialized simulation environment, such as Adams,
BEAST, or Modelica. In order to make the framework
functional, the specialized simulation environments
need to be incorporated into the framework. The TLM
manager and the specialized environment communicate
through TLM plug-in's, as depicted in Figure 5.

18

During simulation, the simulated components in-
teract by sending time-stamped data and delayed posi-
tion and orientation data. The TLM data is transmitted
to relevant node via the TLM manager. For a more de-
tailed description of the framework, see [10].

3.3 Deployment Structure

The static deployment structure is depicted in Figure 6.

Linux Workstation 1

Simulated WAN
Environment

TLM Manager WAN Sii

Secure
Tunnel

Secure
Tunnel

Cluster
Y —

Master Node
onent
Compute
Node3

Figure 6. The deployment structure of the static structure
of the system.
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Two Linux workstations and a computer cluster are
used for simulation of the components. The simulation
is started from the workstation labeled Linux Work-
station 1; this is also where the TLM-Manager and
WAN simulator are instantiated.

In order to evaluate what impact delay and band-
width in the WAN environment have on the simulation
it is desirable to have full control of these parameters.
This control is obtained through the WAN simulator.
The WAN simulator is a software service that inter-
cepts all data sent between the cluster and Linux
Workstation 1. It will then apply the desired data
communication factors and pass on the data to the cor-
rect destination. A more detailed overview of the WAN
simulator will be given in the end of this section.

The shaft components are simulated using BEAST.
These simulations are run on the workstation labeled
Linux Workstation 2. The bearing component is simu-
lated on the cluster using BEAST as well. The two
tunnels are ensuring secure communication between
the TLM manager and Linux Workstation 2 and be-
tween the TLM manager and the cluster. In the ex-
perimental setup SSH version 2 (SSHv2)[7] is used to
create the secure tunnels. Another strategy would be to
incorporate the security layer within the application.
With such an approach TLS [2] may be a sound alter-
ative.
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Figure 7. Sequence diagram showing basic information flow in the co-simulation environment.

3.4 Dynamic System Behavior

This section describes the interaction between the
simulation components and the TLM manager. The
sequence diagram in Figure 7 can be described as
follows:

1. There are five different objects involved in the in-
teraction during the simulation. To the right, there
are the three simulation components, BEAST Shaftl,
BEAST Shafi2, and BEAST bearing. The TLM man-
ager is handling the data exchange between the
components. Finally, the WAN simulator is inter-
cepting and forwarding all calls between the bearing
simulation component and the TLM manager.

2. The meta-model simulation is initiated by a script.
The script will start the TLM manager on the local
machine. It will also start the specialized simulation
environments of all the simulation components.

3. Each simulation component has to register itself
to the TLM manager. The component will also reg-
ister all of its TLM interfaces. Once this has been
accepted by the manager the simulation component
will send a check model request to the manager.
This is a request asking if the entire meta-model is
ready to be simulated.
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4. Once all simulation components and TLM inter-
faces are accounted for, the manager will reply to
the simulation components that the meta-model is
ready to be simulated. At this point the actual simu-
lation will begin.

5. The simulation components will regularly send
data for its TLM interfaces to the manager. The
manager will then pass the data to the appropriate
destinations. At the bottom of the diagram we can
see how the bearing component through the TLM
manager sends some TLM data directed to the shaftl
component. The WAN simulator intercepts this data,
holds it for a while, and then forwards it to the TLM
manager. The manager forwards the data to the
shaftl component that after some simulation time
sends new data to the manager. This communication
is not intercepted by the WAN simulator since the
data is not passing through our simulated WAN en-
vironment. The manager will receive the new data
from shaftl and forward it to the bearing compo-
nent. This message, from the manager to the bear-
ing, will once again be intercepted by the WAN
simulator, and then forwarded to the bearing com-
ponent. This type of data exchange will continue un-
til the simulation has finished.

For a more detailed specification of the interac-
tion in the communication protocol, see [10].



3.5 WAN Simulator

The WAN simulator is a specific application de-
signed for this experiment with the purpose of con-
trolling the data communication (7y.y and By4y) be-
tween the bearing simulation component and the
TLM manager. The simulator captures all data sent
between the TLM manager and the bearing compo-
nent. The simulator consists of two queues, as de-
picted in Figure 8. One queue holds the data sent
from the simulation component to the manager and
one queue holds the data sent from the manager to
the simulation component. The WAN simulator
reads and writes data in the queues concurrently.

To TLM To Simulation
Manager —~T-~—% Component
b=
N g
-——+-——-n
| Data |
] 1
Timestamp : Delay _:

Figure 8. Conceptual outline of the WAN simulator.

To control the delay, the WAN simulator will,
when capturing a data message, put a timestamp on
it, before it is added to the queue. This data message
will not be released from the queue until it has been
held for the entire duration of the delay time.

For example, the simulation component sends
some data to the TLM manager. The WAN simula-
tor captures it and stamps it with the time of the cap-
ture. The message together with the timestamp is
added to the last position in the queue of data wait-
ing to be forwarded to the TLM manager. When the
data reaches the first position in the queue it is next
in line to be forwarded to the manager. The WAN
simulator will then perform a check of the time-
stamp on the data. If the condition

Tyn < (currentTime — timestamp)

is true, the data will be released from the queue and
forwarded to the TLM manager. Else, the data will
be held until enough time has passed to fulfill the
condition. The second queue is working in the same
way, but in the opposite direction.

Bandwidth may be controlled with the aid of the
delay x bandwidth product, P, described in Section
2. The queues may hold up to P bits of data at any
given time without risk of exceeding the desired
bandwidth restrictions in respective communication
direction. When a queue is filled, further data that
wish to pass the WAN simulator will be delayed un-
til data has been released from the queue and space
has been made available.
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4. Experiment Results and Analysis

In the following section we will present the experi-
mental results produced by performing several test
simulations in the experimental setup. The result is
followed up by discussions and analysis of how dif-
ferent parameters affect the overall simulation time.

4.1 Experiment Results

The experiment was divided into two parts, where
the first part used the experimental setup with WAN
simulator according to Section 3. In the second part,
co-simulation was performed over the Internet be-
tween Sweden and Australia.

Part 1 of the experiment was implemented by
performing four different test sequences, where the
data communication delay 77,y was varied for each
sequence. Figure 9 shows the four sequences for dif-
ferent values of Ty .

Experimental result using WAN simulator
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Figure 9. Plot of total simulation time in relation to the
network delay Ty .

In the first three sequences, 3 computation nodes in
the cluster (see Figure 6) were used, while the fourth
sequence used only 2 nodes (denoted 3N and 2N in
the figure). In addition to the values shown in this
diagram, simulations were performed for Ty4y = 500
ms and Ty = 1000 ms for some of the sequences.
These values are not shown in the diagram due to il-
lustration reasons, but will be used in the analysis in
the next section.

Part 2 of the experiment was performed without
the WAN simulator, i.e., the same setup as depicted
in Figure 6 was used, except that the TLM manager
communicates directly to the cluster via an en-
crypted tunnel. Three computation nodes were used
in the cluster for these experiments. The results are
given in Table 1.



. . Tuu= | Tnu= | Tnu=
Type of simulation 2.5¢-6 5e-6 10e-6
LAN, No Encryption 120 min | 62 min | 31 min
LAN, Encryption 160 min | 82 min | 41 min
Increased time due to encryption 33% 32% 32%
Round-trip simulation to Univer-
sity of Queensland, Australia 495 min | 277 min | 133 min
Increased time due to delays to
Australia (round-trip) 312 % 344 % 332 %

Table 1. Simulation time when executed at the local
area network (LAN) in Sweden, both with and without
SSH tunnel encryption enabled. Round-trip simulation
to and from Australia, including SSH encryption.

The table shows the increased time needed in per-
cent using an encryption tunnel (SSH) compared to
performing the simulation without it.

When executing the simulation via Australia,
both the shafts and the bearing were simulated in
Sweden, but the traffic between the cluster and the
TLM manager was transmitted via a tunnel from
Sweden to Australia and then back again. Hence, the
experiment is actually performed for a distance
twice as long as Australia-Sweden. Note also that
the simulation time for just one way cannot be cal-
culated simply by dividing in half.

While performing the simulations, the data thro-
ughput in the WAN simulator was being monitored
and measured. Since the WAN simulator captures all
data between the TLM manager and the bearing si-
mulation component, it was measured that the data
throughput did not normally exceed 35 Kbit/s during
the TLM data exchange. However, when the simula-
tions were initiated, a small peak in throughput of
about 140 Kbit/s was noticed.

In the simulations performed in this experiment,
no major robustness problems were discovered and
all started simulation jobs were finished without un-
expected termination.

All in all, the simulation experiment results pre-
sented in this section required approximately 250
hours of simulation time.

4.2 Discussion and Analysis

The main purpose of this work is to investigate if it
is possible to co-simulate over long distances and
which parameters that affect the total simulation
time. In Table 1 it was shown that the simulation
was indeed possible to perform, even for very long
distances. We will now analyze and discuss the af-
fected parameters and then finally compare the ex-
perimental data obtained using the WAN simulator
with the simulation times resulting from the simula-
tion via Australia.
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Recall the diagram given in Figure 9 in the previous
section. For small values of Ty,y, a non-linear be-
havior can be seen, while for larger values the
curves have a more linear characteristic.

Consider Figure 10, where the values are plotted
for TTLM = 5e-6 and TTLM = 106-6, where TWAN <250
ms .

Experimental result using WAN simulator
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Figure 10. Simulation time with linear regression es-
timations. 77y = 5e-6 (the upper curve). Ty = 10e-6
(the lower curve). Both sequences are using 3 cluster
nodes.

Linear regression using the least square method is
used to adjust a line for T,y = 80ms. Both meas-
ured values and the adjusted curves are plotted in the
diagram. Note that all measured values above 80ms
are used for finding the curve, including measure-
ments 500 ms and 1000 ms.

In both curves, we can imagine a smooth break-
point somewhere around 75ms, where the derivative
becomes fixed. What can cause this breakpoint? One
reasonable cause is that to the right of the break-
point, one of the computation nodes is idle for some
time while waiting on TLM data input, i.e., the delay
causes the bottleneck of the system to be switched
from one of the computation nodes to the delay
value in the communication link. For this reason, we
call this breakpoint the bottleneck breakpoint, de-
noted Tpgp. Hence, from the data shown so far, we
clearly see that Ty,y, affects the simulation time
significantly, especially above Tpgp The approxi-
mated formulas for all experiment sequences are
given in Figure 11:

D Sfrse-63n () =7964,4 +46,8¢
(2)  fsee3n () =3735,5+30,0¢
(3)  Sfioe-63n () =1845,1+15,7t
(4 fioe—son () =29110+15¢

Figure 11. Linear approximations after using the least
square method on measured simulation data. f{?) states
simulation time in seconds and ¢ represents Ty, in ms.



All formulas in Figure 11 were approximated for
Twan larger or equal to 80ms, except for the last case
where Ty v = 110ms, since the linear characteristic
started at larger values. One interesting observation
is that changing the computational power for the
bearing calculation changes the total simulation
time, but not the derivative for the linear part of the
curve (15,7 = 15,9).

Another important parameter in data communi-
cation is the bandwidth in the communication link.
Does the limitations of the bandwidth affect the total
simulation time? The WAN simulator tool has the
capability to simulate a smaller bandwidth. How-
ever, for this model, we noted that only a small
bandwidth of about 35Kbit/s was needed. Since
leased lines normally have the capacity of several
MBit/s, this throughput requirement can be negligi-
ble. However, for larger models with many TLM-
interfaces, the bandwidth factor may be important.
To draw any further conclusions about how larger
models affect the bandwidth, more experiments
must be conducted, which is suggested as future re-
search.

There are of course several other factors that
may affect the total simulation time, which we have
not measured in this experiment. One such parame-
ter is the time step or tolerance level of the numeri-
cal integration routine for the simulation.

In the experiments, SSH was used to protect the
TLM data between the nodes. The encryption and
hash computations do indeed affect the delay in the
system. As we can see in Table 1, the effect is not
negligible (around 32% increased simulation time).
We have not made any comparisons in this experi-
ment what the effect would be when applying differ-
ent encryption algorithms, even if there could be ex-
pected to be differences. Note however that if the
co-simulation is performed on a trusted WAN, e.g.,
leased private lines, it might be acceptable to disable
data encryption to improve performance.

To be able to compare the simulated delays of
Tway with delays in real world networks, a number
of measurements were performed over the Internet
using the standard ping application. The tests were
performed both using a connection at LinkOping
University (LIU), and a best effort connection from
Stockholm, Sweden. Since we know that the simula-
tion time grows linear to Ty4y, We can approximate
the simulation time for different cities. The meas-
ured delays and estimated simulation times are pre-
sented in Table 2.

For values below Tpzp = 75ms_ estimations are
taken from measured data and not the linear ap-
proximation. However, can we really expect that
these approximations correspond to real distributed
simulation? Since the experiments with the WAN
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simulator were made in an idealized environment, it
can be expected that these results are optimistic.

T Twav | Simula-
- . PAV | (ms) tion
University, Location (ms) .
Stock | time
Lkp .
holm (min)
University of Trier, Germany 21 20 85
University of Cambridge, UK 19 19 85
MIT, Massachusetts, USA 57 56 96
Stanford, California, USA 96 87 108
University of Tokyo, Japan 142 143 134
University of Queensland, Australia 170 178 149

Table 2. Measured communication delays between
Sweden and different locations all over the world. The
optimistic approximated simulation times, using for-
mula (2) in Figure 11, are given for 77, = 5e-6.

In the second part of the experiment, as given in Ta-
ble 1, a real simulation via Australia was performed.
A comparison between measured and approximated
results is depicted in Table 3.

T, Trm= Tru= Trm=
PAN- | 2.5e-6 5e-6 10e-6
Ping RTT 348 ms | 404 min | 236 min | 122 min
Max, RTT, SSH 470 ms | 499 min | 297 min | 154 min
Min, RTT, SSH 340 ms | 398 min | 232 min | 120 min
Mean, RTT, SSH 405 ms | 473 min | 265 min | 137 min
Measured, Australia - 495 min | 277 min | 133 min
Difference Measured o o o
o Ping RTT ) -183% | -14,7% | -8,4%
Difference Measured o o o
to Mean, RTT, SSH - A% | 44 % 2.8%

Table 3. A comparison between approximated simula-
tion time and real measured simulation time.

Note that all times are round-trip-times and not one-
way delays. Simulation times given in italic indicate
an approximated value, using (1)-(4) in Figure 11.
Row 5 corresponds to the experiment in Table 1.

It was discovered that the actual delay during the
simulation varied from 340 ms to 470 ms (row 2 and
3), indicating a certain jitter in the communication”.

In the table we can see that the ping RTT gives
an optimistic value, resulting in an 18% to 8% too
short simulation time. However, if we calculate the
mean (row 4), a closer approximation is achieved.

Using formula (2) in Figure 11, together with
the measured simulation time of the round-trip simu-
lation in Table 1, we can compute the total simula-
tion time it would take to simulate the shafts in Aus-
tralia and the bearing in Sweden, i.e., use the delay

3 Note that these delays show the RTT for the TCP
packets of the SSH tunnel, which does not include the
delay of the actual encryption/decryption.



instead of the RTT. For Ty,y = 5e-6, an approxi-
mated simulation time is = 170 min; a 174% in-
crease in time compared to an unencrypted local
simulation that took 62 minutes.

5. Conclusions

We have in this paper discussed different aspects of
secure modeling and simulation. Focus was put on
secure distribution and simulation and both a cen-
tralized and a decentralized approach were discussed
and compared from a security perspective. The de-
centralized approach was argued to have benefits re-
garding confidentiality and integrity, while giving
open questions about performance and robustness.

An experiment was performed where a simple

double pendulum with a bearing was co-simulated
between Sweden and Australia. No robustness issue
was discovered during simulation, and the simula-
tion time was increased from approximately 62 min
to 170 min (= 174% time increase), compared to a
local simulation without encryption of data traffic.

To investigate which parameters that affect the

total simulation-time, four series of tests were per-
formed using a simulated environment of the wide
area network (WAN). The main findings can be
summarized as follows:

e The network bandwidth between simulation
nodes has little effect, since throughput of
TLM data is small.

e The network delay (latency) between simu-
lation nodes has great impact on the total
simulation time. The growth is linear after a
certain breakpoint. Consideration must be
taken to jitter (delay variations over time).

e The TLM delay of the model affects the
simulation time significantly. Larger delay
gives shorter simulation time, since the
solver is allowed to take longer time steps.

Finally, we would like to conclude that secure co-
simulation over long distances seems to be both a
practical and possible solution for secure distribution
and simulation of models within, and potentially be-
tween, enterprises.
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